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Legal notices

Information about the Nozomi Networks copyright and use of third-party software in
the Nozomi Networks product suite.

Copyright

Copyright © 2013-2025, Nozomi Networks. All rights reserved. Nozomi Networks believes
the information it furnishes to be accurate and reliable. However, Nozomi Networks
assumes no responsibility for the use of this information, nor any infringement of
patents or other rights of third parties which may result from its use. No license is
granted by implication or otherwise under any patent, copyright, or other intellectual
property right of Nozomi Networks except as specifically described by applicable user
licenses. Nozomi Networks reserves the right to change specifications at any time
without notice.

Third Party Software

Nozomi Networks uses third-party software, the usage of which is governed by the
applicable license agreements from each of the software vendors. Additional details
about used third-party software can be found at https://security.nozominetworks.com/
licenses.
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Arc overview

Arc™ js g host-based sensor that detects and defends against malicious or
compromised endpoints, and insider attacks. You can use Arc sensors to aggregate
data for analysis and reports, either on-premises, or in the VVantage cloud.

General

When detecting cyberthreats, identifying vulnerabilities, or analyzing anomalies in
your processes, it is critical to have as much detailed network and system information
as possible. More accurate and timely access to data leads to better diagnostics and a
faster time to repair.

Arc gives you enhanced endpoint data collection and asset visibility for your networks.
This enhanced visibility gives you more:

* Vulnerability assessment capabilities

* Endpoint protection

* Traffic analysis capabilities

* Accurate diagnostics of in-progress threats and anomalies

Arc lets you easily identify compromised hosts that have:

* Malware

* Rogue applications

e Unauthorized universal serial bus (USB) devices
* Suspicious user activity

Operating Systems (OS)
Arc sensors are endpoint executables that run on hosts on these operating system
(OS)s:

* Microsoft Windows

e Linux

* Apple macOS

The data that is collected can be sent to either Guardian or Vantage.

Use cases and deployment scenarios
Arc lets you:

* Incorporate air-gapped devices into the analysis and reporting system
* Gain deeper intelligence or insight on critical endpoint devices

e Continuously monitor endpoints

e Automatically deploy sensors across thousands of devices

* Use a low-impact process to scan air-gapped networks

* Deploy with mobile device management (MDM) solutions

Continuous monitoring
Because the Arc sensor is on the host, it can monitor traffic continuously, even when
the device is not sending or receiving traffic.
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User-specific activity monitoring

With more access to endpoint data, Arc lets you connect network traffic and anomalies
with specific users. This helps to identify potential insider threats and makes corrective
actions both easier and quicker.

Local behavioral analysis (Sigma rules)

Sigma is a common open-source standard that lets you analyze log files to identify
malicious events. They are not necessarily related to network artifacts, and as such,
would not be detected without residing on a machine. Nozomi Networks Labs curates
all the Sigma rules that are loaded into Arc. A Threat Intelligence (Tl) active license is
needed to receive curated rules from the upstream Nozomi endpoint.

Temporary deployment

It is not necessary to keep the Arc executable on a host after you have collected
information. This means that you can remove it after data has been collected to
conserve host resources, and maintain a clean host environment.
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Architecture

It is important to understand the different architecture possibilities that are available
with Arc.

You can connect Arc:

e To Guardian
* To Vantage

@
oo

A . [ 1 L

¥

VANTAGE GUARDIAN

|
(

REMOTE
COLLECTOR

{’

i

EMBEDDED  EMBEDDED

RTU pLe pLe MELCOPLC  MELCO PLC

Figure 1. Arc architecture example
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Arc in Vantage

The Sensors page shows all the Arc sensors in the network. It also lets you connect an
Arc sensor.

Vantage Sensors page

VANTAGE LICENSEE Nozomi Netwiorks Acme  DATA LOCATION Europe
Sensors

Appliance type (4) Model (5) Software (25)

arc(32) ARC/WINDOWS (20) N20S 24.30-06251624_2C9C2 13)

quardian (5) V-SERIES [16) ArcVI592 (4)

remote_collector (7) Concainer () ArcV1729 (3)

eme () ARC/MACOS (7] Are 1812 devel (3]

Expand
Wl columns O Refresh  Live @
(] B Lastsync ¥ status Host Public IP Country Risk Appliance type ™
v v v v v v v

0 - o 133743 ® active ch-lab-arc-mac-1 na na. arc 4
O e 0 133743 ® active ch-qa-rc-std-vm-upload: na. na. remote_collector \
O - o 133743 ® active ch-qa-re-std-cnt-upload  na na. remote_collector <
(m o 133743 ® active ch-qa-re-std-cnt-gen-mi  na na. remote_collector <
[mt o 133742 ® active ch-qa-re-std-cnt-gen-mi  na, na. remote_collector <
0 - o 133742 ® active ch-qa-g-std-vm-upload- 17817423190 B cH guardian \
0O - o 133742 ® active LsPwe na na. arc ‘
0 - o 133742 ® active ch-qa-g-std-vm-gen-ma  na na. —— guardian \
O - o 13342 ® active ch-qa-g-std-vm-ha-mas  na na. — guardian \
O - 0 133742 ® active ch-ga-re-std-vm-gen-m:  na. na. remote.collector \
O e o 1337:42 ® active ch-ga-g-std-cnt-gen-ma na, na. —— guardian <

Figure 2. Vantage Sensors page

All Arc sensors in the network will show in the table on the Sensors page. The Add new
button gives you access to the Make connections page. When you select Arc, you will
see a list of Arc packages to download. This lets you select the correct Arc package for
your OS and architecture.

Make connections page

Make connections

Connect a deployed CMC, Guardian, Guardian Air or Arc sensor, and work with their data right here in Vantage.

My sensor is: N20s Arc Guardian Air

Next

Download the correct Arc bundle for your Operating System and Architecture.
1. Customize the configuration inside the bundle (optional)
Configure Arc bundle

2. Download the desired bundle for:

Bwniowsro- ~ ) Bwniowsr - J Grocos

Figure 3. Make connections page

10
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Configure an Arc sensor

VANTAGE

N
o Nozom!

LICENSEE Nozomi Networl

-MacBook-Pro-14-inch-2021-

Summary  Synchronization

Sensor Information

Appliance type
Model

Serial number
Software

status

Summary

Last sync
Risk

GeolP - 1P address

Comments

No comments yet

You can configure an individual Arc sensor directly from Vantage. To do this, in the

Settings

Healthlogs ~ Tags  Security control panel

arc

ARC/MACOS
na.
ArcV1812_devel

® active

2024-06-210229:57

10.41152.216

e  DATA LOCATION Europe

13
Public IP

GeolP country
GeolP latitude

GeolP longitude

Health

CPU percentage
Memory free
Memory used

Disk usage percentage

Figure 4. Actions menu in sensor details page
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Delete
Reset Token
Reset Data
Renew Licenses

Migrate Network Domain

Migrate Site
Configure Arc Sensor

ou

00

2

24

21553

details page for the related Arc sensor, select Actions > Configure Arc Sensor.

Configure multiple Arc sensors

VANTAGE

N —
q‘iP,NOZOMI =

NETWORKS

Sensors

Appliance type (1)
arc (29)

3 selected

B e B Lstsyncd

o o 173225

(m o 173225

eeo 0 1030M
7] Delete

J Reset Token
Reset Data

Renew Licenses

Migrate Network Domain

Migrate Site

BE XD

Configure Arc Sensor

You can configure multiple Arc sensors at the same time. To do this, select multiple Arc

sensors in the table, then select *®

22

57

430

status

® active

® active

® active

® active

® active

® active

® active

® active

LICENSEE Nozomi Networks Acme

Model (3)
ARC/WINDOWS (19)
ARCIMACOS (6)
ARCILINUX (4]

DATA LOCATION Europe.

Expand
Host Public IP Country

v v v
ch-lab-arc-mac-1 na na
LsPws na na
C02GIOBIML85-MacBoo 17817423190 o cH
RO4ENCPU iQ-R SeriesF  178174.23190 o cH
TXO3DXWXQN-MacBook  na. na
Fanless 17817423190 o ocH
TXO3DXWXQN-MacBook  na, na
Stefano na na

Software (17)
@

A
Arcv1815 (3)
M1 cotumns
Risk
v v
10250729

Figure 5. Configure multiple Arc sensors

> Configure Arc Sensor.

Greesh Lve @

Appliance type V' Mc

< pagelofz > ot
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Arc in Guardian

Administrator Guide

The Arc button in the Guardian Web Ul lets you access the different pages for Arc.

Arc

Page10f1,19 entries

Deployment

Deployment settings

Node points

Dependencies

Advancedz=  Live @ (]

Figure 6. Arc button in Guardian Web Ul

1ot Sensors

&> alens

QD ssess

V] Queries 45+ smart Poling

Page1af1, 4 entries

Deployment

Deployment settings

Node points

Dependencies

Live @0 (7

Figure 7. Arc button in Guardian Web Ul (not connected to Vantage)

When you select Arc in the Guardian Web user interface (Ul), you get access to these

pages:
* Deployment

* Deployment settings

* Node points

* Dependencies (only for Guardians that are not connected to Vantage)

Configure an Arc sensor

GUARDIAN

RN —
rozon =
Sensors

% || arc

Type Hostname

R & MacBook-Pro-14-inch-2021-
Bl & MacBookPro

Model
ARC/MACOS

ARC/MACOS

Pagelofl,2entries

Health

©) Good

© unreachable

Export 1)

>

RS

M3KXXQGJYT-MacBook-Pro-1£—|ncE-

2021-

D
P

Arc version

AN

Good

Is version locked
Is updating

Type

Download Arc ~

List Map

Graph

Lve ® (7] ® Sselected v

R & =D

Sda7bcs8

# Alerts (5m) o

# Alerts o

Risk (5m)

stale No

Last sync 16:0231646
Uptime 1d 2h 4m 545

Resources usage

2%
0%

Figure 8. Configure an Arc sensor

You can configure an individual Arc sensor directly from Guardian. To do this, you can

-—

select the applicable Arc sensor from the Sensors list, and select the =— icon.

12
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Deployment

The Deployment page shows a table of all the devices available for Arc deployment.
The table only shows machines which have an OS that matches one that Arc supports.

As Guardian detects the installed OS, the correct Arc package will be automatically
deployed.

GUARDIAN | IVF  HOST ch- er-lintranozominetworkscom  242.0-0 5FE73  TIMET13655567  DISK5IC Used /17G free  LICENSEE Nozomi Frgineering
4}, NOZOMI = [ sensors (D Alerts () Assets Y] Queries 4 Smart Poliing
Arc Deployment Deployment settings Node points
Page10f8 194 entries Advancedz  Live ® (7]

Actions © Deployed version Operating system Name 3 Vendor Product name Type

(] £rwindows 7 By 1721823534 1721823534 computer

[m)] £rwindows 7 By 172164492 17216.44.92 computer

(] £rwindows 7 By 1721644134 17216.44.134 computer

(m)] £rwindows 7 By 1721645255 17216.45.255 computer

m] & macos ) Mac Series 192168179198 Apple Mac Series computer

(m] V1710 22Windows 81 Update1 & LsPwa 10415018, feBO:Sefeal . VMware Virtual Machine computer

m] & macos ) Apple Mi-based Compute 19216818073 Apple Apple Mi-based Comput... computer

(m] 22Windows 81 Update1 B ENG-WMITEST 192168.45212,192168.4 .. VMware Virtual Machine computer

] 22Windows 10 2 nuc 169.254.23.208 Intel(R) Client Systems ~ computer

(m] ArWindows Server 2022 By LsPw2022 10415017, feB0:4259fc .. VMware Virtual Machine computer

] 27 Windows 7 SP1 2 Lspw7 10415023, fe80:100:7f. .. VMware Virtual Machine computer

o £ Windows 7 B 172306831 1723068.31 computer

(] £7Windows 7 SP1/Serve.. By 172164663 17216.46.69 computer

(m] V142 2AUbuntu Linux 22,04 ) cheint-snmp-ubuntu-22i1 10.41.48102, feB0:250:5 .. | VMware Virtual Machine computer

m] 2AUbuntu Linux 21.04 T chilab-raspdockeroz 10414355, feB0:dea6 .. | Raspberry Pi Foundation Raspberry Pi SBC computer

(n] & macos ) Apple MI-based Compute 192168178129 Apple Apple Ml-based Comput... computer

0 & macos ) Apple MI-based Compute 19216817525 Apple Apple Ml-based Comput... computer

(m] 2= Windows 10 2 Nuc 16925418184 Intel Intel(R) Client Systems ~ computer

Figure 9. Deployment page

Advanced
The Advanced button lets you access the Advanced page. For more details, see
Advanced (on page 15).

Execution details
The Execution details lets you access the Activity Log. For more details, see Execution
details (on page 16).

Live toggle
The Live toggle lets you change live view on, or off. When live mode is on, the page will
refresh periodically.

Refresh

The O icon lets you immediately refresh the current view.

Actions
The ACTIONS column has a checkbox for each row in the table. This lets you select
multiple nodes before you then apply an action to them.

13
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The ACTIONS menu icon **® gives you access to these options:

* Select all in current page

* Select none in current page

* Invert selection in current page

* Deploy Service mode: this installs Arc in Service mode for the selected devices

* Remove Service mode: this removes the Arc previously installed in Service mode
for the selected devices

e Execute One-shot: this executes a One-shot run for the selected devices, which
are left clean after an execution. Arc self destroys after its execution

Operating System
The OPERATING SYSTEM column shows the OS for each of the Arc sensors in the table.
The field at the top of the column lets you use the OS to filter the table.

IP
The IP column shows the internet protocol (IP) for each of the Arc sensors in the table.
The field at the top of the column lets you use the /P to filter the table.

Vendor
The VENDOR column shows the vendor name for each of the Arc sensors in the table.
The field at the top of the column lets you use the vendor name to filter the table.

Product name

The PRODUCT NAME column shows the product name for each of the Arc sensors in
the table. The field at the top of the column lets you use the product name to filter the
table.

Type

The TYPE column shows the device type for each of the Arc sensors in the table. The
field at the top of the column lets you use the device type to filter the table.

14
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Advanced

The Advanced page lets you interact with nodes that have no operating system (OS)
detected, or do not show on the same page in the table.

The default table view only shows nodes that have had their OS detected. Also, if

you select multiple nodes, actions will only be applied to a single page of nodes. To
overcome these limitations, you can use the Advanced button to go to the Advanced
page. This will let you interact with a:

* Set of nodes that cannot be shown on a single page
* Set of nodes that have no OS detected

Query (et e NI

mmmmmmmmm

Figure 10. Advanced page

Strategy

Automatic: This selection will use the OS that has been detected on the node to
automatically choose a deployment strategy. You can select multiple nodes that have a
different OS. This strategy will ignore a host if it has no OS.

WinRM: This selection will force the Windows Remote Management (WinRM) strategy,
regardless of the OS, and deploy the correct Arc package for Windows.

SSH (Windows): This selection will force the secure shell (SSH) strategy, regardless of
the OS, and deploy the correct Arc package for Windows.

SSH (Linux): This selection will force the SSH strategy, regardless of the OS, and deploy
the correct Arc package for Linux.

SSH (macOS): This selection will force the SSH strategy, regardless of the OS, and
deploy the correct Arc package for macOS.

Query
This field lets you create and execute queries on the nodes. This lets you filter and
selectively install packages.

Timeout (seconds)
The Timeout dropdown lets you set the amount of time that Arc will try to
communicate with a host machine before it skips it and goes to the next one.

1 - Introduction

15
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Execution details

The Execution details button gives you access to the Activity Log.

The Activity Log lets you troubleshoot the results of the executed deployments. When
you select an execution on the left side of the page, you can analyze the selection.

You can use the Filter by node ID to focus on a single issue, such as:

* Credential missing, or
* Wrong credentials

Activity Log - Arc operations ve o (]

“ Successful No connectivity Wrong credentials >

Filter by node ID

5 executions of the plan

2023-03-2113:02:07.337 1nodes
2023-03-2113:01:36.990 1nodes Execution details
2023-03-2113:00:21120 1nodes Started at: 2023-03-2113:02:07.337.

Lasted 7195 milliseconds.
2023-03-2112:58:56.541 1nodes

1 nodes polled.
2023-03-2112:58:35.902 1nodes

v 10.41.4816 7149 ms
Steps. Node points

+ Fetching credentials

+ Using credentials from Credentials Manager for
node: [10.41.48.16]

v Establishing connection
v Fetching remote host architecture
+ Fetching Arc status

+ Arc uninstalled

Live toggle
The Live toggle lets you change live view on, or off. When live mode is on, the page will

refresh periodically.

Refresh

The Q icon lets you immediately refresh the current view.

16
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Deployment settings

The Deployment settings page lets you configure the settings for your Arc
deployment.

GUARDIAN LIVE  HOST ch ga g st v astor Lintrar com 245010102253 7536 ) ; used {736 frce  LICENSEE Nozomi Networks,, UPDATESTI v/ A

Prozom =

Arc Deployment Deployment settings Node points

This configuration will be included in the downloaded Arc bundles and it will be used for deploy
(D) Execution Options

Execution time [s] (Applicable to One-shot and Offline modes, set to O for unlimited executions)

150
Sigma rules USB detections
Node points Discovery
Smart Polling (D) Local ARP table
Use static entries ()
Log level

Info

@ Traffic monitoring

Enable

Figure 11. Deployment settings page

Execution Options
For more details, see Execution options (on page 61).

Traffic monitoring
For more details, see Traffic monitoring (on page 63).

Restore default

Once the settings have been saved, you can use this button to restore the default
configuration.

17
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Node points

The Node points page shows data points that are collected over time, and represent
the state of the target machine.

Node points count
This shows the number of the nodes polled.

Filter by node ID
This field lets you use the node identifier (ID) to filter the nodes.

Live toggle
The Live toggle lets you change live view on, or off. When live mode is on, the page will
refresh periodically.

Refresh

The O icon lets you immediately refresh the current view.

Nodes
The list of nodes that show at least one node point.

18
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Dependencies

The Dependencies page shows the status of the dependencies. When a dependency
is missing, you can use the upload icon in the Actions column to upload it.

tg\,NNEQ%VOw":‘! = [of sensors D Alents O Assets V) Queries 4 smart polling
Arc Deployment Deploymentsettings ~ Node points Dependencies
Page10fl,4entries Live @0 (75
Actions Name os Status
2 Sysmon Windows Missing
Usbpcap Windows Embedded
Npcap Windows Embedded
Libpeap macos Embedded

Figure 12. Dependencies page in Guardian (not connected to Vantage)

Arc in CMC

The Arc button in the Central Management Console (CMC) Web Ul lets you access the
different pages for Arc.

fof sensors (> Alerts G Assets V] Queries %5+ SmartPolling

Arc Node points

& nodes polled Filter by node ID Live @ ()

Figure 13. Arc button in CMC Web Ul

When you select Arc in the Central Management Console (CMC) Web U/, you get
access to the Node points page.

19
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Viewing data from Arc

The data Arc acquires can be viewed in different places, and in different formats.

Nodes discovered

You can view nodes by their capture device:
e In Network view > Nodes, check that the capture_device field contains ar ¢
* In Queries, with the term: nodes | where capture_device include? arc

Asset view information sources

When Arc asset detections populate a field, an Arc dedicated source is used. When Arc
uses network monitoring to discover nodes, the source will show as passive. See Nodes
discovered (on page 20).

Node points
When Smart Polling is not enabled, all node points come from Arc. When both Arc and
Smart Polling are active in Guardian, you can find nodes that are from Arc:

* In Arc > Node points

* In Queries, with the term: node_poi nts | where source.type == arc

Dedicated alerts
In addition to the standard alerts, the alerts shown below come only from Arc:

e SI GN\: SI GVA- RULE

e SI G\: MALI Cl QUS- HI D

e SI GN\: USB- DEVI CE

e SI GN\: USB- FI LE- TRANSFER

e SI G\: BOOT- SECURI TY- ERROR
e SI G\: SD- CARD

* SI GN: FI RMMARE: CHANGE

* SIGN: LOG N

Users field in alerts

Alerts that are generated from Arc, or involve a node hosting Arc, include information
about the logged users. In case of SIGN:SIGMA-RULE alerts, the user associated to the
process triggering the Sigma rule is used.
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Security measures

A description of the security measures that Arc uses.

Management

Admin/root users should manage Arc and should do the:
* Install
* Uninstall
* Execution

Digital signature
Nozomi Networks signs all delivered executable files for Windows and macOS.

Obfuscation
Executable files are subject to obfuscation.

Unidirectional communication
It is not possible for an external host to establish communication to Arc to use it as an
attack vector to the machine hosting it.

Communication
Arc uses transport layer security (TLS) 1.2/1.3 communication to the upstream machine.

Data availability

If the communication link between Arc and Vantage/Guardian becomes unavailable,
Arc keeps the collected information locally. Once the communication link is available
again, the information will be sent. The maximum amount of collected information
depends on the resource usage limits that have been set.

21
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Detection information

The information that Arc detects. The table shows two types of Category: network and
asset. When the Category is listed as network, it means that the detection is based
on information that has been extracted from the network. When the Category is listed
as asset, it means that the detection is based on information that has been extracted
from the asset.

Table 1. Detection information

Windows macOS Linux

Configuration

Category Information a] 2 .

Q] (3 option
sensor Traffic monitoring 0 0 Q Traffic monitoring
sensor Discovery 0 0 Q Discovery
sensor | Smart Polling 0 0 Q Smart Polling

endpoint | addresses 0 0 Q always on
endpoint | /P addresses 0 0 Q always on
endpoint | Product name 0 0 0 always on
endpoint | Vendor 0 0 0 always on
endpoint | Label/host name 0 0 0 always on
endpoint | OS 0 0 0 always on
endpoint | Serial number 0 0 0 always on
Hardware
endpoint 0 0 always on
components

Local address
endpoint | resolution protocol Local ARP table

(ARP) table
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Table 1. Detection information (continued)

Windows macOS Linux
Configuration

Category Information o] @
agy 3

option

endpoint | Sigma rules Sigma rules

endpoint | USB detections USB detections

central processing

endpoint )
unit (CPU) usage

node points

endpoint | Memory usage node points

endpoint | Disk usage node points

endpoint | Installed software node points

endpoint | Hotfixes node points

endpoint | Antivirus node points

endpoint | Log4j detection

o o node points

endpoint | User accounts node points

endpoint | Logged in users

O (V] node points

endpoint | USB interfaces node points

endpoint | Network interfaces

(V] (V] node points

endpoint | Processes and ports node points

endpoint | Disk partitions

(V] (V] node points

23
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Category

endpoint

Table 1. Detection information (continued)

Information

domain name server
(DNS)

Administrator Guide

Configuration

option

node points

endpoint

CPU

node points
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Chapter 2. Requirements
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Operating System requirements

To operate Arc, you will need to make sure that you have the correct operating system
(OS) installed.

Operating System Architecture Version

Windows 7 (Service Pack 1), or later

Windows Xx86, X86_64
Windows Server 2012, or later
macOS X86_64, arm64 macOS 10.10 Yosemite, or later
Ubuntu 16.04, or later
Debian Jessie, or later
CentOS 7, or later
Linux X86_64, arm, armo64

Raspbian Jessie, or later

RedHat Linux Enterprise 7.3, or later

Suse Linux Enterprise Server 15, or later

Hardware requirements

The resource requirements for Arc will depend on the traffic loads and other options.

A baseline installation of Arc, with no traffic monitoring, requires:

* Up to 100 MB of free disk space
* Up to 80 MB of free RAM

Both the options that are activated, and the traffic load on the machine, will affect the
resource consumption of both the CPU and the random-access memory (RAM).

Supported web browsers

The Nozomi Networks software supports recent versions of these browsers:

Google Chrome
Chromium

Safari (for macQOS)
Firefox

Microsoft Edge
Opera

27


https://www.google.com/chrome/
https://www.chromium.org/chromium-projects/
https://www.apple.com/safari/
https://www.mozilla.org/en-US/firefox/
https://www.microsoft.com/en-us/edge?form=MA13FJ&exp=e00
https://www.opera.com

2 - Requirements Administrator Guide

! Important:
Microsoft Internet Explorer is not supported.

Software requirements

For a successful deployment, your other software must meet the minimum
requirements.

To use Arc, your other software must meet these minimum requirements:

* Vantage, or
e Guardian v23.1.0, or later

To deploy Arc automatically from Guardian, you need Guardian v24.4.0, or later.
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Federal Information Processing Standards (FIPS)
on Microsoft Windows

For Arc to be deployed successfully on FIPS-enabled Windows machines, the versions
of both Arc and Microsoft Windows must be correct. Only Windows 10 and higher are
FIPS-compliant.

Microsoft Windows versions that are earlier than Windows 10 are not supported. It is
the OS that provides the cryptographic functions that you need to use, and they need
to be dynamically loaded from the OS.

Earlier versions of Microsoft Windows have cryptographic functions that are now
obsolete, and they are not Federal Information Processing Standards (FIPS)-compliant.
It is possible to have an executable file with updated cryptographic functions, but it
would not be FIPS-compliant.

Table 2. Software version requirements for F/PS-compliance

Software Version

Arc 1.6.0, or higher

Windows 10, or higher

Further requirements
All software in the Nozomi Networks installation must be F/PS-compatible. Therefore,
all these conditions must be met:
* The complete upstream chain of Nozomi machines (Vantage, CMC, or Guardian)
need to be FIPS-enabled
* An Arc FIPS executable needs to be installed on the endpoint

Note:
The correct FIPS executable files are made available once the previous
condition is met.

* FIPS must be enabled on the endpoint before hosting Arc, for more details, see
Enable FIPS on Microsoft Windows (on page 31)
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Enable Audit Policy on Microsoft Windows

Administrator Guide

If you want Arc to detect user logon activities, you must enable Audit logon events of

Microsoft Windows.

About this task

If you do not enable Audit Policy, Arc will not detect user logon activities.

Procedure

ad
1. Right-click the Windows 9 jcon.

2. Go to Control Panel > Administrative Tools

3. Double-click Local Security Policy

4. Select Local Policies > Audit Policy.

=l Local Group Policy Editor
File Action View Help

o= nmH = HmE

=l Local Computer Policy Policy

~ & Computer Configuration
» [ Software Settings
w | Windows Settings
> [] Name Resolution Policy

30

= Scripts (Startup/Shutdown)
> == Deployed Printers
~ i Security Settings
> [ Account Policies
~ ['g Local Policies
> g Audit Policy

Security Setting
2 Audit account logon events Mo auditing
2] Audit account management No auditing
L) Audit directory service access No auditing
UiAudit logon events No auditing
1) Audit object access No auditing
1) Audit policy change No auditing
() Audit privilege use No auditing
) Audit process tracking No auditing
L) Audit system events No auditing

5. Set Audit logon events to Enabled.

Results

Arc will now detect user logon activities.
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Enable FIPS on Microsoft Windows

2 - Requirements

Before you can use Arc in FIPS-compliant mode, you must enable FIPS in the Local
Security Policy of Microsoft Windows.

About this task

Arc FIPS works with Microsoft Windows 10, or higher.

Procedure

B W N e

o]

. Right-click the Windows 9 jcon.
. Go to Control Panel > Administrative Tools

. Double-click Local Security Policy

. Select Local Policies > Security Options.

T Local Security Policy — [m] x
File Action View Help
e 2m XD Bm
B Security Settings Policy - Security Setting A
> [ Account Policies 2 Shutdown: Allow system to be shut down without having to log on Enabled
v g Local Policies 1 Shutdown: Clear virtual memory pagefile Diszbled
> (@ Audt Policy ] System eryptography: Force strong key protection for user keys stored on the computer Not Defined
>4 2:" 5‘92“’“‘9"““( F= system cryptography: Use FIPS compliant algorithms for encryption, hashing, and signing
. J ‘Z‘m d:w";'g ef::;z':!mma” with Adval| L System objects: Require case insensithvity for non-Windows subsystems Enabled
| Network List Manager Polcies L1 System objects: Strengthen default permissions of internal system objects (e.g. Symbolic Links) Enabled
3 7 Public Key Policies 1 System settings: Optional subsystems
+ ) Software Restriction Policies (1] System settings: Use Certificate Rules on Windows Executables for Software Restriction Policies Disabled
» ] Application Control Policies 1] User Account Control: Admin Approval Mode for the Built-in Administrator sccount Not Defined
) IP Security Policies on Local Compute|| (i User Account Cantrok: Allow UlAccess applications to prompt for elevation without using the secure de... Disabled
5 [ Advanced Audit Policy Configuration|| L] User Account Control: Behavior of the elevation prompt for administrators in Admin Approval Mode  Prompt for consentfor .
] User Account Control: Behavior of the elevation prompt for standard users Prompt for credentials
1] User Account Contro: Detect application installations and prompt for elevation Enabled
1] User Account Control: Only elevate executables that are signed and validated Dissbled
(1] User Account Control: Only elevate UlAccess applications that are installed in secure locations Enabled
L1 User Account Control: Run all sdministrators in Admin Approval Mode Disabled
< > || [ User Account Control: Switch to the secure desktop when prompting for elevation Enabled v

5. Set System cryptography: Use FIPS compliant algorithms for encryption,

hashing and signing to Enabled.

Results

Microsoft Windows is now enabled for FIPS.
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Arc licenses

Before you can deploy and use Arc, you will need to buy a license. How Arc licenses are
installed will depend on the existing installation that you have. Arc and Arc Embedded
require separate licenses.

Guardian
If you buy an Arc license for a Guardian installation, you will need to install the license.
The Arc license enabled in Guardian provides for the Arc sensors that are downstream.

When the licensed Arc sensors are all connected and allowed, additional sensors can
be added, but in a disallowed state. Disallow some sensors to allow the new ones.

Arc will be automatically updated when a new version is released. When the latest
version of Arc is installed, a green tick will show adjacent to the Arc in the UPDATES
section of the Web UI.

UPDATES Tl » Al v Arc

Without the update service, you will need to download the new package from the
Support Portal and install the update manually.

Vantage

If you buy an Arc license for a Vantage installation, Vantage will act as a license server,
and no other action is necessary. As soon as this license is active, Vantage is ready to
accept incoming Arc sensor connections. All Arc updates will happen automatically,
through any combination of CMC and Guardian sensors downstream.

When the licensed Arc sensors are all connected, in order to connect more sensors you
will need to buy additional licenses.

CMC

If you buy an Arc license for a CMC installation, you will need to install the license. The
Arc license enabled in CMC provides for the Arc sensors that are downstream, either
through one Guardian, or multiple Guardian sensors.
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Install a license in Guardian or CMC

Before you can use Arc you must install the applicable license.

Before you begin
If you are installing an additional license, make sure that you have installed a base
license first.

Procedure
1. In the top navigation bar, select @
Result: The administration page opens.

2. In the System section, select Updates and licenses.

Result: The Updates and licenses page opens.

3. In the top right of the section, select Set new license.

Updates and licenses "

Base

Result: A dialog shows.

4. To copy the Machine ID, select Copy.

Set new license X

License key

Verify and apply

5. Send the machine /D to Nozomi Networks with your license request.
6. Wait to receive your license key fromm Nozomi Networks.
7. In the License key field, paste the license key.

8. Select Verify and apply.

Results

The license has been installed.
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Import Arc through the update service in
Guardian or CMC

3 - Preparation

Before you can deploy Arc, you must import it first. There a two methods you can
use to do this, one method is through the Nozomi Networks Update Service. The
alternative method is through a manual contents upload.

Procedure

1.

In the top navigation bar, select @

Result: The administration page opens.

. In the System section, select Updates and licenses.

Result: The Updates and licenses page opens.

. In the top, right corner, select Update service configuration.

Result: A dialog opens.

. Select Nozomi Networks Update Service.

Nozomi Networks Update Service
Enable network connection to update service
Y This feature requires a connection to https:/nozomi-contents.s3.amazonaws.com

(port 443). To test if it is reachable use the "Check" button below

Check connection Update now

Connection to endpoint is working

Use proxy connection

Close Save

. To make sure that the connection is okay, select Check connection.

Result: A message shows to confirm that the Connecti on to endpoint is

wor ki ng.

. Select Update now to immediately download the Arc packages.
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Import Arc through a manual contents upload in
Guardian or CMC

Before you can deploy Arc, you must import it first. There a two methods you can use
to do this, one method is through a manual contents upload. The alternative method
is through the Nozomi Networks Update Service.

Before you begin
Make sure that you have downloaded the Arc .bin package.

Procedure
1. In the top navigation bar, select @
Result: The administration page opens.

2. In the System section, select Updates and licenses.

Result: The Updates and licenses page opens.

3. In the top, right corner, select Update service configuration.

Result: A dialog opens.

4. Select the Manual contents upload button.

Update service configuration

Nozomi Networks Update Service | Manual contents upload

Drop a file here or click to upload

Close

5. Drag and drop the . bi n Arc package, that you downloaded from the Nozomi
Networks support portal, into the upload field.

Result: A progress bar shows and the update is verified.

6. Select Close.
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Dependencies

To enable all the functions of Arc, you need to have certain items installed on the host
machine.

Table 3. Windows dependencies

Sigma rules

Sysmon

PowerShell-script block-logging

PowerShell Core-script block-logging

USB detections

USBPcap

Traffic monitoring

WinPcap or Npcap

Asset details

Not needed

Table 4. Linux dependencies

Sigma rules Not supported
USB detections Not supported
Traffic monitoring Not needed

Asset details

dmidecode

Table 5. macOS dependencies

Sigma rules Not supported
USB detections Not supported
Traffic monitoring libpcap

Asset details Not needed

During Automatic deployment, dependencies are also installed. To install the

dependencies manually, download them and install them individually. Alternatively,

you can use a MDM tool to install them across the managed network.
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Windows
On Windows, you can use the command i nst al | _dependenci es to automatically
install these dependencies on the target machine:

* PowerShell-script block-logging

* PowerShell Core-script block-logging

* USBPcap

* Npcap

For Sysmon, the installation is semi-automatic. First, you must upload the latest
Sysmon bundle to the applicable Guardian page. The bundle is then used for
automatic installation during subsequent deployments.

If Arc is connected to Vantage, Sysmon is automatically fetched from the original
website, and no other actions are required.

(L ™
Note:
After you have installed USBPcap, you must reboot the host machine to make

the dependency active.

Note:

After a dependency is installed, you must restart Arc to make it active. When

Guardian automatically installs dependencies during deployment, no user

actions are necessa ry.
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Enable security log events

Before you can use Sigma rules related to security log events, you will need to enable
them.

Procedure

1. Open the Windows Start menu and search for the Local Security Policy
application. Launch the application.

All Apps uments

Best match

EE Local Security Policy

App
Apps

*  Snipping Tool

2. Select Security Settings > System Audit Policies - Local Group.

_ig, Local Security Policy
File Action View Help
oo @ HE

Ta Security Settings

B ity 9
4 Account Policies l‘ Advanced
4 Local Policies

| Windows Defender Firewall with Adve Getting Started

| Metwork List Manager Policies Advanced Audit Policy Configuration settings can be used to provide detailed cof
| Public Key Policies and resources, and verfy compliance with rules goveming the management of o

~ Software Restriction Paolicies

w [ Application Control Policies
E AppLocker When Advanced Audit Policy Configuration settings are used, the " Audi

. l %, policy category settings” policy setting under Local Policies'Security Opf
,g IP Security Policies on Local Compute

~ || Advanced Audit Policy Configuration
~ By System Audit Policies - Local Grot

_:j Account Logon Vore sbaut

5 Account Management By Which editions of

=) g |

_fj Detailed Tracking A summary

=5 DS Access - —

_:,::| Logen/Logoff Categories Configuration

E‘ Object‘ Access Account Logon Mot configured

-j Policy Change Account Management Net configured

-:5 Privilege Use Detailed Tracking Mot configured

EI Syster: D5 Access Mot configured

== Logon/Logoff Not configured

-5 Global Object Access Auditing on . = D -

. (Object Access Configured
Palicy Change Mot configured
Privilege Use Mot configured
System Net configured

Global Object Access Audting Mot configured
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3. Select Object Access > Audit Other Object Access Events.

Administrator Guide

i] Security Settings
g Account Policies
5 Local Policies
| Windows Defender Firewall with Adve
| Network List Manager Policies
| Public Key Policies
] Software Restriction Policies
~ ] Application Control Policies
» E ApplLocker
> .S IP Security Pelicies on Local Compute
~ ] Advanced Audit Pelicy Cenfiguration,
“ Lﬁ System Audit Policies - Local Grou
> i Account Logon
» A Account Management
+ 4 Detailed Tracking
5> A DSAccess
H Logon/Legoff
» A Object Access
> A Policy Change
H Privilege Use
_?ﬂ System

> A Global Object Access Auditing

Subcategory

] Audit Application Generated
] Audit Certification Services
&% Audit Detailed File Share

£%| Audit File Share

ot

=) Audit File System

ot

=2 Audit Filtering Platform Connection

ot

&) Audit Filtering Platform Packet Drop

gt

) Audit Handle Manipulation
i Audit Kernel Object
m Audit Other Object Acc

ot

5] Audit Registry
5 Audit Removable Storage

sis] Audit SAM

ot

=) Audit Central Access Policy Staging

Audit Events

Not Configured
Not Configured
Mot Configured
Mot Configured
Mot Configured
Not Configured

Mot Configured
Mot Configured
Mot Configured

Mot Configured
Mot Configured
Mot Configured
Not Configured

4. In the Policy tab, select these checkboxes:

Results

o Configure the following audit events
° Success
° Failure

Pﬂlil:}' E:ﬁm

4

[ Faiure

Audit Other Object Access Events Properties

! Audit Other Object Access Events

[#] Configure the follawing audit events:
M Success

Security log events are now enabled in Windows.
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Enable printservice log events

Before you can use Sigma rules related to printservice log events, you will need to

enable them.

Procedure

1. Open the Windows Start menu and search for the Event Viewer application.

Launch the application.

[ Eemeviener

=
Overview and Summary Last refreshed: 5/23/2023 1:12:50 AM
== a5

Applcations and Sevice... /A
Applcatons and Senice... N/A
Windows Logs\Applicti._Adminisr.

TRAR2RUPM 72572022 35001 M

.. SRI203THIZI0AM  9/1072021 100152 PM

SR IB0AM 7252002 20332PM
2201 5285TPM 971072021 100152 PM
2372023 110524AM  9/10/2021 100152PM

Cticst o o o
B oo o 2 i
B Waming o o 1
i n 1es 3o 3w
9 Audi Success st @ 2w
[ |
n Modfied Crestea y

| Log Summary
Leghiame Sae Cur. Modfed eraties
VindowsPoneShel  1500MB/.. U IIZEAM  Enabed
sptem SOTMBZ. SRR AR2AM  Ensbied
secrty UM SR 1AM Enbled
s naied
et xplorer KB 2201 520T9M  Enaied
Hardwar Everts KB TV22015205TOM  Enabed

Connect o Ancther Compute..

View
& Refresh
Help

Result: The Event Viewer application opens.

2. Select Windows > PrintService.

Result: The PrintService page opens.

[@eetviener
Fle Acion View Hep
« | 2m Em

> [ Ocplpdatergent
3 1 OffineFies
I OneBaciup

2 onex
> 51 OOBE-Machine-UI

Privacy-Auditing
> 51 Program-Compatibiy-Asistant

& Open Saved Lo

¥ Creste Custom View.
Import Custom View.
View

@ et

B Her

Admin,

open
8 ot
8 e

3. Right-click on Operational and select Enable Log.

L

J PrntService
'E,,_| Admman
 [] Opeat
- Pm:-:;,.--.m
1 Pragram-o
- Provisiona
| pfc:ll'l'll‘t}'-
1 PushMotif
7 ReadyBoo
| ReadyBoo
7 Refs
| Bacnrisde

Open Saved Log..

Create Custom View...
Import Custom Yiew...

Clear Log...
Filter Current Log...
Properties
Enable Lag

3 - Preparation
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Results

Printservice log events are now enabled in Windows.

Local permissions

It is important to understand the different local permissions that are necessary for the
different operating systemes.

Windows
On Windows, you need to enable WinRM to deploy Arc automatically through
Guardian.

Linux
On Linux, you need the SSH service to deploy Arc automatically through Guardian.

macOS
On mMacOS, you need the SSH service to deploy Arc automatically through Guardian.

Connectivity

Arc connects to Guardian and Vantage through designated protocols and ports.

Arc communicates to Guardian or Vantage through the hypertext transfer protocol
secure (HTTPS) protocol (transmission control protocol (TCP)/443).

Automatic deployment
For automatic deployment, you need:
e SSH (TCP/22) for Windows, Linux, and macOS
* server message block (SMB) (TCP/445) for Windows

Note:
SMB is required only for Guardian sensors running versions earlier than Nozomi
Networks Operating System (N20OS) v25.1.0.
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Chapter 4. Configuration

4 - Configuration
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Configure an Arc sensor in Guardian

You can configure an individual Arc sensor in Guardian directly from the Sensors
details page for the related sensor.

To configure Arc in Guardian, see Configure an Arc sensor in the Sensors section of
the Guardian User Guide.

Configure an Arc sensor in Vantage

You can configure an individual Arc sensor in Vantage directly from the Sensors
details page for the related sensor.

To configure Arc in Vantage, see Configure an Arc sensor in the Sensors section of the
Vantage User Guide.

Local Ul

The default method to manage Arc is through the parent system software. However, it
is also possible to manage Arc through a local Ul.

ARC

4\ NOZoM| %

@ s & B
Execution info Required dependencies Offline archives
Version Execution status Libpcap Execute offline mode to produce offline archives.
vini2 Not running m open folder
Service status Connectivity status

Change execution
mode

Discovery and Smart Polling

Discovery
Last Execution

2024-11-121813:07

Smart Polling
Last Execution Strategies

2024-11-121813:10 upnp

Figure 14. Local Ul

The local Ul has these sections:

* Execution info(rmation) (on page 50)

* Required dependencies (on page 56)

» Offline archives (on page 57)

* Discovery and Smart Polling (on page 58)

To access the Settings (on page 59) page, you can select the @ icon.

To log out, you can select the = icon.
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The main method to manage Arc is through the system that it connects to. This can be:
e Guardian
* CMC, or
* Vantage

Default settings are set for Arc the moment that it is deployed. However, you can
access the local U/, which is in the form of a web server, if you need to:

e Check the status of Arc locally

* Change the settings after Arc has been downloaded

* Run it locally during a manual deployment

To get access to the local U/, you can:

e Double-click the executable file, or
* From a shell, invoke it from a terminal without a parameter, with a command like
.\arc-w ndows- and64. exe

- N
Note:
On mMmacQOS, before you can open the local U/, you might need to enable Arc in
System Preferences > Security & Privacy.

Note:

To use the commmandsi nstal | and uni nstal |, you must run the local Ul with

admin rights. When you double-click the executable file, a request for admin
rights will be made. In Windows, and additional prompt will show when you do

this. To have full control, use the shell.
N\ J

When you do this, Arc will open a page in your default browser at the address
http://127.0.0. 1: 4510

Note:

If the port 4510 is in use, the first open port above 4510 will be used.
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(g
Note:
To open the browser page automatically, you need to consider:

e That the browser will only open when a default browser is installed and
configured

e That the double-click action will only work if the application is recognized
as an executable. For Linux and macOS, this means that it needs to be
associated to the Terminal (shell) application

e For Ubuntu distribution, you can only open the browser when the
package xdg-util s isinstalled

e For Linux, the root user cannot open a browser, so you must not open the
local Ul as root

* |f the browser does not open for one of the reasons listed above, you can
open the browser and page manually

N

(o0
Note:
Closing the browser won't unlock the process. Make sure that you escape
from your commmand line so that you can execute more operations on your
executable.
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Execution info(rmation)

The Execution Info section displays the status of Arc's sensors, execution modes,
and network connectivity. It also provides details about service status, version, and
execution controls.

EXECUTION INFO

Version Execution status
viiom Running as service
Service status Connectivity status

Figure 15. Execution info(rmation)

Version
This shows the version of Arc that has been deployed.

Execution status
Runni ng, remaining tinme XXXX s -in case of One-shot or Offline executions

Runni ng as service

St opped

Service status
Not installed

St opped
Runni ng

Unknown - in case of generic issues

Connectivity status
Not avai | abl e - while not running.

Di sconnect ed - while in Offline mode.
Sendi ng - standard behavior, data goes upstream.

Sendi ng, Buffering-dataisbeing sent and buffering is happening due to incoming
data.

Sendi ng, Droppi ng - data is being sent and dropped because incoming data and
buffering limits were reached.

Di sconnect ed (never connected) - network was absent before Arc could ever
connect to the upstream.
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Buf fering (never connected) - network was absent before Arc could ever connect to
the upstream: buffering started due to incoming data.

Dr oppi ng (never connect ed) - network was absent before Arc could ever connect to
the upstream: dropping started due to reaching buffering limits.

Di sconnected (Il ast connection at dd-mmyyyy hh: mm ss) - network was absent
since the indicated time.

Buffering (last connection at dd-mmyyyy hh: mm ss) - network was absent
since the indicated time: buffering started due to incoming data.

Droppi ng (last connection at dd-mmyyyy hh: mm ss) - network was absent since
the indicated time: dropping started due to incoming data and buffering limits were
reached.

Actions button
This button lets you:

* Change the execution mode
* Run the Arc process, if it is not currently running
e Stop the Arc process, if it is currently running

For more details, see Execution modes (on page 52).

Note:

You can also stop the Arc process from the terminal with the command: CTRL+C.
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Execution modes

The Change execution mode button lets you select and manage how Arc collects
data. You can configure execution time, start or stop processes, and optimize data
collection based on the selected mode.

EXECUTION INFO

Version Execution status
v11013 Not running
Service status Connectivity status

Not available

Change execution mode

Figure 16. Choose execution mode

This shows a radio button for each of the three execution modes:

* Service mode (on page 53)
e Offline mode (on page 54)
* Oneshot mode (on page 55)
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Service mode

4 - Configuration

CHOOSE EXECUTION MODE

® Service Offline Oneshot

m Uninstall

Figure 17. Service mode

The button options are:

* Run
¢ Uninstall
* Stop
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Offline mode

CHOOSE EXECUTION MODE

Execution time [s] (set to O for unlimited executions)

<>

180

Service @ Offline Oneshot

Figure 18. Service mode

Execution time dropdown: This sets the time that Arc will run to collect data. This is
applicable for Oneshot and Offline modes.

Note:
When this is set to O, the execution time is interpreted as infinite.

The button options are:

* Run
* Stop

54



Administrator Guide

Oneshot mode

CHOOSE EXECUTION MODE X

Execution time [s] (set to O for unlimited executions)

<>

180

Service Offline ® Oneshot

Figure 19. Service mode

Execution time dropdown: This sets the time that Arc will run to collect data. This is
applicable for One-shot and Offline modes.

Note:
When this is set to O, the execution time is interpreted as infinite.

The button options are:

* Run
* Stop

4 - Configuration
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Required dependencies

The Required dependencies section shows a list of all the required dependencies for
the selected sensor, and the installation status for each dependency.

REQUIRED DEPENDENCIES

Sysmon Powershell script block logging
NPcap library

Figure 20. Required dependencies
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Offline archives

The Offline archives section gives you access to the archives that have been created in
Offline mode for the current session.

OFFLINE ARCHIVES

Execute offline mode to produce offline archives.

Open folder

Figure 21. Offline archives
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Discovery and Smart Polling

The Discovery and Smart Polling section shows up-to-date execution details and
status for Discovery and Smart Polling operations.

Discovery and Smart Polling

Discovery
Last Execution

2024-11-1218:13:07

Smart Polling
Last Execution Strategies

2024-11-1218:13:10 upnp

Figure 22. Discovery and Smart Polling

Discovery
This shows the last date and time of execution.

Smart Polling
This shows the last date and time of execution, and the strategy used.
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Settings
The Settings page gives you access to the Upstream connection, Execution options,
and Traffic monitoring pages.

anc
N
"JF" NOZOMI

& wh

in Service mode,
One-shot and Offline mode use the local configuration insteat

@ UPSTREAM CONNECTION

Sensor Id (The id of the Arc sensor used to connect pstream)

2a26903a-360c-4eb7-bf 7f-febBebeSbef (D) copy ]
Endpoint (The upstream machine to synchronize with)
5421733210

symchronize wih)
@

Token (The token of the machine to

Figure 23. Settings page

The Settings page has these sections:

* Upstream connection (on page 60)
* Execution options (on page 61)
* Traffic monitoring (on page 63)
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Upstream connection

The Upstream connection page lets you configure and verify the connection between
the Arc sensor and the Guardian/Vantage endpoint. Key parameters include the
endpoint internet protocol (IP) address and authentication token.

@ UPSTREAM CONNECTION

Sensor Id (The id of the Arc sensor used to connect upstream)

25269035-360c-4e07-bf T-feb98ebcSber( D) coy

5421733210

Token (The token of the machine to synchronize with)

Figure 24. Upstream connection

Sensor id
This is the ID of the Arc sensor that is used to connect to the upstream sensor.

Endpoint
This shows the /P address of the upstream machine that the sensor is connected to.

(® CAUTION:

After the endpoint is initially set to a Guardian under the CMC, it is not possible
to update it to another Guardian under the same CMC. You need to reconfigure

the endpoint manually. This is best done with the help of Nozomi Networks

Customer Support.
- J

Token
The token Arc needs to authenticate to the Guardian/Vantage endpoint.

Check connection
This button checks if the connection parameters are correct.
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Execution options

The Execution options page lets you configure how Arc collects data, manage
detection features, and control network discovery and polling behaviors. You can also
set logging levels and adjust specific execution parameters to optimize performance.

Settings
When connected in Service mode, the local configuration is overridden by the upstream.

Upstream connection One-shot and Offline mode use the local configuration instead.
Execution options
Traffic monitoring

@ Execution options
Execution time [s] ()
150

Maximum disk space [MB] ()
200

Figure 25. Execution options

Execution time
This field lets you set the time that Arc will run to collect data. This is applicable for
One-shot and Offline modes.

Note:
When this is set to O, the execution time is interpreted as infinite.

Maximum disk space
This field lets you control the maximum amount of disk space in megabyte (MB) that
will be used for Offline mode.

Sigma rules (Windows only)
This lets you enable/disable Sigma rules for local behavior analysis.

YARA rules (Windows only)
This lets you enable/disable YARA rules. YARA rules are applied to every newly-detected
non-signed portable executable (PE) on the host machine's file system.

USB detections (Windows only)
This lets you enable/disable USB detections.

Node points
This lets you enable/disable the production of node points.

Discovery
When enabled, this sends out unsolicited lightweight network announcements to
discover neighboring nodes.
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Discovery uses lightweight protocol-specific broadcast messages to identify network
devices. These messages trigger a response from the devices, which includes identity
information. The process is repeated at predefined intervals. At each interval, the sensor
will identify the suitable network interfaces and send broadcast messages through
them to discover devices on each subnetwork connected to the sensor.

Smart Polling

This lets you enable/disable the execution of Smart Polling strategies from Arc. When
enabled, this sends out Smart Polling queries following remote requests coming from
Guardian to poll assets that Arc can reach, or assets that have been identified with
Discovery.

Note:

Smart Polling requires that a Smart Polling license is enabled upstream.

To force Smart Polling from a specific Arc sensor, even when Guardian was the first to
monitor a node, you can use a command-line interface (CLI) coommand such as: vi
node 192.168.1.1 capture_devi ce arc[le6al74c] Inthisexample, 192. 168. 1.1
is an /P address of a node you want to poll from a specific Arc sensor. 1e6al74c are
the first eight characters of the Arc sensor /D that you want to poll the node with.

To find that sensor /D, you can select the Arc sensor from the Sensors page of your
Guardian and read the ID field in the right pane. To reset the behavior, you can set the
capt ur e_devi ce back to the value of the Guardian interface.

Local ARP table

This lets you enable/disable the ability to use the local ARP table to confirm addresses.
The Use static entries checkbox lets you enable/disable the use of static entries in the
ARP table. Static entries are user-defined. You should only use them if they can be
trusted.

Log level
This dropdown lets you select the verbosity level for the log files. The options are:

* Debug

* Info

* Warning
e Error

The logging system options have an increasing level of verbosity, from the least verbose
to the most verbose. Error < Warning < Info < Debug.
* Error: Creates a minimalistic log, only unexpected errors are logged
* Warning: Creates extra errors that might show on some OSs, but that are
generally considered as acceptable
* Info: Logs relevant successful events, it shows the program'’s progress
(recommended)
* Debug: Logs extra events that are normally useful for debugging purposes. Given
its verbosity it is best to activate it only when debugging activities are involved
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Traffic monitoring

The Traffic monitoring page lets you track network traffic using either intermittent
or continuous modes. You can configure monitoring parameters, manage resource
usage, and choose specific network interfaces to optimize performance.

Settings.

Upstieam connection £\ When connected in Service mode, the local configuration is overridden by the upstream.
Execution options One-shot and Offline mode use the local configuration instead

@) Traffic monitoring

Enable Enable continuous mode
Monitoring time [5] per notification

0

Max packets per notification

2000

Max used Memory [MB]

32

Global BPF filter (1)

Network interface

Choose a network interface -

Figure 26. Traffic monitoring

Enable
This checkbox lets you enable/disable traffic monitoring.

Enable continuous mode
This checkbox lets you enable/disable continuous mode. For more details, see
Continuous mode.

Arc uses two different methods for traffic monitoring:

* Intermittent mode
e Continuous mode

Intermittent mode
This is the default mode, the traffic is monitored, or sniffed, for a duration of 10 seconds
at each notify. The purpose of this limitation is to preserve the resources of the host
machine, which prevents excessive memory, or CPU, spikes. You can configure these
options:

¢ Monitoring time [s] per notification

* Max packets per notification

* Max used Memory (MB): this value can be tuned to allow more or less traffic

buffering in case the traffic to process exceeds the Arc and network capacity to
send it out

Continuous mode

This mode sniffs traffic continuously from the host's network interface controllers.
Depending on the amount of sniffed traffic, continuous mode might utilize more CPU
and memory on the host. As the traffic is processed upstream, the performance of the
remote endpoint is also affected. You can configure:

4 - Configuration
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* Max used Memory (MB): this value can be tuned to allow more or less traffic
buffering in case the traffic to process exceeds the Arc and network capacity to
send it out

Global BPF filter
This field lets you set a Global BPF filter to apply to all the network interfaces. Filters
that are applied to single interfaces will take precedence over the global one.

Network interface
This dropdown lets you select a network interface to configure. Each network interface
can then be enabled, and be tuned with a monitoring filter.

If you add, remove, or edit the network interfaces on the host, Arc does not
automatically add it to the list of sniffing interfaces. For example, if you add a new
network card, to enable Arc to use it, you should stop Arc, and then start it again.
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Open the local Ul

The local Ul lets you manage Arc without the use of a parent system software. It
glves you access to the Status page to monitor the status of Arc executions, and the
Configuration page to configure Arc executions. You can double-click the executable
file to open it, or use the command-line interface (CLI),

Before you begin

Before you do this procedure, make sure that you have downloaded the correct Arc
package for your OS.

About this task
You can use either one of the two different methods given below to open the local Ul.

Note:

On macQOS, before you can open the local U/, you might need to enable Arc in

System Preferences > Security & Privacy.

Procedure
1. Double-click the Arc package that you downloaded for your OS and architecture.
Result: In the Terminal that you used to launch Arc, a one-time password has

been generated, and a dialog shows in the web U/.

2. Alternatively, open a Terminal and enter a command, without a parameter. For

example: .\ ar c- wi ndows- and64. exe
Result: In the Terminal that you used to launch Arc, a one-time password has
been generated, and a dialog shows in the web Ul.

3. Copy the password from the Terminal.

4. In the Enter the password field, paste the password.

5. Select Log in.

Results
The local Ul is now open.
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Shell commands

A list of available shell commmandes.

Table 6. Shell commands - Linux

Command Function Note

Install Arc as an OS-service,
.larc-linux-arminstall ready to be started. On reboot 1

Arc is automatically started.

.larc-linux-armstart Start the Arc service.
.larc-linux-armstop Stop the Arc service.
.larc-linux-armrestart Restart the Arc service.
.larc-linux-armuninstall Uninstall Arc. 1
.larc-linux-armversion Return the Arc version.
.larc-1linux-arm status Return the Arc service status.
.larc-linux-arm oneshot Start Arc in One-shot mode.
.larc-linux-armoffline Start Arc in Offline mode.

Launch the local configuration
ul.

.larc-1linux-arm

) ) . Trigger the dependencies
.larc-linux-arminstall_dependenci es ) ) 1
installation.

( Note:

1- Requires admin rights.

N
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Command Function

4 - Configuration

Table 7. Shell commands - Windows

N

Install Arc as an OS-service,
.\arc-wi ndows- and64. exe install ready to be started. On reboot
Arc is automatically started.
.\arc-w ndows- and64. exe start Start the Arc service.
.\arc-wi ndows- and64. exe stop Stop the Arc service.
.\arc-wi ndows- antd64. exe restart Restart the Arc service.
.\arc-w ndows- and64. exe uni nstal | Uninstall Arc.
.\arc-w ndows- and64. exe version Return the Arc version.
.\arc-w ndows- and64. exe status Return the Arc service status.
.\arc-w ndows- and64. exe oneshot Start Arc in One-shot mode.
.\arc-w ndows- and64. exe of fline Start Arc in Offline mode.
) Launch the local configuration
.\arc-w ndows- and64. exe Ul
) ) ) Trigger the dependencies
.\arc-wi ndows- and64. exe i nstal |l _dependencies | )
installation.
(o
Note:
1- Requires admin rights.
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Table 8. Shell commands - macOS

Command Function Note

Install Arc as an OS-service,

./l arc-darw n-and64 install ready to be started. On reboot 1

Arc is automatically started.

.l arc-darw n-and64 start Start the Arc service.

./l arc-darw n-and64 stop Stop the Arc service.

.larc-darw n-and64 restart Restart the Arc service.

.l arc-darw n-and64 uninstall Uninstall Arc. 1
.l arc-darw n-and64 version Return the Arc version.

./l arc-darw n-and64 status Return the Arc service status.

./ arc-darw n-and64 oneshot Start Arc in One-shot mode.

.l arc-darw n-and64 offline Start Arc in Offline mode.

Launch the local configuration
ul.

./ arc-darw n- and64

) ) ) Trigger the dependencies
./ arc-darw n-and64 install_dependenci es ) ) 1
installation.

( Note:

1- Requires admin rights.

N
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Chapter 5. Deployment

5 - Deployment
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Deployment is defined as the process which results in one Arc sensor, or multiple Arc
sensors, running on the chosen target machine(s).

Preparation
The preparation steps that you need to do will depend on the deployment option that
you choose. The different options are:

* A deployment-ready Guardian
* Downloading the Arc package from the Nozomi Networks support portal
* Downloading the Arc package from Vantage

MDM deployment
When MDM software is in use in the applicable network, you can use it to automatically
deploy Arc.

To use this method, you can use software such as:

* Microsoft Intune
* Microsoft Endpoint Configuration Manager

When you use this method to deploy Arc, you need to:

* Download the applicable Arc package
e Compile the Microsoft Software Installer (MSI) file
* Deploy the MS/ file

Manual deployment
When you deploy Arc manually, you need to download the applicable Arc package first.

Manual deployment to run Service mode on Windows

If you want to run Arc in Service mode on Windows, you need to choose the provided
MSI package. You can install and uninstall the software with the MS/ package. You can
also uninstall the application from the Control Panel. This can be run from any location.

Manual deployment for all other cases

1. Put the applicable Arc package on the target machine.
2. Run the Arc package locally.

Automatic deployment with Guardian
When connectivity to the target machine and their credentials can be granted to one
or multiple Guardian, this can be also used to automatically deploy Arc.

Updates
Starting from v1.7.0, the Arc update mechanism no longer supports the update of an
Arc that is installed outside of: C: \ Program Fi | es\ Nozoni Net wor ks\ Ar c

If you have Arc sensors that have previously been manually deployed outside of this
path, you must manually uninstall them, and install them again.

Antivirus software

Arc is security software. It does not contain malicious behavior. If your antivirus software
detects Arc as malware, treat it as a false positive. If this happens, please contact our
Customer Support team.
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Automatically

Deploy Arc automatically from Guardian on Windows

You can use the Windows Remote Management (WinRM) or Secure Shell (SSH)
services to deploy Arc at scale for target machines that are reachable from Guardian.

Before you begin
* Credentials of the target machines are stored into the Credentials Manager

* An Administrator user is granted to access the target machine and to be used by
Guardian in the process

* |f you want to deploy with WinRM:
o WinRM is enabled locally and accepting incoming connections from the
Guardian machine(s) used for deployment
° SMBis enabled locally and accepting incoming connections from the
Guardian machine(s) used for deployment
o Connectivity is granted for the services above, namely TCP/5985 and
TCP/445

* |If you want to deploy with SSH (Windows):

° SSH is enabled locally and accepting incoming connections from the
Guardian machine(s) used for deployment
o Connectivity is granted for the services above, namely TCP/22

Procedure

72

1. In the Web Ul, go to Arc > Deployment.

GUARDIAN

N —
‘QP,Nozom =

NETWGRKS
Arc Deployment Deployment settings Node points
P2Ga10F10,250 2ntres Advancedz=  Live @ (]
Actions © Deployed version Operating system Name » Product name Type

[u] ®macos B MACBOOKPRO-DEFE 10.41132.205, feB0:14ac? w Apple MacBook Pro computer

(u] §macos ) TX6ST7Y7ID-MacBookProlocal 1041132157, feg0:3e:23fz =~ Apple MacBook Pro computer

o & macos By N6V4HIO0VAL-MacBookProllocal 10.41132183, fe80:89¢:2f (= Apple MacBook computer

(u] ®macos B Gios-MBPJocal 10.41132.204, fe80:8e5b = Apple MacBook Pro computer

o EEwindows 10/ Server By LE-SIETIA-PRTLIocal 1721616.241,192168.45.227 VMware Virtual Machine computer

o £7Windows 7 & 721824028 1721824028 computer

o A GNU/Linux & farm plistacom Seiko Epson Corporation WorkForce WF-7710 printer_scanner

o £ Windows 7 % 2189826 172189826 computer

o % macos ) YQQPVYKIPV-MacBookProjoci 1041132208, feB0:1c0az = Apple MacBook Pro computer

(u] #macos14.41 B C3PHI7ISWQ-MacBook-Pro-16 fe80:a0a9:97fffe2aSf4e Apple MacBook Pro computer

o & macos By C02ZFOSALVDM-MacBookProl 1921681128,192168.458 = Apple MacBook Pro computer

a} & macos ) KGSXTTFQKS MacBookPro  feB0:48ciccafcSlbibcdc = | Apple MacBook Pro computer

o ®macos ) b77c9642-c43f.4408-960b-801C 10011, 1921682151, fe80 = Apple MacBook Pro computer

o 4 Windows Server 2008 R2S... By INT-WINRM-W2008 10.41.48.66 VMware Virtual Machine computer

[u] ¥ Windows B LE-SMCITY-NUCIocal 1041132178, fe80:9922:7 = Intel NUC Mini PC computer

(u} §macos 1013 ) efsBBcac-cach-4215-a4bc-c16Tk 192168331 Apple Apple Mac computer

o & macos ) Mac mini (Late 2018) 104120027 Apple Mac min (Late 2018) computer

(u] ®macos By 9atedbss-d7fc-473e-ad40-0ba 10.41132162, fe80:845:e4 Apple MacBook Pro computer

(m) & macos1015 B Apple Mac 10.4112816,10.41128.23,1 = Apple Apple Mac computer

a} % macos & we 10411338, f aflaa = Apple MacBook Pro M1 Pro (16") (2021) computer

Result: A list of machines that are suitable for Arc deployment shows.

2. Select Deployment settings and configure the sensors to be deployed. For more

details, see Local Ul (on page 47).
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3. Select the machine(s) to deploy Arc on, and choose from the available Arc
deployment options.

4. If Guardian has not yet identified an OS, you can use the Advanced options
to manually specify the deployment scope via a query, and the deployment

strategy.
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Deploy Arc automatically from Guardian on Linux/macOS

You can use Secure Shell (SSH) services to deploy Arc at scale for target machines that

are reachable from Guardian.

Before you begin

* Credentials of the target machines are stored into the Credentials Manager
* An Administrator user is granted to access the target machine and to be used by

Guardian in the process

* To deploy with SSH (Linux/macOS):

o SSH is enabled locally and accepting incoming connections from the
Guardian machine(s) used for deployment

o Connectivity is granted for the services above, namely TCP/22

Procedure

1. In the Web Ul, go to Arc > Deployment.

GUARDIAN

q‘Jﬁ;,NOZOM! =

NETWORK

Arc Deployment settings Node points
Page10110,250 erlries Advanceds  Live @ (7]

Actions © Deployed version Operating system Name [ Product name Type
(m) & macos £ MACBOOKPRO-DEFE 1041132205, feBO:14ac2 = Apple MacBook Pro computer

a} & macos B DEST7V7ID-MacBookProlocal 1041132157, feB0:3e23: = | Apple MacBook Pro computer

o €macos ) N6V4HI0V41-MacBookProlocal 1041132183, fe80:89d:2f = Apple MacBook computer

o & macos % Gios-MBP.Iocal 1041132204, fe80:8e5 = Apple MacBook Pro computer

[m] E@Windows 10 / Server B) LESIETIAPRTLIocal 1721616.241,192168.45 227 VMware Virtual Machine computer

o £1Windows7 & 21824028 1721824028 computer

[a} 3 GNU/Linux & farmplistacom Seiko Epson Corporation WorkForce WF-7710 printer_scanner
(u] £y windows 7 B 72189826 172189826 computer

(m) & macos By YQQPVYKIPV-MacBookPro.loci 10.41132.208, feB0:1c0az | = Apple MacBook Pro computer

o §macoS 1441 ) C3PHOTISWQ-MacBook-Pro-I6. feB0:a089:97ffe2aiSf4e Apple MacBook Pro computer

[u] ®macos B C02ZFOSALVDM-MacBookProl 1921681128, 192168.45.8 | = Apple MacBook Pro computer

a &macos B KOSXTTFQKS-MacBookPro  feB0r48ciccaf.cSlobedc = Apple MacBook Pro computer

(@] ®macos By b77c9642-c43-448-a60b-801 10,011, 1921682151, feB0 | = Apple MacBook Pro computer

o A%Windows Server 2008 R2S... &) INT-WINRM-W2008 10414866 VMware Virtual Machine computer

(m) A Windows By LE-sMCITY-NUC local 1041132178, fe80:9922:7 = Intel NUC Mini PC computer

o &macos 1013 ) efsssca 215-a4be-el6lk 192168331 Apple Apple Mac computer

o ®macos (Late 2018) 104120027 Apple Mac mini (Late 2018) computer

o & macos 71041132162, Apple MacBook Pro computer

[u] #macos 1015 B Apple Mac 10.4112816,10.4112823,1 = Apple Apple Mac computer

a & macos B WGWRS454Mé4-MacBookPro.lo 10.41133.8, fe80:cOa:flaa | = Apple MacBook Pro M1 Pro (16") (2021) computer

Result: A list of machines that are suitable for Arc deployment shows.

2. Select Deployment settings and configure the sensors to be deployed. For more
details, see Local Ul (on page 47).

3. Select the machine(s) to deploy Arc on, and choose from the available Arc
deployment options.

4. If Guardian has not yet identified an OS, you can use the Advanced options
to manually specify the deployment scope via a query, and the deployment

strategy.
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Deploy Arc with MDM (Windows)

Download an Arc package

Download an Arc package from Vantage

Before you can deploy Arc manually, or through a mobile device management (MDM)
system, you must download the correct package for your operating system (OS). You
can do that from Vantage.

Procedure
1. In the navigation bar, go to Sensors.
2. In the top-right corner of the Web Ul, click Add new.

Result: The Make connections page opens.

Make connections

Connect a deployed CMC, Guardian, Guardian Air or Arc sensor, and work with their data right here in Vantage.

My sensor is: N20S Arc Guardian Air

Download the correct Arc bundle for your Operating System and Architecture. Configure Arc bundle

Sensor ID
[ Your Sensor ID here ]

3. In the My sensor is: section, click Arc.

4. Download the applicable package for your OS and architecture.

Result: The package downloads to your computer.
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Download an Arc package from Guardian

Before you can deploy Arc manually, or through a mobile device management (MDM)
system, you must download the correct package for your operating system (OS). You
can do that from Guardian.

Procedure

1. In Guardian, go to Sensors > Download Arc.

macOS - amd64 (Installer)
macOS - amd64 (Archive)
macOS - arm64 (Installer)
macOS - arm64 (Archive)
Linux - amdé4 (Archive)

Linux - arm (Archive)

Linux - arme64 (Archive)
Windows 7+ - 386 (Installer)
Windows 7+ - 386 (Archive)
Windows 7+ - amd64 (Installer)
Windows 7+ - amd64 (Archive)
Windows 10+ - 386 (Installer)
Windows 10+ - 386 (Archive)
Windows 10+ - amd64 (Installer)

Windows 10+ - amd6é4 (Archive)

2. Download the applicable package for your OS and architecture.

. ™
Note:
When available, the MSI file is a user friendly option to install Arc. The
archive file for Windows is still available to use for offline executions

without installing Arc.
- /

( Note: )

Two separate packages are available for Windows.

o For Windows 7 or later, but <10, download the Windows7+ package
o For Windows 10 or later, download the Windows10+ package

N /

Result: The package downloads to your computer.
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Download an Arc package from the Nozomi Networks support portal

Before you can deploy Arc manually, or through a mobile device management (MDM)
system, you must download the correct package for your operating system (OS). You
can do this from the Nozomi Networks support portal.

Procedure
1. Go to https://nozominetworks.my.site.com/support/s/article/Arc-Release-Package

2. Download the applicable package for your OS and architecture.

Result: The package downloads to your computer.
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Deploy Arc to run in Service mode

MSiI file configuration from a shell

A description of how to execute a Microsoft Software Installer (MSI) from a shell.

The Microsoft Documentation describes how to execute an MS/ from a shell:

e Install Arc:nsi exec /i "arc.w ndows. and64. nsi" /L*v "installer.log"
e Uninstall Arc:nsi exec /x "arc.w ndows. and64. nsi" /L*v "installer.l|og"

To execute msiexec from powershell preserving arguments use - - % example: msi exec
--% /i "arc.w ndows.anmd64.nmsi" /L*v "installer.log"

You can pass custom arguments to the setup installer by settings ARGS prop:
msi exec /i "arc.w ndows. and64. nsi " /L*v "installer.log" ARGS="--
nmode=si | ent "

Supported arguments list:

* --mode=[silent|gui] (Select if start setup in GUl mode or in silent mode.)

e —-acceptlicense=true (If set skips license (EULA) acceptance, mandatory for silent
mode.)
--endpoint=<ip address of guardian or vantage>
* --token=<token to connect to guardian>
--installDeps=[all|sysmon|usbpcap|npcap]|psscriptblocklogging] (It supports
multiple values separated by "' Example: sysnon, usbpcap, npcap
--uninstallDeps=[all|sysmon|usbpcap|npcap]|psscriptblocklogging] (Same as
above.)
e --sysmonPath=<path of sysmon.zip> (To be used to provide the path of sysmon
installed, otherwise it will be downloaded from guardian/vantage or from
Microsoft. It is required to install an old version of sysmon (Windows 7).)
--rebootIfRequired=false (It will not reboot the machine if required.)
--createShortcuticon=false (This will not create a desktop shortcut.)
--startArcService=false (It will not install/start arc service.)
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Deploy Arc with Microsoft Intune

Upload an Arc package to Microsoft Intune

If you manage your network with mobile device management (MDM), you can use it
to deploy Arc.

Before you begin

Before you do this procedure, make sure that you have:
* Downloaded the correct Arc package for your OS
e Compiled the MSI file

Procedure
1. In Microsoft Intune, go to Apps > All apps.
2. Select Add.

3. In the Select app type section on the right side, open the App type dropdown.
Select Line-of-business app.

4. Select the Select button.

Home > Apps Select app type .
s Apps|Allapps -~ ceew
X Dashboard =

= Al services Search

© Overview

5. In the Add App section, select Select app package file.
6. In the App package file section on the right side, open the App package file

dropdown. Select the Arc package file from the folder on your computer.
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7. Select OK.

Administrator Guide

App package file

|

8. Go to Apps > All apps.

9. In the search bar on the right side, enter the first part of the name of the package

that you just uploaded, and select Enter.

10. Select the name of the correct file.

Result: The details for the app show.

11. Select Properties.

Result: The information for the app shows on the right.

12. To the right of the App information title, select Edit.
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13. Enter the information as necessary.

Note:

Because this information will show in the system later, Nozomi Networks

recommends that you enter as much useful information as possible.

14. If you want to assign a logo to the Arc app, go to the right of Logo, and select
Select image.

15. In the Logo section on the right side, open the Select a file dropdown, and select
the applicable file.

16. When you have added all the information, select Review + save.
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Assign an Arc package with Microsoft Intune

Once you have uploaded the Arc package, you need to assign it to designated groups
or computers for deployment.

Before you begin
Before you can assign an Arc package, you must Upload an Arc package to Microsoft
Intune (on page 79).

About this task
You can assign the Arc package with one of these options:

e Required - Installed automatically on enrolled devices.

 Available for enrolled devices - Made available in the Company Portal app for
users to optionally install.

Procedure
1. Go to Apps > All apps.

2. Search for the Arc on Windows application.

Note:

The name will depend on what was assigned previously.

3. Select Properties.

4. To the right of the Assignments title, select Edit.

Result: The Assignments tab shows.

5. Select the Required section, and/or the Available for enrolled devices section as
applicable.

6. Select the group, users or devices, as necessary.

(L ™
Note:
You can select from:
o Add group
o Add all users
o Add all devices (Required section only)

. J/

7. Select Review + save.

Result: If you selected the Required option, no further action is necessary.

8. If you selected the Available for enrolled devices option, continue with the steps

that follow.

9. In the OS of your device, open the local application Company Portal.



Administrator Guide

10. In the search bar, enter the name of the Arc package and select Enter.
Result: The Arc package shows.

11. Select the Install button.

Result: The Arc package is now installed.

5 - Deployment
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Deploy Arc with Microsoft Endpoint Configuration Manager

If you manage your network with Microsoft Endpoint Manager, you can use it to
deploy Arc.

Before you begin

Before you do this procedure, make sure that you have:
* Downloaded the correct Arc package for your OS
* Compiled the MSI file

Procedure

1. Open Microsoft Endpoint Configuration Manager.

- o x
~@DBs 8
Upgtae yoursi n ]
< » Overview » 2]
Assts and Compliance
“| 2 Overview Assets and Compliance
“ Navigation Index
Users: Manage users and usergroups fo the hiearchy. Devices: for the irarchy
User Collections: Mansge user coletions for the hrarchy. Deviee s
Aset and

User
spstems

nd

Endpoint Protection: Manage Antimhuare and Firenal policies. s

> Recent Alerts (0) - Last updated: 3/2/2023 3:25:39 PM

W Montoring
[Zf Administration
£ Communiy
Ready

2. Go to Software Library > Overview > Application Management > Applications.

Foider Took) Microsoft Endpoint 3 - o x

L]

@
-
Upgrade yoursite n 4]
Winsgementlv)) Applcations ~ 2]
][5 Search | AdaCiteria >

Deployment Types  Degloyments  Status

@ Noitems found.

2 st Complaee

257 Sofvwae thrary
W Montoring
7, Administation

& Conmuniy

Ready
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3. Right-click and select Create Application.

B oo o
W o | o

Applications

License Information or Store Apps.
Packages

2 Application Requests

(5 Globs! Condition:

[ —
3 importApplication
8 App-V Vit Environments
A Windows Sidelosding Keys

1 App Configuration Policies

Folder ,

» ) Software Updates
» (1 Operating Systems
3 Windows 10 Senvicing
» [ Desktop Analtics Senvicing
» 1 Microsoft Edge Management
» (1 Offce 365 Clent Management
P Scripts

B pses and Compliance
257 ofowae irary

B Monitoring

2f, Administation

£ Communty

Ready

Deployment Types

Deployments

@ Notems found.

Staus

= o x
~@ s e

By B

En o | BT

son AsEaton | i,

e iy

[@ st versionis past the en ot suppor Ueondesousts 1 4P|
€ 5 [ \ » Sofwarelibrary » Overview » Applcation Management » Applications - 2]
Sotvure bray R reptcatons o iams
4 & Overview Search x Sez Add Criteria ¥
4 2 Appeaion Maragement lon | Name

4. Browse and select the location of the MS/ file, and then select Next.

General

7] Create Application Wizard

9__! Sener

Specify settings for this application

Import Information
Summary
Progress

Completion

(® Automatically detect information about this application from installation files:

Applications contain seftware that you can deploy to users and devices in your Configuration Manager environment
Applications can contain mutiple deployment types that customize the installation behavior of the application

Type: [Windows nstallr (*msifie) ]
Location: [WCHINT-SCCM\Appiications'arc.msi | [ Browse
Example: \\Server'Share'File
() Manually specify the application information
Previo Next > m Cancel

Result: A dialog shows.
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5. To confirm the import of the package, select Yes.

Administrator Guide

9;! Geners

Import Information
Summary
Progress

Completion

Specify settings for this application

Applications contain software that you can deploy to users and devices in your Configuration Manager environment.

Applications can contain multiple deployment types that customize the installation behavior of the appiication

® A ically detect i ion about this application from installation files:

Cenfiguration Manager —
Browse...
The publisher of arc.msi file could not be verified. Are you

I sure that you want to import this file?

Yes No

Ol rarramy-sprery e apprCEorT T

6. Make sure that the file has been imported successfully, and then select Next.

Create Application Wizard
gj Import Information
General

Import Information
General Information
Summary
Progress
Completion
< >

View imported information

Iol Application information successfully imported from the Windows Installer (* msi file) file.

Details:

Application name: Arc
Publisher:
Software wersion:

Deployment type name: Arc - Windows Installer (*msi file)
Product Code: {BAFD8613-B829-47A2-915A-7TB4BFFE9221F)}
behavior: Install for user

Content location: \\CH-INT-SCCM\Applications’.
Number of files: 1
Content files:

arc.msi

To mody any details from the imported information, click Next. To exit this wizard without creating the application,
click Cancel

< Previous Next > Summary Cancel
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7. On the General Information page, enter details in the fields as necessary. Select

Next.

[£7) Create Application Wizard

g’ General Information

Genenl Specify information about this application
Import Information

General Information

Summary Name: [Arc on Windows
Progress Administrator comments
Completion

Publisher [Nozomi Networks

Software version: [

Optional reference I

Administrative categories: ‘

Speciy the installation program for this application and the required installation rights

Instalation program: msiexec /i "acmsi”

[] Run installation program as 32-bit process on 64-bit clients

Browse

Install behavior:

< Previous Next >

Summary

Cancel

8. Review the settings, and then select Next.

17 Create Application Wizard

QJ Summary

Genenl Confirm the settings for this application
Impart Information

General Information

Summ. Details

Progress General Information:

Completion = Application name: Arc on Windows
+ Administrator comments:

« Publisher- Nozomi Networks

« Software version:

« Optional reference:

Categories
Deployment type name: Arc - Windows Installer (*.msi file)
Requirement rules:
Content:
+ Content location: {CH-INT-SCCM\Applications!

+ Installstion program: msiexec /i “arc.msi”

Detection Method:
+ Product code: {BAFDE613-B829-47A2-915A-7TB48FFEI221F)

User Experience: .
+ Installation behavior: Install for user

To change these settings. click Previous. To apply the settings, click Next.

< Previous Next >

Summan

Cancel
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9. Make sure that the application has been created successfully, and then select

Close.

17 Create Application Wizard

General
Import Information
General Information
Summary

Progress

Completion

\.0.\ The task "Create Application Wizard" completed successfully

Details:

@ Success: General Information:

+ Application name: Arc on Windows
Administrator comments:
Publisher: Nozomi Networks
Software version
Optional reference:

@ Sucoess: Categories
0 Success: Deployment type name: Arc - \Windows Installer (*.msi file)
@ success: Requirement rules:
a, Success: Content:
= Content location: WCH-INT-SCCMApplications!

« Installation program: msiexec /i "arc.msi"

1 Success: Detection Method:
- Product code: (BAFDBE13-B829-4742-9154-TB48FFES221F)

@ sucoess: User Experience
« Installation behavior: Install for user

i

To exit the wizard. click Close,

< Previous Next > Summar
< >
Applications 1items
Search
lcon | Name Deployment Types | Deployments | Status
[ Arcon Windous 1 0 Active
&5 Manage Access Accounts
l&] Create Prestaged Content File
¥ Revision History
iy Update Statistics
[& Create Deployment Type
Convert to MSIX
Reinstate
@) Retire
Arc on Windo A EBport
Application Prop] 2 | “oPY Application Statistics
(i Refresh s
Software Versi{ - Devices with Application:
Manufacturer;| 71 Delete L=sn Devices with Installation
Superseded: § Failure:
Comments: | Simulate Deployment Users with Application:
= Deploy Users with Installation
Failure:
& Create Phased Depl t
) R Users with Catalog
&5 Distribute Content Installations:
y Last Update:
% Move
Application Stat @ SetSecurity Scopes Content Status
B8 Categorize v
Revision: B Success: 0
Status: [#5] View Relatianships > In Progress: 0
o & " M Failed: D
@ Properties 8 Unknown: 0

Result: The Deploy Software Wizard shows.
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11. On the General page, open the Collection dropdown and choose the type of
deployment. Select Next.

= Deploy Software Wizard

Content
Deployment Settings
Scheduling
User Experience
Alerts

Summary

Progress

Completion

General

Specify general information for this deployment

Software: [ A o Windows | Browse
Collection: Al Users | [ Browse..
Automatically distribute content for dependencies
Comments (optional).

< Previous Next > Summan Cancel

12. On the Content page, open the Add dropdown and select the type of

distribution. Select Next.

b Deploy Software Wizard

Qj Content

Upgrade your

There are no items to show in this view,

Geneial Specify the content destination L
Deployment Settings
Scheduling Distribution points or distribution point groups that the content has been distributed to:
User Experience
Alerts Name Type
Summary There are na items to show in this view
Progress
Completion
Aditional distibution points, distribution paint groups, and the distribution point groups that are cumently
associated with collections to distribute content to:
Fifter BRI Related Obje|
Name Descrpton Associations | DistibutionPoint |

Distribution Peint Group

]

< Previous Summar

Cancel
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13. Make sure that the distribution point shows in the list, and select Next.

= Deploy Software Wizard

General
Deployment Settings
Scheduling
User Experience
Alerts

Summary

Progress

Completion

Specify the content destination

Distribution points or distribution point groups that the content has been distributed to:

MName Type

There are no items to show in this view.

Additional distribution poirts, distibution point groups, and the distribution poirt groups that are cumently
associated with collections to distribute contert to

Name Description Ass R

< Previous Next > Summary Cancel

Fitter... : Add ~

x

14. On the Deployment Settings page, open the Purpose dropdown and select

Required. Select Next.

=l Deploy Software Wizard

General
Content
Scheduling
User Experience
Alerts
Summary
Progress

Completion

9’ Deployment Settings

Specify settings to control how this software is deployed

Action: Install bl

Purpose: Required -

[ Allow end users to attempt to repair this application
[ Pre-deploy software to the user's primary device
[ Send wake-up packets

[] Allow clients on a metered Intemet connection to download content after the installation deadiine, which might
incur additional costs

< Previous

Summary Cancel
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15. On the Scheduling page, set the desired schedule settings, and then select Next.

= Deploy Software Wizard

QJ Scheduling

General
Content
Deployment Settings
User Experience
Alerts

Summary

Progress

Completion

x

Specify the schedule for this deployment

This application will be available as soon as it has been distributed to the content server(s) unless it is scheduled for
a later time below. Specify the installation deadiine i this is a required application. This deadline is when the
application must be installed on the device, including a system restart if necessary

Time based on: uTC
[] Schedule the application to be available at

[3/ 272023

231 PM s

Installation deadiine:
(® As soon as possible afterthe available time

() Schedule at

|[231PM +

O Delay enforcement of this deployment according to user preferences, up to the grace period defined in
client settings

< Previous Next > Summary Cancel

16. On the User Experience page, select the desired settings, and then select Next.

= Deploy Software Wizard

QJ User Experience

General
Content
Deployment Settings
Scheduling
Alerts

Summary

Progress

Completion

X

Specify the user experience for the installation of this software on the selected
devices

Specify user experience setting for this deployment

User notfications: [Display in Software Center and show all notfications v

[[] When software changes are required, show a dialog window to the user instead of a toast notification

‘When the installation deadline is reached. allow the following activities to be perfformed outside the maintenance
window:

[ Software Installation
[[] System restart ({f required to complete the installation)

Wite fiter handling for Windows Embedded devices

Commit changes at deadline or during a maintenance window (requires restarts)

f this option is not selected. content will be applied on the overlay and committed later.

« Previous Summary Cancel

91



5 - Deployment

Administrator Guide

17. On the Alerts page, select the desired settings, and then select Next.

= Deploy Software Wizard e
General Specify Configuration Manager and Operations Manager alert options
Content
Deployment Settings
Scheduling Configuration Manager generates alerts when this application is deployed.
User Experience
Threshold for successful deployment
Ale
S [] Create a deployment alet when the threshold is lower than the following
Progress
Completion
331PM 5
Threshold for failed deployment
[] Create a deployment slert when the threshold is higher than the following
Enable System Center Operations Manager maintenance mode if you want Operations Manager to generate
alerts when this application is deployed.
[] Enable System Center Operations Manager mairtenance mode
[] Generate System Center Operations Manager alert when a software installation fails
< Previous Next > Summary Cancel
18. On the Summary page, review the settings.
= Deploy Software Wizard X
General Confirm the settings for this new deployment
Content
Deployment Settings
Scheduling Details
User Experience General -
Alerts = Software: Arc on Windows
= Collection: All Users (Member Count: 6)
+ Use default distribution point groups associated to this collection” Disabled
= Automatically distribute content for dependencies: Enabled
Progress
Completion Deployment Sekiags
= Purpose: Required
= Allow end users to attempt to repair this application: Disabled
= Pre-deploy software to the user's primary device: Disabled =
= Send wake-up packets: Disabled
= Allow clients to use a metered Internet connection to download content: Disabled
Application Settings (retrieved from application in software library)
= Application Name: Arc on Windows
- Application Version:
= Application Deployment Types: Windows Installer (*.msi file)
Scheduling
= Time based on: UTC =1
= Available Time: As soon as possible
- Deadline Time: Disabled
= Delayed enforcement on depleyment: Disabled
User Experience
= User notifications: Display in Software Center and show all notifications
= Ignore Maintenance \Windows: Disabled
« When sof anges are required, show a dialog window to the user instead of a toast .
tifi Disabled
To change these settings, click Previous. To apply the settings. click Next
< Previous Next > Cancel

19. If the settings are correct, select Next to start the deployment.

Results

The deployment starts.
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Deploy Arc manually

Download an Arc package

Download an Arc package from Vantage

Before you can deploy Arc manually, or through a mobile device management (MDM)
system, you must download the correct package for your operating system (OS). You
can do that from Vantage.

Procedure
1. In the navigation bar, go to Sensors.
2. In the top-right corner of the Web Ul, click Add new.

Result: The Make connections page opens.

Make connections

Connect a deployed CMC, Guardian, Guardian Air or Arc sensor, and work with their data right here in Vantage.

My sensor is: N20S Arc Guardian Air

Download the correct Arc bundle for your Operating System and Architecture. Configure Arc bundle

Sensor ID
[ Your Sensor ID here ]

3. In the My sensor is: section, click Arc.

4. Download the applicable package for your OS and architecture.

Result: The package downloads to your computer.
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Download an Arc package from Guardian

Before you can deploy Arc manually, or through a mobile device management (MDM)
system, you must download the correct package for your operating system (OS). You
can do that from Guardian.

Procedure

1. In Guardian, go to Sensors > Download Arc.

macOS - amd64 (Installer)
macOS - amd64 (Archive)
macOS - arm64 (Installer)
macOS - arm64 (Archive)
Linux - amdé4 (Archive)

Linux - arm (Archive)

Linux - arme64 (Archive)
Windows 7+ - 386 (Installer)
Windows 7+ - 386 (Archive)
Windows 7+ - amd64 (Installer)
Windows 7+ - amd64 (Archive)
Windows 10+ - 386 (Installer)
Windows 10+ - 386 (Archive)
Windows 10+ - amd64 (Installer)

Windows 10+ - amd6é4 (Archive)

2. Download the applicable package for your OS and architecture.

. ™
Note:
When available, the MSI file is a user friendly option to install Arc. The
archive file for Windows is still available to use for offline executions

without installing Arc.
- /

( Note: )

Two separate packages are available for Windows.

o For Windows 7 or later, but <10, download the Windows7+ package
o For Windows 10 or later, download the Windows10+ package

N /

Result: The package downloads to your computer.
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Download an Arc package from the Nozomi Networks support portal

Before you can deploy Arc manually, or through a mobile device management (MDM)
system, you must download the correct package for your operating system (OS). You
can do this from the Nozomi Networks support portal.

Procedure
1. Go to https://nozominetworks.my.site.com/support/s/article/Arc-Release-Package

2. Download the applicable package for your OS and architecture.

Result: The package downloads to your computer.
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Deploy Arc to run in Service mode

Windows

Install Arc with Microsoft Software Installer (MSI)
You can manually deploy Arc to run in Service mode.

Procedure
1. Double-click the ZIP file to extract these files:
o An MS| file

o A batch file (.bat)
2. To install Arc, choose from one of these options:

Choose from:

o Double-click the MSI file
o Run the .bat

Note:

The .bat will pre-fill the MS/ with the parameters that you have set in the

Configuration page.

3. Wait for the User Account Control dialog to show.
4. Select Yes.

Result: The Arc setup wizard shows.

5. Follow the steps in the wizard.

Results
Arc is now running from C: \ Progr am Fi | es\ Nozom Net wor ks\ Ar c and you can view
collected data in Guardian or Vantage.
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Linux

Deploy Arc manually in Service mode with a local Ul

You can manually deploy Arc to run in Service mode with a local user interface (Ul).

Before you begin
Make sure that you have downloaded an Arc package.

Procedure

1

2
3.
4

. Use an administrator account to extract the Z/P file to your machine.
.Goto/usr/local/sbinandcreate afolder called arc
Open the local Ul (on page 65).

. In the Configuration page of the local U/, set these parameters:

a. Endpoint: This is automatically populated with the Guardian instance that
you used to download the package. Change this only if it is necessary.

b. Token: This is automatically populated with the Guardian instance that you
used to download the package. Change this only if it is necessary.

c. Execution options: Tune these options as necessary.

. Select Install.
Result: The Service status changes from Not installed to Stopped.
. Select Run.

Result: The Execution status changes from Stopped to Running as service. The
Connectivity status changes from Disconnected to Connected.

Results

The Arc sensor is now running from / usr/ 1 ocal / sbi n/ ar c and you can view collected

data

in Guardian or Vantage.
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Deploy Arc manually in Service mode without a local Ul
You can manually deploy Arc to run in Service mode without a local user interface (Ul).

Before you begin
Make sure that you have downloaded an Arc package.
Procedure

1. Use SSH to log in to the target machine.

2. If the folder / usr/ | ocal / sbi n does not exist, create it.

Important:

You can choose a different location, but make sure that only administrator
accounts have write access. This is to prevent standard users from
modifying the folder’s contents.

3. Copy the Arc ZIP package into the folder / usr/ | ocal / shin/ arc
4. Extract the contents of the Z/P archive into the folder /usr/ 1 ocal / shin/arc
5. To register Arc as a service (daemon), enter this cormmand: ./ arc-1i nux-arm

install

Note:

This example assumes that the Arc package you downloaded is

arc-linux-arm

6. To start Arc, enter the command:./arc-1inux-arm start

Results
The Arc sensor is now running from / usr/ | ocal / sbi n/ ar c and you can view collected

data in Guardian or Vantage.
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macOS

Deploy Arc manually in Service mode on macOS

You can manually deploy Arc to run in Service mode.

Before you begin
Make sure that you have downloaded an Arc package.
Procedure
1. Use an administrator account to extract the ZI/P file to your machine.
2. Choose a folder where you will copy the folder containing the Arc files.
3. To install Arc, run the package file (.pkg) file.
Result: A dialog shows.
4. Follow the steps on screen.

When you connect the Arc sensor to Vantage, you should start the Add Sensor

procedure from Vantage to be able to connect it.

Results
The Arc sensor is now running from / usr/ | ocal / sbi n/ ar ¢ and you can view collected

data in Guardian or Vantage.
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Deploy Arc to run in One-shot or Offline mode

Windows

Deploy Arc manually with a local Ul

You can manually deploy Arc to run in One-shot or Offline mode.

Before you begin
Make sure that you have downloaded an Arc package.

Procedure

1

Use an administrator account to extract the Z/P file to your machine.

2.Goto C:\ Program Fi | es\ and create a folder called Nozom Net wor ks\ Ar c
3.
4

. Choose a mode:

Open the local Ul (on page 65).

Choose from:

o For One-shot mode, in the Status page of the local configuration Ul, select
the One-shot checkbox.

o For Offline mode, in the Status page of the local configuration Ul, select the
Offline checkbox.

. In the Configuration page of the local configuration U/, set these parameters:

a. Endpoint (One-shot only): This is automatically populated with the
Guardian instance that you used to download the package. Change this
only if it is necessary.

b. Token (One-shot only): This is automatically populated with the Guardian
instance that you used to download the package. Change thisonly ifitis
necessary. Take the value shown in the image above.

c. Execution options: Tune these options as necessary.

. Select Run.

One-shot mode only: When you connect the Arc sensor to Vantage, you should
start the Add Sensor procedure from Vantage to be able to connect it.

Note:

A counter will show the execution time that remains.

Results

The Arc sensor is now running from C: \ Progr am Fi | es\ Nozom Net wor ks\ Ar c and you

can view collected data in Guardian or Vantage.
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Linux

Deploy Arc manually in One-shot mode with a local Ul
You can manually deploy Arc to run in One-shot mode.

Before you begin
Make sure that you have downloaded an Arc package.

Procedure
1. Use an administrator account to extract the ZI/P file to your machine.
2. Goto/usr/local /sbinand create a folder called arc
3. Open the local Ul (on page 65).
4

. In the Configuration page of the local U/, set these parameters:

a. Endpoint: This is automatically populated with the Guardian instance that
you used to download the package. Change this only if it is necessary.

b. Token: This is automatically populated with the Guardian instance that you
used to download the package. Change this only if it is necessary.

c. Execution options: Tune these options as necessary.

5. In the Execution Info page of the local Ul, select the One-shot checkbox.
6. Select Run.
When you connect the Arc sensor to Vantage, you should start the Add Sensor

procedure from Vantage to be able to connect it.

Note:

A counter will show the execution time that remains.

Results
The Arc sensor is now running from / usr/ 1 ocal / sbi n/ ar ¢ and you can view collected

data in Guardian or Vantage.
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Deploy Arc manually in Offline mode with a local Ul
You can manually deploy Arc to run in Offline mode.

Before you begin
Make sure that you have downloaded an Arc package.

Procedure
1. Use an administrator account to extract the Z/P file to your machine.
2. Goto/usr/local /sbinand create a folder called arc
3. Open the local Ul (on page 65).
4. In the Configuration page of the local U/, configure the Execution options as

necessary.

o1

. In the Execution Info page of the local Ul, select the Offline checkbox.

6. Select Run.

Note:

A counter will show the execution time that remains.

7. Wait for the execution to finish.

8. Import the generated offline archive into Guardian or Vantage.

Results
You can now view the collected data in Guardian or Vantage.
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Deploy Arc manually in One-shot mode without a local Ul
You can manually deploy Arc in One-shot mode without a local user interface (Ul).

Before you begin
Make sure that you have downloaded an Arc package.

Procedure
1. Use SSH to log in to the target host.
2. If the folder / usr/ | ocal / sbi n does not exist, create it.
3. Copy the Arc ZIP package into the folder / usr/ 1 ocal / shi n/ arc
4. Extract the ZIP package.

5. Enter thiscommand: ./ arc-1i nux-ar m oneshot

Results
The Arc sensor is now running from / usr/ | ocal / sbi n and you can view collected data

in Guardian or Vantage.
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Deploy Arc manually in Offline mode without a local Ul

You can manually deploy Arc in Offline mode without a local user interface (Ul).

Before you begin
Make sure that you have downloaded an Arc package.

Procedure

1. Use SSH to log in to the target host.

2. If the folder / usr/ | ocal / sbi n does not exist, create it.

3. Copy the Arc ZIP package into the folder / usr/ 1 ocal / sbi n/ arc

4. Extract the ZIP package.

5. Enter thiscommand: . /arc-linux-armoffline

6. Wait for the execution to finish.

7. Import the generated offline archive into Guardian or Vantage.
Results

You can now view the collected data in Guardian or Vantage.
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macOS

Deploy Arc manually in One-shot mode with a local Ul
You can manually deploy Arc to run in One-shot mode.

Before you begin
Make sure that you have downloaded an Arc package.

Procedure
1. Use an administrator account to extract the ZI/P file to your machine.

2. Choose a folder where you will copy the folder containing the Arc files.

" ™
Note:
On macQOS, due to security protection, do not put the Arc folder

on the Desktop, or in the Downloads folder. Choose a folder like:

/ User s/ <user _nane>
- /

3. Open the local Ul (on page 65).

4. In the Configuration page of the local U/, set these parameters:

a. Endpoint: This is automatically populated with the Guardian instance that
you used to download the package. Change this only if it is necessary.

b. Token: This is automatically populated with the Guardian instance that you
used to download the package. Change this only if it is necessary.

c. Execution options: Tune these options as necessary.

5. In the Execution Info page of the local Ul, select the One-shot checkbox.

6. Select Run.
When you connect the Arc sensor to Vantage, you should start the Add Sensor

procedure from Vantage to be able to connect it.

Note:

A counter will show the execution time that remains.

Results
The Arc sensor is now running from / usr/ | ocal / sbi n/ ar c and you can view collected

data in Guardian or Vantage.
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Deploy Arc manually in Offline mode with a local Ul
You can manually deploy Arc to run in Offline mode.

Before you begin
Make sure that you have downloaded an Arc package.
Procedure
1. Use an administrator account to extract the Z/P file to your machine.

2. Choose a folder where you will copy the folder containing the Arc files.

(L ™
Note:
On macQOS, due to security protection, do not put the Arc folder
on the Desktop, or in the Downloads folder. Choose a folder like:

[ User s/ <user _nane>
- /

3. Open the local Ul (on page 65).

4. In the Configuration page of the local U/, configure the Execution options as
necessary.

5. In the Execution Info page of the local Ul, select the Offline checkbox.

6. Select Run.

Note:

A counter will show the execution time that remains.

7. Wait for the execution to finish.

8. Import the generated offline archive into Guardian or Vantage.

Results

You can now view the collected data in Guardian or Vantage.
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Execution modes

Arc has three different execution modes: Service, One-shot, and Offline. It is important
to understand the different modes, and how they can be used.

You can either set the execution modes manually, through the local Ul, or they will be
set when you deploy Arc from Guardian.

Service mode

This is the standard mode, where Arc monitors and reports data back to Guardian or
Vantage. In this mode, Arc is installed as a service/daemon, and runs automatically
when a machine is booted.

This mode is recommended for:

* Continuous monitoring
e Users who can host Arc for a longer time than with the two modes below
* Networks where Arc can be granted connectivity to Guardian or Vantage

Arc sensors periodically synchronize data to Guardian or Vantage. The frequency of
transmitted data that can be received will vary, depending on the type and number of
sensors. As more Arc sensors are connected, the communication interval is increased
to protect Guardian or Vantage. In particular, because the default notification period is
every 1 [minute], it holds as long as the number of Arc sensors is below the thresholds
shown in the tables below.

For example, if more than 400 Arc sensors are connected to an NSG-HS sensor, the
notification period will be increased to > 1 (minute). This is to make sure that the limit
for this type of sensor, 400 (notifications per minute), is not exceeded.

Table 9. Elastic notification values - physical sensors

Sensor Value (notifications per minute)
NSG-HS 400
NSG-H 300
NSG-M N750R1 N750R2 NTOOORT N10OOR2 200
NSG-L NG-500R 60
P550 P500 30
NSG-R50 NSG-R150 6

Table 10. Elastic notification values - virtual sensors

Sensor (memory size in gigabytes) Value (notifications per minute)

> 64 300
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Table 10. Elastic notification values - virtual sensors (continued)

Sensor (memory size in gigabytes)

> 48 — <64 250
>32— <48 200
>24— <32 150
216 — <24 100
>12—<16 60
>10—<12 30

<10 6

One-shot mode

In this mode, Arc runs as a portable application, that collects the data in a single
execution. After it has been executed, you can then delete it from the target machine.

This mode is recommended for:
* Users who cannot run Arc continuously due to compliance reasons

* Networks where Arc can be granted connectivity to Guardian, or Vantage

Offline mode

In this mode, Arc runs as a portable application, and it is not installed on the target
machine. This mode is similar to One-shot mode because Arc is used for a single
execution, but the data is collected locally and then exported in an archive file from the
machine. The archive file can then be manually imported into Guardian or Vantage.
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Sigma rule alerts do not show

Possible cause
Sysmon has not been installed.

o ™
Note:
If Sysmon is installed and working correctly:
* You can use the Windows Event Viewer to view Sysmon-generated
events. (You can find these in: Applications and Services Logs >
Microsoft > Windows > Sysmon > Operational.)
* You should get a message similar to this in the log file:

...Sysnmon Event Generator | Events added 45, events
di scarded 0, in 1715 ns

- /

Procedure
1. Download and install Sysmon.
2. Restart Arc to make sure that Sysmon is active.

3. Make sure that Sigma rules is enabled in the local configuration Ul.

Possible cause
You do not have Sigma rules enabled in the local configuration UI.

Procedure
1. Open the local Ul (on page 65).
2. Select Configuration.
Result: The Configuration page opens.
3. Select the Sigma rules checkbox.
4. Select Save.

5. Check to see if Sigma rule alerts now show.
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Possible cause

You have Sysmon installed and enabled, but you do not get a message similar to
this in the log file:

...Matcher for EventID 1 | Matches found 1, in O ns

Procedure

Note:

This is not an error. It means that an event that would trigger an alert has

not been detected yet.

Wait for Arc to show an alert that is based on Sigma rules.

Possible cause

You have Sysmon installed and enabled, but you do not get a message similar to
this in the log file:

...Matcher for EventID 1 | Sending 1 alert rules 200 OK

Procedure

[ Note: )

This can mean that the host was too busy to commmunicate.
N /

( Note: )

If a different result than 200 (204 on Vantage) is obtained, then the alert

might have been produced, but there was a communication failure when it

was sent to Guardian.
N\ J

Wait for Arc to make another attempt to communicate with the host.

If none of the previous solutions work, please contact our Customer Support
team.
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Traffic monitoring does not work

Possible cause
WinPcap is not installed.

(L ™
Note:
If WinPcap is installed, and traffic monitoring is enabled in the local
configuration U/, you should get a message similar to this in the log file:

Li veCapt ure(\ Devi ce\ NPF_{5CFC7BFE) | Setting filter not (host
10.41. 43. 129 and port 443)

Li veCapt ure(\ Devi ce\ NPF_{026414DD) | Capture conpl eted after
sni ffing 2000 packets, 208675 bytes

Li veCapt ur e(\ Devi ce\ NPF_{026414DD) | Sendi ng packets: 200 OK

- /

Procedure
1. Download and install WinPcap.
2. Restart Arc to make sure that WinPcap is active.

3. Make sure that Traffic monitoring is enabled in the local configuration UlI.

Possible cause

You do not have Traffic monitoring enabled in the local configuration Ul.

Procedure
1. Open the local Ul (on page 65).

2. Select Configuration.

Result: The Configuration page opens.

3. Select the Traffic monitoring checkbox.
4. Select Save.

5. Check to see if traffic monitoring now works.

If none of the previous solutions work, please contact our Customer Support
team.
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USB detections do not work

Possible cause
USBPcap is not installed.

( Note:

If USBPcap is installed, and USB detections is enabled, in the local
configuration U/, you should get a message similar to this in the log file:

...10 total usb detections
...10 usb alerts to send
...Sent 10 usb alerts 200 K

- /

Procedure
1. Download and install USBPcap.
2. Restart Arc to make sure that USBPcap is active.
3. Make sure that USB detections is enabled in the local Ul.

Possible cause
You do not have USB detections enabled in the local Ul.

Procedure
1. Open the local Ul (on page 65).

2. Select Configuration.

Result: The Configuration page opens.

3. Select the USB detections checkbox.
4. Select Save.

5. Check to see if the USB detection feature now works.

If none of the previous solutions work, please contact our Customer Support
team.
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Arc does not update to the latest version

Possible cause
Guardian only: The expected version has not been imported into Guardian.

Procedure

1. Inthe Web Ul, go to @ > System > Updates & Licenses.

2. Import Arc through the update service in Guardian or CMC (on page 37).

3. Alternatively, Import Arc through a manual contents upload in Guardian or
CMC (on page 38).

Possible cause
Guardian only: The Arc sensor has not been allowed in the Guardian.

Procedure
1. The Arc sensor is not accessible as it is being used by another process.

2. Find and select the applicable Arc sensor.

3. In the top-right corner of the Web Ul, click the QQ icon.

Result: The icon changes to % and the sensor is now allowed.

Possible cause
The Arc sensor is not accessible as it is being used by another process.

( Note: )

If this is the case, you will see a message similar to this in the update.log file:

04/ 13/ 2023 10: 19: 56 The process cannot access the file
'"C:\ Users\ Nozom er\arc\ arc-w ndows- antd64. exe' because it is

bei ng used by anot her process.

- /

Procedure
1. Close the local Ul.

2. If Arcis running in One-shot or Offline mode, wait for it to finish.

3. In the top-left corner of the Sensors page, click the @ icon to force the
update.

If none of the previous solutions work, please contact our Customer Support
team.
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Log files

Log files are produced to help you with troubleshooting. The Arc installation method,
and the execution mode, will affect the name and location of the logs files.

Location
If you install Arc through Guardian, logs will be created in:
users/adm ni strator/arc/l ogs

This location might be different if Arc was installed:
* Manually
* Through Microsoft Intune
* Through Microsoft Endpoint Manager

Note:
When Arc is installed with one of the methods above, the user can decide the
location of the logs folder.

Log name
When the log file is created in Service mode, the log file will have the name:
arc_service. |l og. txt

When the log file is created in One-shot or Offline mode, the log file will have the name:
arc. | og. txt

Limits

The maximum file size of a log is 10 MB. Once this limit is reached, the log file is
archived with a numerical suffix, such asarc. | og. t xt . 1. This will continue up to
arc.log.txt.9

After this, rotation is applied, and the . 1 suffix is used again. A maximum of nine
archived logs will be retained.
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.pkg

A .pkg file is a package

file used on MacOS to
distribute and install software,
containing all files needed

for installation and scripts to
guide the process.

Address Resolution
Protocol

ARP is a communication
protocol that is used to
discover the link layer
address, such as a address,
that is associated with a given
internet layer address. This is
typically an IPv4 address.

Batch file

A batch file is a script file
containing a series of
commands executed by a
command-line interpreter,
typically on Windows. It
automates routine tasks and
manages system operations,
stored with a .bat or .cmd
extension.

Central Management
Console

The Central Management
Console (CMC) is a Nozomi
Networks product that has
been designed to support
complex deployments that
cannot be addressed with
a single sensor. A central
design principle behind
the CMC is the unified
experience, that lets you
access information in a
similar way as on the sensor.

Central Processing Unit

The main, or central,
processor that executes
instructions in a computer
program.

Command-line interface

A command-line processor
uses a command-line
interface (CLI) as text input
commands. It lets you invoke
executables and provide
information for the actions
that you want them to do. It
also lets you set parameters
for the environment.

Desktop Window
Manager

DWM is a A Windows service
that enables visual effects
on the desktop, such as
transparent windows and 3D
window transitions.

dmidecode

dmidecode is a Linux
command-line tool that
retrieves detailed hardware
information from the system’s
DMI/SMBIOS tables, including
BIOS, processor, memory,

and motherboard details,
requiring root access.

Domain Name Server

The DNS is a distributed
naming system for
computers, services, and
other resources on the
Internet, or other types
of Internet Protocol (IP)
networks.

Dynamic Link Library

A DLL is a Microsoft Windows
system file that contains
code, data, and resources
used by multiple programs
simultaneously. It enables
code sharing and reuse,
enhancing efficiency and
reducing software size by
allowing on-demand code
execution.

Federal Information
Processing Standards

FIPS are publicly announced
standards developed by

the National Institute of
Standards and Technology
for use in computer systems
by non-military American
government agencies and
government contractors.
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Hypertext Transfer
Protocol

HTTP is an application

layer protocol in the

Internet protocol suite

model for distributed,
collaborative, hypermedia
information systems. HTTP

is the foundation of data
communication for the
World Wide Web, where
hypertext documents include
hyperlinks to other resources
that the user can easily
access, for example by a
mouse click or by tapping the
screen in a web browser.

Hypertext Transfer
Protocol Secure

HTTPS is an extension of the
Hypertext Transfer Protocol
(HTTP). It is used for secure
communication over a
computer network, and is
widely used on the Internet.
In HTTPS, the communication
protocol is encrypted using
Transport Layer Security (TLS)
or, formerly, Secure Sockets
Layer (SSL). The protocol is
therefore also referred to as
HTTP over TLS, or HTTP over
SSL.

Identifier

A label that identifies the
related item.

Internet of Things

The IoT describes devices
that connect and exchange
information through

the internet or other
communication devices.

Internet Protocol

An Internet Protocol address,
or |IP address, identifies a
node in a computer network
that uses the Internet
Protocol to communicate.
The IP label is numerical.

Libpcap

Libpcap is a portable C/C+

+ library for network traffic
capture that provides a
common interface across
various OS-specific backends
like BPF, netfilter, packet
filter, netfilter, and NPF.
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Light-emitting Diode

An LED (Light Emitting
Diode) is an electronic
component that emits light
when an electric current
passes through it, offering
energy-efficient, long-lasting
illumination for displays,
indicators, and lighting
applications.

Megabyte

The megabyte is a multiple
of the unit byte for digital
information. One megabyte is
one million bytes.

Microsoft Software
Installer

MSI files are database

files used by the Microsoft
Software Installer (MSI). The
files contain information
about an application, which
is divided into features

and components, such as
shortcuts, files, and registry
data.

Mobile Device
Management

This is the administration

of mobile devices, such as
tablet computers, laptops,
and smartphones. It is often
implemented with a third-
party product with features
for specific vendors of mobile
devices.

Nozomi Networks
Operating System

N2OS is the operating system
that the core suite of Nozomi
Networks products runs on.

Npcap

Npcap is the Nmap Project's
packet capture (and sending)
library for Microsoft Windows.
It implements the open Pcap
APl using a custom Windows
kernel driver alongside a
Windows build of the libpcap
library.
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Operating System

An operating system is
computer system software
that is used to manage
computer hardware, software
resources, and provide
common services for
computer programs.

Operational Technology

OT is the software and
hardware that controls and/
or monitors industrial assets,
devices and processes.

Portable Executable

PE is a file format used by
Windows operating systems
(OS) for executable files,
object code, and dynamic
link libraries (DLLs). PE

files contain the code and
resources needed to run
programs on Windows.

Programmable Logic
Controller

A PLC is a ruggedized,
industrial computer used in
industrial and manufacturing
processes.

Random-access Memory

Computer memory that
can be read and changed in
any order. It is typically used
to store machine code or
working data.

Secure Shell

A cryptographic network
protocol that let you operate
network services securely
over an unsecured network.
It is commonly used for
command-line execution and
remote login applications.

Server Message Block

Is a communication protocol
which provides shared
access to files and printers
across nodes on a network of
systems. It also provides an
authenticated interprocess
communication (IPC)
mechanism.
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Sysmon

System Monitor (Sysmon) is a
Windows system service and
device driver that is installed
on a system to monitor and
log system activity and write
it to the Windows event log.
Once installed, it remains
across system reboots. It
provides detailed information
about changes to file creation
time,network connections,
and process creations. It
uses SIEM or Windows Event
Collection agents to collect
the events it generates

and then analyzes them

to identify anomalous or
malicious activity to help you
understand how intruders
and malware operate on a
network.

Threat Intelligence™

Nozomi Networks Threat
Intelligence™ feature
monitors ongoing OT and
|oT threat and vulnerability
intelligence to improve
malware anomaly detection.
This includes managing
packet rules, YARA rules,
STIX indicators, Sigma rules,
and vulnerabilities. Threat
Intelligence™ allows new
content to be added, edited,
and deleted, and existing
content to be enabled or
disabled.

Transmission Control
Protocol

One of the main protocols of
the Internet protocol suite.

Transport Layer Security

TLS is a cryptographic
protocol that provides
communications security
over a computer network.
The protocol is widely used
in applications such as:
HTTPS, voice over IP, instant
messaging, and email.

Universal Serial Bus

Universal Serial Bus (USB)
is a standard that sets
specifications for protocols,
connectors, and cables

for communication and
connection between
computers and peripheral
devices.
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USBPcap

USBPcap is an open-source
USB sniffer for Windows.

User Interface

An interface that lets humans
interact with machines.

User-Mode Font Driver

A Windows component that
handles font rendering in
user mode, separate from the
kernel.

Windows Remote
Management

Is a Microsoft implementation
of Web Services-
Management in Windows
which lets systems access

or exchange management
information across a commmon
network. You can utilize the
built-in command line tool,

or scripting objects, WinRM
can be used with remote
computers that may have
baseboard management
controllers (BMCs) to acquire
data.

Windows Server Update
Services

WSUS is a Microsoft tool
that enables centralized
management and
deployment of software
updates and patches

for Windows operating
systems and other
Microsoft products. It helps
organizations enhance
security by automating patch
management, ensuring
compliance, and reducing
vulnerabilities.

WinPcap

WinPcap is a freeware tool
for link-layer network access
in Windows environments.
It lets applications capture

and transmit network packets

bypassing the protocol stack,
and including kernel-level
packet filtering, a network
statistics engine and support
for remote packet capture.

ZIP

An archive file format

that supports lossless

data compression. The
format can use a number
of different compression
algorithms, but DEFLATE is
the most coommon one. A
ZIP file can contain one or
more compressed files or
directories.
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