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Legal notices User Guide

Legal notices

Information about the Nozomi Networks copyright and use of third-party software in
the Nozomi Networks product suite.

Copyright

Copyright © 2013-2025, Nozomi Networks. All rights reserved. Nozomi Networks believes
the information it furnishes to be accurate and reliable. However, Nozomi Networks
assumes no responsibility for the use of this information, nor any infringement of
patents or other rights of third parties which may result from its use. No license is
granted by implication or otherwise under any patent, copyright, or other intellectual
property right of Nozomi Networks except as specifically described by applicable user
licenses. Nozomi Networks reserves the right to change specifications at any time
without notice.

Third Party Software

Nozomi Networks uses third-party software, the usage of which is governed by the
applicable license agreements from each of the software vendors. Additional details
about used third-party software can be found at https://security.nozominetworks.com/
licenses.


https://security.nozominetworks.com/licenses
https://security.nozominetworks.com/licenses
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Vantage overview

Vantage™ js a Software as a Service (SaaS) product that lets you monitor and protect
your networks from anywhere in the world. Vantage lets you respond faster and more
effectively to cyber threats, to ensure your operational resilience.

Global SOC

@ Canada
20 Facilities
@ USA
40 Facilities

@ Japan
25 Facilities

@ South Korea (4 e
5 facilities

@ Spain
N Facilities

@ Italy
20 Facilities

@ UAE
20 Facilities

@ Brazil
25 Facilities

@ Peru
12 Facilities

@ South Africa 3
25 Facilities Australia

12 Facilities

Argentina
12 Facilities

Figure 1. Vantage overview

General

Vantage uses the power and simplicity of Software as a Service (SaaS) to deliver
unmatched security and visibility across your operational technology (OT), Internet of
Things (loT), and information technology (IT) networks.

Vantage lets you:

* Centrally manage all sensor deployments from a single application from
anywhere in the world

* Monitor an unlimited number of devices

* Protect an unlimited number of locations

Identify

Vantage lets you discover and identify your assets and visualize your networks. Its
ability to automate processes to create asset inventories eliminates blind spots and
increases awareness of your networks.

Dashboards let you generate macro views, as well as see detailed information on assets
and connections in your networks. Vantage also shows extensive node information
such as names, types, and firmware versions as well as asset behavior, roles, protocols,
and data flows.
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Assess

Vantage shows security alerts, missing patches and vulnerabilities to let you
automatically assess vulnerabilities and monitor risks. It also correlates known
vulnerabilities to Common Vulnerabilities and Exposures (CVE) reports to quickly
research the root cause and potential impact. Vulnerability dashboards let you prioritize
your efforts to focus on high-impact risk reductions first.

Vantage continuously monitors all supported protocols for the OT, /oT, and IT industries.
It summarizes OT and /T risk information and highlights indicators of reliability issues,
such as unusual process values.

Detect

Vantage gives you constantly updated threat detection to identify cybersecurity and
process-reliability threats. It detects early and late stage advanced threats and cyber
risks.

Vantage combines behavior-based anomaly detection with signature-based threat
detection for comprehensive risk monitoring.

An optional subscription to Threat Intelligence™ gives you up-to-date threat detection
and vulnerability identification, which uses indicators that have been created and
curated by Nozomi Networks Labs.

In addition, an optional subscription to Asset Intelligence™ gives you breakthrough
anomaly-detection accuracy for OT and /oT devices, which accelerates incident
response times.

Act

Vantage accelerates your global incident response capabilities. It does this by focusing
your attention on critical vulnerabilities, and letting you prioritize activities that
maximize risk reduction.

Pre-defined playbooks guide users, and specific teams, in their efforts to counter the
different types of threats. A centralized dashboard consolidates data to create high-
priority alerts across a global network.

Clear explanations describe what has happened, the possible cause, and suggested
solutions for every alert, which reduces the need for additional investigation.

Vantage lets you group alerts into incidents. This gives security and operations staff a
simple, clear, and consolidated view of what's happening in your networks.

Scale

Vantage aggregates data from an unlimited number of globally-deployed sensors. It
delivers customizable summaries of essential information which lets you drill down to
individual sites or assets.

It streamlines security processes across /T and OT for a cohesive response. It includes
built-in integrations for asset, ticket and identity management systems, as well as for
security information and event management (SIEM).

Vantage lets you manage security risks centrally for all your global sites.
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Architecture

You can use Vantage, and the flexible architecture and integrations with other
systems, to create a customized solution.

soc/
INTEGRATED REMOTE BUSINESS ~ CONTROL
SYSTEMS ~ACCESS CAMERA TABLET COMPUTER CENTER

Level 4 Q

Enterprise IT L |

Threat Intelligence Asset Intelligence
SUBSCRIPTION SUBSCRIPTION
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Process Network
HMI  ENGINEERING —
WORKSTATION (4\

mm Guardian
Level 1 2= [O%
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PLCs/RTUs
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L 10 ;
h ©

SITE #1
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SITE #N

Figure 2. Vantage architecture
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Data security in Vantage

It is important to understand how Vantage keeps your data secure.

Data privacy
For more details, see Nozomi Networks Vantage Data Privacy.

Data segregation and encryption

Data segregation is a key element of data security in Vantage. Every Vantage
implementation has its own database. Access to an instance's database requires an
encryption key that is only used for this instance.

FIPS support

The National Institute of Standards and Technology (NIST) develops Federal
Information Processing Standards (FIPS), which are publicly-announced standards
for use in computer systems in-use with non-military United States government
agencies and government contractors. The F/IPS 140 series specifies requirements for
cryptography modules within a security system protecting sensitive, but unclassified,
data.

For implementations that adhere to FIPS, Nozomi Networks provides FIPS-compliant
Vantage instances that use the FIPS-140-2 approved cryptography module.

Implementations that are F/IPS-compliant are entirely separate from other Vantage
instances and sensors:
* A FIPS-compliant Vantage instance only accepts connections from F/PS sensors
* A non-FI/PS Vantage instance accepts only connections from non-F/PS sensors

While a FIPS-compliant sensor cannot connect to a standard, non-F/PS Vantage
instance, an unlicensed sensor can connect to a FIPS-compliant Vantage instance. This
allows Vantage to assign a license and enable F/IPS mode on the sensor. Vantage now
manages the sensor's license, and it can only connect to a F/IPS-compliant Vantage
instance.

To learn more about FIPS, contact Nozomi Networks.

FIPS-compliant Vantage and SAML configuration

When you use security assertion markup language (SAML) to configure Vantage for
SSO, you must specify its assertion consumer service (ACS) uniform resource locator
(URL).

If your Vantage instance is FIPS-compliant, its ACS URL differs from the ACS URL of
non-FIPS instances. For example:
* The ACS URL of a standard, non-FIPS Vantage instance is similar to:
https://customnerl. custoners. usl. vant age. nozoni networks.io
* The ACS URL of a FIPS-compliant Vantage instance is similar to:
htt ps://nozom net wor kscom cust oners. usl. vant age- govcl oud. nozom net wor ks. i o

For more details about ACS URLs, see IdP configuration for SAML integration, in the
Administrator Guide.

12
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Graphical User Interface (GUI)

Homepage

This is the default view in Vantage, it offers the highest level view of the health of your

network.

VANTAGE LICENSEE cme  DATA LOCATION Europe.

ﬂf‘,NOZOMI = [ < OVE| v ® 1 Py 1) ENG CH LAB - MASTER
N WeTworcs = 5 -

There is just one site in warning status that deserves attention: Mendrisio,

Overview -
There are 43 sensors with poor health that need to be checked,
Vantage IQ Show more Assets monitored
A I\ (e [\ P I\ (e ITQ @ ﬁ
Limited Asset Visibility Security Threat Information Breach Anomalous Activity hd
Y positioned optimaly < n sharing infor Detected an anomalous increase of high- 49210 158 594
cture. We. tisk Alerts generated by Nodes that your.
00630 2days ago 2024-06-25 120631 T loT oT
=< S
Mendrisio

Figure 3. Overview page

When you sign into Vantage, the Overview page highlights the health of the assets

and sites that you monitor, and shows alerts and incidents.

Top navigation bar
For more details, see Top navigation bar (on page 16).

13
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Dropdown menu
The dropdown gives you access to these different pages:

Overview: The default view in Vantage, it offers the highest level view of your
network's health.

Alerts: Displays the total number of alerts across your entire network. The map
shows the locations of the top alert types and protocols shown in the charts at
the bottom of the page.

Assets: Displays the total number of assets across your entire network. The map
visualizes the locations of the top asset types, vendors, and operating systems
shown in the charts at the bottom of the page.

Sensors: Displays the total number of sensors connected to Vantage. The map
visualizes the locations of the top sensor models shown in the chart at the
bottom of the page.

Traffic: Displays the total throughout in Mbps (megabits per second) and number
of links across your entire network. The map visualizes the origin locations of
links, while the list at the bottom of the page shows the top destination country.
Vulnerabilities: Displays the total number of vulnerabilities detected in your
network. The map visualizes the locations of the sites with the highest number of
vulnerabilities, while the list at the bottom of the page shows the most common
categories.

N

~
Note:

The totals displayed here are system-wide values. If you are only granted access

to a subset of Vantage data, these values may not match results in the table or

in query results.

Assets monitored
This panel shows a count of all of the organization's assets and classifies them into one
of three categories:

IT
loT
oT

This value is based on the discovered details for the asset, such as:

Mac address
Vendor
Protocol

Type

Carousel
The carousel shows a quick view of your sites.
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Map

The map helps you visualize your network and its health, and let you quickly
understand where to focus your attention. Vantage draws lines across the map to
depict the location of threat actors and the sites that their attacks target. You can
select a site on the map to view it on the carousel. Use the 2D and 3D buttons to switch
between flattened and spherical views of the Earth.

Elements
Common user interface (Ul) elements are used in the different pages and sections.

Time groups
The Time groups button displays a throughput view of the data over a given time
period.

Columns
The Columns button lets you select which of the available columns for the current
page will show.

Refresh
The Refresh D icon lets you immediately refresh the current view.

Live

The Live LI toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.

Support

The support @ icon opens a popup that gives you access to more items.

Documentation [
Open a Support Case [
Check Vantage Status [

Developer AP| Docs [

15
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Top navigation bar

The top navigation bar lets you navigate to the different areas of the software.

VANTAGE

Figure 4. Top navigation bar

Hamburger menu

The = icon opens a dropdown menu, which gives you access to buttons for these
items:

* Network (on page 16)

* Graph (on page 16)

* Process (on page 16)

* Dashboards (on page 16)

* Reports (on page 16)

* Sites (on page 16)

* Workbooks (on page 16)

Network
This button opens the Network page. For more details, see Network (on page 181).

Graph
This button opens the Graph page. For more details, see Graph (on page 187)

Process
This button opens the Process page. For more details, see Process (on page 193)

Dashboards
This button opens the Dashboards page. For more details, see Dashboards (on page
197).

Reports
This button opens the Reports page. For more details, see Reports (on page 205).

Sites
This button opens the Sites page. For more details, see Sites (on page 217).

Workbooks
This button opens the Workbooks page. For more details, see Workbooks (on page
155).
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Sensors
This button opens the Sensors page. For more details, see Sensors (on page 19).

Alerts
This button opens the Alerts page. For more details, see Alerts (on page 59).

Assets
This button opens the Assets page. For more details, see Assets (on page 81).

Wireless
This button opens the Wireless page. For more details, see Wireless (on page 113).

Queries
This button opens the Queries page. For more details, see Queries (on page 121).

Vulnerabilities
This button opens the Vulnerabilities page. For more details, see Vulnerabilities (on
page 141).

(Vantage) IQ
This button opens the Vantage IQ page. For more details, see Vantage IQ (on page
157).

Async operations
This button opens the Asynchronous operations page. For more details, see Async
operations (on page 247).

What's new
This button opens the What's new sidebar. For more details, see What's new drawer
(on page 251).

Administration
This button opens the Administration page. For more details, see the Vantage
Administrator Manual.

Profile settings
This button opens the profile settings menu. For more details, see Profile settings (on
page 259).

Organization
This button opens the profile Organization page. For more details, see Organizations
menu (on page 267).

17
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Chapter 2. Sensors

2 - Sensors
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The Sensors page lets you view all of the sensors that you have in your system.

VANTAGE
i NOZO
Y veTwo
Sensors
Appliance type (4) Model (5) Software (25)
arc (29) ARCAWINDOWS (19) 205 24.3.0-06191852_CTESD (8)
guardian (14) V-SERIES (15) 205 24.3.0-06181515_4SCF8 (5)
remote_collector (7) Container (1) Arc V1599 (4]
cme (s) ARC/MACOS (6] Arc V1812 (4)
Expand
Il columns £ Refresh Live @
[J e B Lastsync ¥ Status Host Public IP Country Risk Appliar
v v v v v v
O ee o 16:08:35 ® active ch-ga-cme-std-vm-gen- 178174.23190 B CcH — cme
O e 0 07:34:30 ® active TXO3DXWXQN-MacBook na. na arc
O e 0 07:34:30 ® active rdS5upi2-v 178174.23190 | cH arc
O <o 0 07:34:30 ® active TXO3DXWXQN-MacBook na. na arc
O eo 0 07:34:30 ® active Fanless 178174.23190 @ cH arc
O e 0 07:34:30 ® active ch-lab-arc-mac-1 na. na. arc
O e 0 07:34:30 ® active C02GIOBIML8S-MacBoo na. na arc
O ee o 07:34:30 ® active ch-ga-rc-std-cnt-gen-m. na. na. remot.
O <o 0 07:34:30 ® active ch-ga-rc-std-cnt-gen-m na. na remot,
O oo [ 07:34:30 ® active ch-ga-rc-std-vm-upload na. na remot.
O ee 0 07:34:30 ® active ch-ga-rc-std-cnt-upload na na remot.
=) 0 emagzico PR scRlo
1to 25 of more < Pagelofmere > I

Figure 5. Sensors page

Add
This button lets you connect a new sensor.

Appliance type
This shows a list of all the appliance types in the current table view.

Model
This shows a list of all the model types in the current table view.

Software
This shows a list of all the software types in the current table view.

Columns
The Columns button lets you select which of the available columns for the current
page will show.

Refresh
The Refresh D icon lets you immediately refresh the current view.
Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.

2 - Sensors

21
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Details page

The details page shows a set of fields which are applicable to the related type of
sensor.

< Fanless 0w«

Summary Synchronization Settings Health logs Tags Security control panel

Figure 6. Details page

Actions dropdown
This dropdown gives you access to these actions:
* Delete (on page 33)
* Reset Token (on page 34)
* Renew Licenses (on page 35)
* Migrate Site (on page 36)

Summary
For more details, see Summary tab (on page 23).

Synchronization
For more details, see Synchronization tab (on page 25).

Settings
For more details, see Settings tab (on page 26).

Health logs
For more details, see Health logs tab (on page 26).

Tags
For more details, see Tags tab (on page 28).

Security control panel
For more details, see Security control panel tab (on page 31).

Related information

Open the details page (on page 39)
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Summary tab

2 - Sensors

The Summary tab shows an overview of information for the related sensor.

< Fanless owu=»
Summary  Synchronization  Settings  Healthlogs — Tags

Sensor Information

Appliance type
Model

Serial number
Software
Status
Summary

Last sync
Risk

GeolP - IP address.

Comments

No comments yet

Leave a comment

Security control panel

arc

ARC/WINDOWS

na

Arc 191

® active

161219

fe80:cB31e3b613alcct

13
Public IP

GeolP country
GeolP latitude

GeolP longitude

Health

CPU percentage
Memory free
Memory used

Disk usage percentage

1e80:c83T.e3b613al el

Figure 7. Summary tab

Sensor information

This section shows the asset information for the related sensor.

* Appliance type
* Model

e Serial number

e Software

e Status

° P

e Public IP

* GeolP country

* GeolP latitude

* GeolP longitude

Throughput

This section shows the traffic throughput for the related sensor.

Summary

This section shows information for:
e Last sync
* Risk
* GeolP - IP address

shows information for:

23
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Health
This section shows metrics about the sensor. The section shows information for:
* CPU percentage
* Memory free
e Memory used
* Disk usage percentage

Comments

This section lets you write a commment for the sensor. It also shows commments that have
been previously written.

Related information

Details page (on page 22)
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Synchronization tab

2 - Sensors

The Synchronization tab shows the settings that the related sensor inherits from its

organization.

< nozomi-dev &= 0moana
Summary  Synchronization  Settings  Healthlogs  Tags  Security control panel
Use Organization Data Synchronization settings

Data Synchronization Interval
Modify the frequency at which Vantage receives data from the sensors

Use Organization sync settings

Alerts
Security alerts raised in the environment

Assets

Catalog of hardware

1ts occurred in the environme

t, such as configuration changes, login

ots, or generic data operations

Health Logs
Any kind of performance metrics collected by the sensor: usage of CPU, RAM, disk space; interface

15; stale appliances, or generic high load

Nodes
Identified L2 or L3 (and above] entity able to speak via a network protocol
Links

Identified directional one-to-one associations between nodes with respect to a single network protocol (i.e. source, destination, protocol)

Variables
Identified process variables

Subnets

evel connections between nodes with recent network activity

Backup schedules
Backup archive generation schedules on sensors

Zones

Any entity related to network zones management, including links and configurations
Captured URLs

Any URLs and other protocol calls captured over the network

Smart Polling plans

An overview of each Smart Polling plan, its execution, and its status

Node points

Data extracted from monitored assets through Smart Polling plans and Arc Sensors over time

Asset CPEs
Common Platform Enumerations identifying assets

d in the environment, including detailed information such as name, vendor, type, firmware, MAC address, vulnerabilities, etc.

Figure 8. Synchronization tab

You can select the Click the Use organization settings checkbox to make the settings

editable and override the current values.

Changes made on this page affect the related sensor, but not the default settings for

the organization it belongs to.

25
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Settings tab

The Settings tab shows sensor-specific settings that can be controlled in Vantage.

< ch-lab-arc-mac-1 ©o=

Summary  Synchronization  Settings  Healthlogs ~ Tags  Security control panel

TI/Al Content Updates

Enable the contents update (available from sensor version 22.60)

Tl local content management o

Manage Threat Intelligence content locally {available from sensor version 23.2.0)

Override the organization execution policy for Zone Configurations Organization default ~
Upstream connections can propagate zone configurations, which can result in conflict between them. Choose the appropriate policy for this sensor.

Override the organization execution policy for Alert Rules Organization default
Upstream connections can propagate alert rules, which can result in conflict between them. Choose the appropriate policy for this sensor.

Enable Smart Polling Organization default +
Enables Smart Polling for this sensor, overriding the same setting at the organization level

Figure 9. Settings tab

An example of the settings that are shown in this tab are updates for:
* Asset Intelligence (Al)
* Threat Intelligence (TI)

Health logs tab

The Health logs tab shows the health logs that the related sensor has generated.

< ch-lab-arc-mac-1 o=
Summary  Synchronization  Settings  Healthlogs Tags  Security control panel
1} columns J Refresh Live @
Time Info
v v
No Heslth logs avaible.
0to0ofo i< < Page0ofo > I

Figure 10. Health logs tab
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Delete a health log

The actions menu lets you delete a health log.

Procedure

1. In the top navigation bar, select Sensors.

(o
Note:
If you haven't added a sensor yet, Vantage opens the Make connections

page where you can add one. If you have previously added a sensor, all

the sensors that Vantage recognizes show.
N

2. Open the details page (on page 39) for the applicable sensor.
3. Select Health logs.
4. Choose a method to select one, or more, items.
Choose from:
o Select the top checkbox to select all the items in the current table view

o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose

5. Select Delete.

Warning: You are about to delete
1item

Result: A confirmation dialog shows.

6. Select Confirm.

Results
The health log(s) has (have) been deleted.

27
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Tags tab

The Tags tab lets you add tags to the related sensor.

< ch-lab-arc-mac-1 oo Actions v

Summar, y  Synchroniza tion  Settings  Healthlogs ~ Tags  Security control panel

Created at Tag Name

No Taggings available.

010000 1€ < Page0ofo > I

Figure 11. Tags tab

The Tags tab shows a table of all the sensors that have had tags added to them.

Add
This button lets you add a new tag (on page 29) to the related sensor.

Columns
The Columns button lets you select which of the available columns for the current
page will show.

Refresh

The Refresh Q icon lets you immediately refresh the current view.

Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.

Related information

Add a tag to a sensor (on page 29)

Delete a tag from a sensor (on page 30)
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Add a tag to a sensor

You can add tags to sensors. This lets you refine the permissions that you grant to
users.

About this task

You can add one or more tags to the selected sensor.

Procedure
1. Open the details page (on page 39) for the applicable sensor.
2. Select the Tags tab.
3. Select Add new.

Result: The Tag dropdown shows.

4. Open the dropdown and select the correct tag.

Note:

Only the tags that have been assigned for your organization show.

5. Select Create.

Result: The tag has been added to the related sensor.

Related information

Tags tab (on page 28)

Delete a tag from a sensor (on page 30)
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Delete a tag from a sensor

If a tag has been added to a sensor, you can delete it.

Procedure

1. In the top navigation bar, select Sensors.

(4 ™
Note:
If you haven't added a sensor yet, Vantage opens the Make connections
page where you can add one. If you have previously added a sensor, all

the sensors that Vantage recognizes show.
NS /

2. Open the details page (on page 39) for the applicable sensor.
3. Select Tags.
4. Double-click the applicable tag.

Result: The summary drawer shows.

5. Select Details.

Result: The details page for the related tag shows.

6. Select Actions > Delete.

Results
The tag has been deleted.

Related information

Tags tab (on page 28)

Add a tag to a sensor (on page 29)
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Security control panel tab

The Security control panel tab lets you add tags to the related sensor.

< ch-lab-arc-mac-1 @ Actions v

Summan: y Synchronization Settings Healthlogs  Tags  Security control panel

Security Profile
The Security Profile controls which alerts are created on Sensors.

Figure 12. Security control panel tab

The Security control panel tab lets you control which alerts are created on sensors. The
dropdown lets you select from these options:

* Low

* Medium

* High

e Paranoid

e Organization default
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Summary drawer

User Guide

When you double-click a sensor in the table, the summary drawer shows. This lets you

post a comment, or open the related details page.

© ovm

Fanless

Model ARC/WINDOWS
Software Arcv1.91

Name Domain

Comments

No comments yet

Leave a comment.

Figure 13. Summary drawer

Details button

You can select the Details button to open the details page for the related item.

Summary

The summary section shows a summary of applicable information for the related item.

Comments

This section lets you leave a comment, or read a comment that has been written, for

the related item.

vantage-user 2025-07-03
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Table interactions

Actions menu
Delete a sensor
You can use the actions menu to delete a sensor.

Procedure

1. In the top navigation bar, select Sensors.

(L ™
Note:
If you haven't added a sensor yet, Vantage opens the Make connections
page where you can add one. If you have previously added a sensor, all

the sensors that Vantage recognizes show.
N /

2. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

3. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:

o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose

4. Select Delete.

Warning: You are about to delete
1item

Result: A confirmation dialog shows.
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Results

The sensor(s) has (have) been deleted.

Reset a sensor token

The Actions menu lets you reset a sensor token.

Procedure
1. In the table, select the applicable sensor.

2. Select Actions > Reset Token.

Result: The message When you confirmto Reset Token, you need to
update the settings on your sensors or you will |ose connectivity

shows.

3. Select Confirm Reset Token.

Result: Vantage resets the token and displays its new value. Use this value to

configure the connection (on page 47) again.

(L ™
Note:
If Vantage loses contact with a sensor, resetting its token and

reconnecting the sensor can sometimes restore communication.

Note:

If a sensor is correctly coommunicating with Vantage, resetting the token

severs the connection. To reconnect the sensor, generate a new token and

configure the sensor the sensor (on page 47) again.
- /
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Renew a sensor license

You can use the actions menu to renew the license for one or more sensors.

Procedure

1. In the top navigation bar, select Sensors.

(L ™
Note:
If you haven't added a sensor yet, Vantage opens the Make connections
page where you can add one. If you have previously added a sensor, all

the sensors that Vantage recognizes show.
N /

2. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon
3. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose

4. Select Renew Licenses.

Warning: You are about to renew licenses
1item

Confirm Dismiss

Result: A confirmation dialog shows.

5. Select Confirm.

Results

The license(s) has (have) been renewed.
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Migrate a sensor to a different site

It is possible to migrate a sensor from one site to a different, or new, site.

Procedure

1. In the top navigation bar, select Sensors.

(L ™
Note:
If you haven't added a sensor yet, Vantage opens the Make connections
page where you can add one. If you have previously added a sensor, all

the sensors that Vantage recognizes show.
NS /

2. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

3. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose

4. Select Migrate Site.

Result: A dialog shows.
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5. Choose an option:

o Site selection o

Site Country

Mo Borwws To Shone

Continue

@ . n exist T Create a new site

Choose from:
o Choose an existing site
o Create a new site

6. If you chose Choose an existing site, do the steps below:

a. In the Site field, use the filter to select the site.

b. In the Country field, use the filter to select the country.

c. Select Continue.
Result: A dialog shows.

d. Go to step 8 (on page 38).

2 - Sensors
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7. If you chose Create a new site, do the steps below:
a. In the City field, enter the name of the city.

b. In the Country dropdown, select a country.

c. Select Create and select new Site.
Result: A dialog shows.

8. Select Confirm.

0 Site selection o Confirmation 0 Result

This operation is going to be performed in background and can
take a very long time
Are you sure you want 1o proceed?

Canfirm Cancel

Results

The site migration starts.

User Guide
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Open the details page

You can open a details page for individual sensors that are shown in the sensor page
table. You can open the details page with two different methods.

Procedure

1. In the top navigation bar, select Sensors.

o ™
Note:
If you haven't added a sensor yet, Vantage opens the Make connections
page where you can add one. If you have previously added a sensor, all
the sensors that Vantage recognizes show.
- J

2. Choose a method with which to open the details page. In the row for the

applicable sensor:

Choose from:
o In the Host column of the table, select the hyperlink.

o Double-click the row to open the summary drawer. In the top right section,
select Details.

Result: The details page (on page 22) opens.

Related information
Details page (on page 22)
Open the summary drawer

You can open a summary drawer for individual items that are shown in the related
table.

Procedure
In the table, double-click the row for the applicable item.

Result: The summary drawer (on page 32) opens.

Related information

Summary drawer (on page 32)
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Connect a sensor

Identify and copy the sensor ID

Before you can add a sensor to Vantage, you must first identify the sensor, and copy
the ID for use in other the procedures that follow.

About this task
g ™\

Note:

The identifier (ID) of a sensor is different from the machine universally unique

identifier (UUID). The machine UUID applies to the physical, or virtual, hardware

running the system. The sensor /D applies to the sensor's software.

Note:

In N2OS versions before 23.x, the sensor /D was called Appliance ID.

Note:

If your N2OS version is earlier than 21.0.0, please update your N2OS installation.

For more information, see the N2OS Release notes.

The sensor type and version will affect the steps that you need to do below.

Procedure
1. Determine the type of sensor that you want to connect:

Choose from:

o If your sensor uses N20OS, open the web Ul and navigate to Administration
> Synchronization settings.

o |If your sensor is Nozomi Arc, open the local configuration Ul and go to the
Status page.

2. Copy the applicable /ID:

Choose from:

o If your sensor uses N20OS version 23.x, select Copy next to the Sensor ID
field. Save the information to use in later steps.

o If your sensor uses N2OS version 22.x, select Copy next to the Appliance ID
field. Save the information to use in later steps.

o If your sensor is Nozomi Arc, copy the value in the Sensor ID field. Save the
information to use in later steps.

3. Add the sensor in Vantage. (on page 41)
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Add a sensor

Before you can use a sensor in Vantage, you must add it.

Before you begin
Before you can add a sensor, you must first Identify and copy the sensor ID (on page
40).

About this task
g ™\

Note:

You can only connect a sensor to one:

* Organization
e Site
e Network domain

- /

Procedure
1. Log in to Vantage.

2. In the top navigation bar, select Sensors.

- ™
Note:
If you haven't added a sensor yet, Vantage opens the Make connections

page where you can add one. If you have previously added a sensor, all

the sensors that Vantage recognizes show.

- J/

3. Select the Add new button.

Result: The Make connections page opens.

4. Select the product, and version, of the sensor that you want to connect to.

My sensor is: N20S Arc Guardian Air

5. The options that show will depend on the sensor that you chose in the previous
step.

6. Select an option:

Choose from:
o Select N20S and do the Add an N2OS sensor (on page 42) procedure
o Select Arc and do the Add an Arc sensor (on page 43) procedure

o Select Guardian Air and do the Add a Guardian Air sensor (on page 46)
procedure
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Add an N20OS sensor

Before you can use an N20OS sensor in Vantage, you must add it.

Before you begin
Do the Add a sensor (on page 41) procedure and choose the N20OS option.

Procedure

1. Paste the /D that you previously retrieved into the Sensor ID field.

Note:

Vantage does not support N2OS versions before 23.0.0.

2. Select Next.

Note:

The sensor ID must be valid, and not be the same as one that was

previously added in this Vantage console.

Result: Vantage validates the /D.

3. Select the correct site:

Choose from:

o Select the correct site and network domain from the list.

o To create a new site, enter the correct city and country for the sensor. Select
Continue.

Result: The host /D and sync token that Vantage will use to synchronize with the
sensor show.

4. ! Important:
Do not lose the URL or sync token. If you do, you will need to reset the

token (on page 56).

Copy the connection host URL and sync token, and paste them in a safe location.

5. Before you continue, you must configure the sensor (on page 47).
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Add an Arc sensor

Before you can use an Arc sensor in Vantage, you must add it.

Before you begin
Do the Add a sensor (on page 41) procedure and choose the Arc option.
Procedure
1. Select Configure Arc bundle.
Result: A dialog shows.
2. Do a check of the defaults settings.
3. Select an option:

Choose from:

o To accept the default settings, close the dialog and go to step 9 (on page
45)

o Alternatively, to modify the settings, go to step 4 (on page 44)

43



2 - Sensors User Guide

4. In the Execution time section, enter a value in seconds.

Configure Arc bundle X

The downloaded Arc bundle will include this configuration

@ Execution options

Execution time [s] (3}

150

Maximum disk space [MB] (3}

200
Sigma rules YARA rules
USB detections Node points
Discovery Smart Polling (&)

Local ARP table
Use static entries (1)
Log level

Info -

%) Traffic monitoring

Enable Enable continuous mode

Monitoring time [s] per notification

10

Max packets per notification

2000

Max used Memeory [MB]

32

Global BPF filter (3}

e.g. tcp dst port not 443

Restore default Reset

( Note: )

When this is set to O, the execution time is interpreted as infinite.
N\ J
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5. Enable/disable from these options:

o Sigma rules (Windows only)
YARA rules (Windows only)
USB detections (Windows only)
o Node points

o Discovery

° Smart Polling

Local ARP table

e}

(e}

o

6. From the Log level dropdown, select the verbosity level for the log files. Select
from:
o Debug
° Info
° Warning
o Error

7. If necessary, in the Traffic monitoring section, select from:

o Enable
o Enable continuous mode

a. In the Monitoring time [s] per notification field, enter a value in seconds.

b. In the Max packets per notification field, enter a value.
c. In the Max used Memory [MB] field, enter a value.

8. Select Save.

9. Download the applicable bundle.

Make connections

Connect a deployed CMC, Guardian, Guardian Air or Arc sensor, and work with their data right here in Vantage.

My sensor is N20s Arc Guardian Air

Download the correct Arc bundle for your Operating System and Architecture.
1. Customize the configuration inside the bundle (optional)
Configure Arc bundle

2. Download the desired bundle for:

You'll need a Sensor |D to continue.

Sensor 1D

10. Before you continue, you must configure the sensor (on page 47).
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Add a Guardian Air sensor
Before you can use a Guardian Air sensor in Vantage, you must add it.

Before you begin
Make sure that:

* The LED status indicator on the Guardian Air sensor is flashing green
* You have completed the Add a sensor (on page 41) procedure and you chose the

Guardian Air option
Procedure
1. After you select Guardian Air, a Use camera? dialog shows.
2. Choose a method to connect the Guardian Air sensor (sensor).

Choose from:

o To scan the QR code, select Allow and go to step 3 (on page 46)
o To enter the code manually, Select Deny, and go to step 4 (on page 46)

Note:

The exact labels can change depending on which browser you use.

w

. Scan the QR code of the sensor.

N

. In the Serial Number field, enter the serial number of the sensor.
You will find the serial number in the Quick Start Guide, and on the bottom of the

sensor.
5. Select Next.
6. Select Site.
7. Select Next.
8. Select Network Domain.
9. Select Next.
10. Wait for the sensor to be added.
Once the sensor has been added, it will show on the Sensors page.

11. Before you continue, you must configure the sensor (on page 47).
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Configure a sensor

After you have added a sensor, you must configure it before you can complete the
connection of the sensor.

Before you begin
Before you configure the sensor, add the sensor in Vantage (on page 41).

About this task
Once you have added the sensor in Vantage (on page 41), you must configure it.

Procedure

1.
2.

N Oy U W

Log in to the sensor that you want to connect to Vantage.

In the Ul of the sensor, go to the configuration page. If you want to connect a

Central Management Console (CMC), or Guardian, go to @ > Synchronization

settings.

. In Upstream Connection, select On to activate the connection.

. In the Host field, paste the URL that you copied in Vantage.

. In the Sync token field, paste the sync token that you copied in Vantage.
. Optionally, enter a description of the Vantage connection and site.

. If the sensor, is already connected in another system, replace the Host and Sync

token values with those you copied from Vantage.

8. Select Check connection.

9. When a successful connection is confirmed, select Save in the top right corner of

10.

the page.

(L ™
Note:
Consider the flow of data when you connect a CMC to Vantage.
Depending on your implementation, there might be no advantage in
doing this. It might be preferable to connect your Guardians directly to

Vantage.
- J

Complete the connection of the sensor (on page 54).
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Arc sensor configuration

A description of the configuration settings for an Arc sensor.

User Guide

Configure Arc bundle

The downloaded Arc bundle will include this configuration

@ Execution options

Execution time [s] (&}

150

Maximum disk space [MB] (3}

200

Sigma rules
USB detections
Discovery
Local ARP table

Use static entries ()
Log level

Info

%) Traffic monitoring

Enable

Monitoring time [s] per notification

10

Max packets per notification

2000

Max used Memeory [MB]
32

Global BPF filter (3}

YARA rules
Node points

Smart Polling (&)

Enable continuous mode

Restore default

Reset

Figure 14. Configuration settings

Execution time
This field lets you set the time that Arc will run to collect data. This is applicable for
One-shot and Offline modes.

Note:
When this is set to O, the execution time is interpreted as infinite.
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Maximum disk space
This field lets you control the maximum amount of disk space in that will be used for
Offline mode.

Sigma rules (Windows only)
This lets you enable/disable Sigma rules for local behavior analysis.

YARA rules (Windows only)

This lets you enable/disable YARA rules. YARA rules are applied to every newly-detected
non-signed on the host machine's file system.

USB detections (Windows only)
This lets you enable/disable detections.

Node points
This lets you enable/disable the production of node points.

Discovery
When enabled, this sends out unsolicited lightweight network announcements to
discover neighboring nodes.

Discovery uses lightweight protocol-specific broadcast messages to identify network
devices. These messages trigger a response from the devices, which includes identity
information. The process is repeated at predefined intervals. At each interval, the sensor
will identify the suitable network interfaces and send broadcast messages through
them to discover devices on each subnetwork connected to the sensor.

Smart Polling

This lets you enable/disable the execution of Smart Polling strategies from Arc. When
enabled, this sends out Smart Polling queries following remote requests coming from
Guardian to poll assets that Arc can reach, or assets that have been identified with
Discovery.

Note:

Smart Polling requires that a Smart Polling license is enabled upstream.

To force Smart Polling from a specific Arc sensor, even when Guardian was the first to
monitor a node, you can use a command-line interface (CLI) commmand such as: vi
node 192.168.1.1 capture_devi ce arc[le6al74c] Inthisexample, 192.168.1.1is
an internet protocol (IP) address of a node you want to poll from a specific Arc sensor.
le6al74c are the first eight characters of the Arc sensor /D that you want to poll the
node with. To find that sensor /D, you can select the Arc sensor from the Sensors page
of your Guardian and read the ID field in the right pane. To reset the behavior, you can
set the capt ur e_devi ce back to the value of the Guardian interface.

Local ARP table

This lets you enable/disable the ability to use the local table to confirm media access
control (MAC) addresses. The Use static entries checkbox lets you enable/disable the
use of static entries in the table. Static entries are user-defined. You should only use
them if they can be trusted.
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Log level
This dropdown lets you select the verbosity level for the log files. The options are:

* Debug

* Info

* Warning
e Error

The logging system options have an increasing level of verbosity, from the least verbose
to the most verbose. Error < Warning < Info < Debug.
* Error: Creates a minimalistic log, only unexpected errors are logged
* Warning: Creates extra errors that might show on some operating system (OS)s,
but that are generally considered as acceptable
* Info: Logs relevant successful events, it shows the program'’s progress
(recommended)
* Debug: Logs extra events that are normally useful for debugging purposes. Given
its verbosity it is best to activate it only when debugging activities are involved

Enable
This checkbox lets you enable/disable traffic monitoring.

Enable continuous mode
This checkbox lets you enable/disable continuous mode. For more details, see
Continuous mode.

Arc uses two different methods for traffic monitoring:

* Intermittent mode
e Continuous mode

Intermittent mode
This is the default mode, the traffic is monitored, or sniffed, for a duration of 10 seconds
at each notify. The purpose of this limitation is to preserve the resources of the host
machine, which prevents excessive memory, or , spikes. You can configure these
options:
¢ Monitoring time [s] per notification
* Max packets per notification
* Max used Memory (MB): this value can be tuned to allow more or less traffic
buffering in case the traffic to process exceeds the Arc and network capacity to
send it out

Continuous mode

This mode sniffs traffic continuously from the host's network interface controllers.
Depending on the amount of sniffed traffic, continuous mode might utilize more and
memory on the host. As the traffic is processed upstream, the performance of the
remote endpoint is also affected. You can configure:

* Max used Memory (MB): this value can be tuned to allow more or less traffic
buffering in case the traffic to process exceeds the Arc and network capacity to
send it out
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Network interface
This dropdown lets you select a network interface to configure. Each network interface
can then be enabled, and be tuned with a monitoring filter.

If you add, remove, or edit the network interfaces on the host, Arc does not
automatically add it to the list of sniffing interfaces. For example, if you add a new
network card, to enable Arc to use it, you should stop Arc, and then start it again.
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Configure an Arc sensor

It is possible to configure an individual Arc sensor directly from the Sensors details
page for the related sensor.

Before you begin
Do the Add a sensor (on page 41) procedure and choose the Arc option.

About this task
This procedure shows you how to configure an individual Arc sensor. If you want to
configure multiple Arc sensors at the same time, you can select multiple sensors in the

table, and select the actions menu and Configure Arc Sensor.

Procedure

1. In the top navigation bar, select Sensors.

- N
Note:
If you haven't added a sensor yet, Vantage opens the Make connections
page where you can add one. If you have previously added a sensor, all

the sensors that Vantage recognizes show.
. /

2. Open the details page (on page 39).
3. In the top right section, select Actions > Configure Arc Sensor.

Result: A dialog shows.
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4. Choose the applicable options.

2 - Sensors

Configure Arc bundle

The downloaded Arc bundle will include this configuration

@ Execution options

Execution time [s] (3}

150

Maximum disk space [MB] (3}

200

Sigma rules
USB detections
Discovery
Local ARP table

Use static entries (1)
Log level

Infa

%) Traffic monitoring

Enable

Monitoring time [s] per notification

10

Max packets per notification

2000

Max used Memory [MB]

32

Global BPF filter (3}

e.g. tcp dst port not 443

YARA rules
Node points

Smart Polling (&)

Enable continuous mode

Restore default

Reset

5. Select Save.

Results

The Arc sensor has been configured.
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Complete the connection of a sensor

After you have configured a sensor, you must complete the connection of the sensor.

Before you begin
Before you complete the connection procedure to add a sensor (on page 41), make sure
that you have configured the sensor (on page 47).
Procedure
1. In Vantage, go back to the Make connections page.

2. Select Continue.

Result: Vantage shows a message with the /D of the sensor that you are

connecting, and a timer shows as Vantage waits for traffic from the sensor.

Note:

When the message Sensor attached successful |y shows,

communication between the sensor and Vantage has been established.

3. If the Continue button does not show, the sensor might not be sending traffic.
Reboot the sensor. If the Continue button still does not show, go to Sensor will
not connect (on page 57).

4. Verify the connection of a sensor (on page 55).
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Verify the connection of a sensor

After you have completed the connection of a sensor, you must verify the connection
of the sensor.

Procedure

1. In the top navigation bar, select Sensors.

Note:
If you haven't added a sensor yet, Vantage opens the Make connections

page where you can add one. If you have previously added a sensor, all

the sensors that Vantage recognizes show.

s )

- /

2. In the table, find and select the applicable sensor.

3. Double-click the sensor to view its details.

Note:
Details such as the current risk score and the time of the last sync with

Vantage will show. You can also leave a comment for other users.

s )

Note:
If the applicable sensor does not show in the table, it might not have been
successfully added. You can try to connect the sensor again. If Vantage

shows an error message, it might be a display problem. Refreshing the

browser might solve the problem.

Note:
When the connection to a sensor is incomplete, Vantage will show n. a.

instead of the correct values.

4. If you continue to have problems, go to Sensor will not connect (on page 57).
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Reset a sensor token
If you lose a sensor's token, it is possible to reset it.

About this task

Resetting a sensor's token lets you create a new token in cases where the sensor isn't
sending traffic to Vantage. For example, if you are trying to complete a connection to a
new sensor, and misplaced its token, you can reset the token and use the new value.

Procedure

1. In the top navigation bar, select Sensors.

(L ™
Note:
If you haven't added a sensor yet, Vantage opens the Make connections
page where you can add one. If you have previously added a sensor, all

the sensors that Vantage recognizes show.
- /

2. In the table, find the applicable sensor.
3. Select the sensor to view its details.
4. Select Actions > Reset Token.
Result: The message When you confirmto Reset Token, you need to

update the settings on your sensors or you will |ose connectivity

shows.

5. Select Confirm Reset Token.

Result: Vantage resets the token and displays its new value. Use this value to

configure the connection (on page 47) again.

(L N
Note:
If Vantage loses contact with a sensor, resetting its token and

reconnecting the sensor can sometimes restore communication.

Note:

If a sensor is correctly communicating with Vantage, resetting the token

severs the connection. To reconnect the sensor, generate a new token and

configure the sensor the sensor (on page 47) again.
- /
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Troubleshooting
Sensor will not connect
Condition

Vantage does not receive traffic from a sensor.

Procedure

1. Log in to the sensor.

2. Reboot the sensor.

Procedure
1. Reset

the token (on page 56).

2. Connect the sensor to Vantage.

~

N

Note:
When you reset the token, the connection between Vantage and the
sensor is broken. You will need to connect the sensor again before it

can send traffic to Vantage.

Procedure

1. Delete the sensor from Vantage (on page 33).

2. Add the sensor to Vantage again. (on page 41)
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Chapter 3. Alerts

3 - Alerts
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The Alerts page displays system-generated notifications about potential issues.

VANTAGE LICENSEE Nozomi Networks Acme  DATA LOCATION Europe.

Q‘!F’;,NOZOMI =

Alerts Overview  Detailed list

Figure 15. Alerts page

The Alerts page has these tabs:

* Overview (on page 62)
* Detailed list (on page 64)

3 - Alerts
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Ov

erview

User Guide

The Overview page provides insights into security alerts, risk levels, and alert trends.

in the last 240

Alerts Trend

10102 iz 24f02 303

MITRE ATT&CK: Techniques for ICS

No data available.

Risk Range: Lo

Alerts
Time Range: Tw 1m 1q 1y Al
Alerts
5.93K
Closed Acknowledged
1 2

New Recent
316 1.70K

in the last week

You received 308 new Alerts in the last day.

*—@ Hian

Compromised Assets.

No data available.

Open Alerts
Name Alerts %
Packetrule match 344K 581% e

Suspicious Activity 248K 418% e

Anomalous packets 9 02% I

Alert Protocols

Alert Sources
Asset

DeLL Power Series
17226711
17216711
17216711
17216711

1721757206

Open Threats

No data available.

Zones Raising Alerts

Zone

Undefined

Alerts %
V8K 19.9% ewm—"
107K 181 em—
103K 1747 mmm—

101K 17.0% emm—

997 16.8% emm—

128 22%

Alerts %

593K 100.. emm—

Overview Detailed list

Alert Destinations.

Asset Alerts %
10.64.20.9 92 33% em—
192168103221 86 319 com—
192168103221 85 3.0% cm—
192168103221 82 29% emm—
192168103221 82 2.9% eom—

10.64.20.9 79 2.8% em—

Alerts Site Distribution

Mendrisio

Alerts Risk Distribution

Time Range
Allows users to filter alerts based on different time periods, such as:

* Tw (week)
* Im (month)
* 1g (quarter)

* ly (year)
e All

Risk Range
You can adjust the slider to filter alerts based on severity, from low to high.

Alerts

Shows the total number of security alerts, in these categories:

Compromised Assets

e Closed

* Acknowledged
* New

* Recent

Figure 16. Overview page

Lists assets that have been flagged as compromised based on detected threats.
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Alert Sources
Lists the origin of alerts, including affected devices and IP addresses.

Alert Protocols
Lists the types of network protocols associated with the detected alerts.

Alerts Trend
Shows a graphical representation of alerts over time, helping users analyze security
trends.

Open Alerts
Lists a breakdown of open alerts by category.

Open Threats
Lists active security threats detected within the system.

Alerts Site Distribution
Shows the distribution of alerts by site or geographical region.

MITRE ATT&CK: Techniques for ICS
Provides security threat analysis using the MITRE ATT&CK framework, specifically for
industrial control systems (ICS).

Alert Protocols
Shows the network protocols associated with detected alerts.

Zones Raising Alerts
Shows which network zones are generating security alerts and their respective alert
counts.

Alerts Risk Distribution
Shows the severity of alerts using a risk distribution graph.
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Detailed list

The Detailed list page shows all the alerts notifications that your sensors pass to
Vantage related to security incidents in your network. This page lets you learn about
the alerts, edit their values and post comments.

Alerts Overview  Detailed list
site (1) Acknowledged (1) Status (1) Name (16) Risk (9) Protocol (12)
Mendrisio (4123) false (4115) open (4123) Weak encryption (1727) 6.0 1796) https (1727)

Packet rule match (937) 9.0 (1709) other (1725)

Suspicious Activity (933) 7.0 (324) http (246)

Network Scan (280) 1.0 (140) dns (107)

k»xp;'vdn. R
7 Time groups I columns (JRefresh | Live @
o & Time v Name Description Risk Source Destination Protocol
2025-02-2714:00 v v v v v v

o 14:5125 B3 suspicious Activity Suspicious activity betw -— 17219.86.27 = 1722176142 na.
o 14:51:01 Packet rule match A suspicious packet was N 17236711 192168103221 other
o 14:51:00 Packet rule match A suspicious packet was O 1723671 192168103221 other
0 145100 Packet rule match Asuspicious packet was  Com— 1721671 192168103221 other
0 145010 D suspicious Activity  Suspicious activity betw:  eT— 1721757206 172182532 http
0 1414956 B suspicious Activity Suspicious activity betw: — 1727671 192168103221 other
0 14:49:45 B suspicious Activiy Suspicious activity betw: -— 172304217 m= 15822814632 na.
o 14:49:34 E) suspicious Activity Suspicious activity betw: — 17217.57.206 17218.48.31 http
o 14:49:34 B3 susicious Activity Suspicious activity betw: — 10.41.43187 17218.48.31 http
o 14:49:33 B3 suspicious Activity Suspicious activity betw: — 17217.57.206 17218.48.31 http
o 14:49:33 B3 suspicious Activity Suspicious activity betw: — 17217.57.206 17218.48.31 http
0 144833 D suspicious Activity  Suspicious activity betw:  exT—— 1721757206 1721816229 http
0 144814 B3 suspicious Activity  Suspicious activity betw. e 1723023200 17216.62.49 na
o 14:4718 B suspicious Activiy Suspicious activity betw: - 17216.40150 ™ 199.231.85.124 na.
0 1414656 B3 suspicious Activity Suspicious activity betw: —— 17217.57.206 17218.206.33 http
0 144655 Suspicious Activity Suspicious activity betw: — 10.41.43187 1721820633 http

Figure 17. Detailed list page

Site
This shows a list of all the sites in the current table view.

Acknowledged
This shows a list of all the appliance types in the current table view.

Status
This shows a list of the different statuses that are applicable for the alerts in the current
table view.

Name
This shows a list of the different names that are applicable for the alerts in the current
table view.

Risk
This shows a list of the different risk levels that are applicable for the alerts in the
current table view.

Protocol
This shows a list of the different protocols that are applicable for the alerts in the
current table view.
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Time groups

The Time groups button displays a throughput view of the data over a given time
period.

Columns

The Columns button lets you select which of the available columns for the current
page will show.
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Details page

The details page shows a set of fields which are applicable to the related type of alerts.

< PUA domain o=

What Happened? Suggested Solution

i xec, This domain = knawn

Actor details

nnnnn

uuuuu

Additional details

talse

]
)

Figure 18. Details page

Actions dropdown
This dropdown gives you access to these actions:
* Acknowledge
* Unacknowledge
* Close
* Create Alert Rule For This Alert
e Alert Trace

Summary
The summary section shows:
* What happened
* The possible cause of the alert
* The suggested solution for the alert
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Actor details

The Actor details section shows information about the:
* Source: Details about where the activity was initiated
¢ Communication: The communication protocols detected
e Destination: Details about the targeted asset

Map
A map view that shows both the source and the destination of the alert to show it in a
real-world context.

Playbook

If applicable, a playbook will be created from a template that has been defined by an
administrator. The template guides you on how to best respond to the alert. You can
edit an alert's playbook to collaborate with your colleagues and record the progress in
resolving the alert.

Additional details
This section gives more context about the reported activity. Vantage displays the
relevant details for this specific type of alert, and other fields are marked n. a.

MITRE ATT&CK for ICS Techniques Detection
This section shows when Vantage is able to provide information about the technique
and attack tactics as defined in the MITRE ATT&CK Framework.

Timeline of events
This section shows all events that are related to this alert.

Comments
This section lets you add, or read, comments about this alert.

Related information

Open the details page (on page 80)
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Summary drawer

User Guide

When you double-click an alert in the table, the summary drawer shows. This lets you

post a comment, or open the related details page.

Details button
You can select the Details button to open the details page for the related item.

Summary

@eanas Details

PUA domain

Time 16:21:25

Name PUA domain

The suspicious domain pool.minexmr.com has.

Description been requested. This domain is known to be
related with Monero cryptominer.

Risk §
Source 172.30131.238
Destination 8.8.8.8

Protocol dns.

Comments

No comments yet

Leave a comment

Figure 19. Summary drawer

The summary section shows a summary of applicable information for the related item.

Comments

This section lets you leave a comment, or read a comment that has been written, for

the related item.

Related information

Open the summary drawer (on page 80)
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Table interactions

Actions menu

Acknowledge an alert
The actions menu lets you acknowledge one or more alerts.

Procedure

1. In the top navigation bar, select Alerts.

2. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:

o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose

3. Select the **® icon to open the actions menu.

4. Select Acknowledge.

Result: A dialog shows.
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5. Select Confirm to acknowledge the alert(s).

Warning: You are about to acknowledge
1item

Result: A dialog shows.

6. Select Close.

Alert marked as: acknowledged

Close

Results
The alert has been acknowledged.

User Guide
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Unacknowledge an alert

The actions menu lets you unacknowledge an alert that has previously been
acknowledged.

Procedure
1. In the top navigation bar, select Alerts.
2. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose
3. Select the **® icon to open the actions menu.

4. Select Uncknowledge.

Result: A dialog shows.

5. Select Confirm to unacknowledge the alert(s).

Warning: You are about to unacknowledge
1item

Result: A dialog shows.

6. Select Close.

Alert marked as: unacknowledged

Close
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Results

The alert has been unacknowledged.
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Close an alert

The actions menu lets you close an alert.

Procedure
1. In the top navigation bar, select Alerts.
2. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose
3. Select the **® icon to open the actions menu.

4. Select Close.

Result: A dialog shows.
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5. Open the Reason dropdown, and select a reason.

1item

Warning: You are about to close

Reason -
Canfirm Disrmiss
6. Select Confirm.
Waming: You are about to close
1item
Close as Securnty Incident -
M inCrdents/alerts will b generated iIf 3 samular event happens »gan

User Guide
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Results

The alert(s) has (have) been closed.

3 - Alerts
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Create an alert rule

User Guide

The actions menu lets you create an alert rule from an alert. You can mute alerts

permanently, or temporarily until a date that you specify.

Procedure

1. In the top navigation bar, select Alerts.

2. If you use the **®icon in the table, choose a method to select one, or more, items.

Choose from:

o Select the top checkbox to select all the items in the current table view

o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose

3. Select the **® icon to open the actions menu.

4. Select Create Alert Rule From This Alert.

Result: The Create Alert Rule page opens.

5. Configure the alert rule as necessary.

Create Alert Rule
On Matching Conditions

e m

S 565,50 98

MR
OO0 Aad

OO eRab A3 00

With Scope

Take Action

ute forewver

Priority

Motes

@ @& @

@ & @

Canenl .

6. Select Create to create the alert rule.
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Results

The alert rule has been created.

3 - Alerts
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Trace an alert
The action menu lets you download a trace file for a specific alert.

Procedure

1. In the top navigation bar, select Alerts.

2. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:

o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
° Select the checkbox for the item that you want to choose

3. Select the **® icon to open the actions menu.
4. Select Alert Trace.

Result: A dialog shows.

5. Select Confirm to create the alert rule.

You are about to request the trace for this Alert

Result: A dialog shows.

6. Select Close.

AN

-~ -
- -~
I\

Alert Trace has been requested

Close
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Results

The alert trace has been requested.

3 - Alerts
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Open the details page

You can open a details page for individual alerts that are shown in the alert page
table. You can open the details page with two different methods.
Procedure

1. In the top navigation bar, select Alerts.

2. Choose a method with which to open the details page. In the row for the
applicable alert:

Choose from:

° In the Name column of the table, select the hyperlink.

o Double-click the row to open the summary drawer. In the top right section,
select Details.

Result: The details page (on page 66) opens.

Related information

Details page (on page 66)

Open the summary drawer

You can open a summary drawer for individual alerts that are shown in the alerts
page table.

Procedure

1. In the top navigation bar, select Alerts.

2. In the table, double-click the row for the applicable alert.

Result: The summary drawer (on page 68) opens.

Related information

Summary drawer (on page 68)

User Guide
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The Assets page shows all the physical components and systems that Vantage
has detected through your sensors. Composed of one or more nodes, assets are the
fundamental resources that Vantage protects.

VANTAGE LICENSEE Nozomi Networks Acme  DATA LOCATION Europe

pNozom = [y

Overview Detailed list

Assets

Figure 20. Assets page

The Assets page has these tabs:

* Overview (on page 84)
* Detailed list (on page 86)
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Overview

The Overview page provides a high-level summary of assets that Vantage has
detected. This information includes their types, vendors, operating systems, firmware
versions, protocols, and risk levels, along with graphical insights into their distribution
across zones, sites, and lifecycles.

84
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Figure 21. Overview page

The Overview page shows tiles that each show a different summarized view of different
types of information. The tiles have hyperlinks that let you view the information in more
detail. The tiles either show a graphical summary, or they show the:

* Related category
* Assets (the total number of assets that match the applicable category)
* % (this type of asset as a percentage of total assets)

Overview
This shows a high-level overview of all your assets. The tiles shows the:

e Total number of assets

* Type of asset

* Number of assets that are Active

* Number of assets that show as High Risk

Types
This shows a list of the type of assets, and the related information.

User Guide
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Vendors
This shows a list of the vendors of the assets, and the related information.

oS
This shows a list of the different OSs of the assets, and the related information.

Firmware Versions
This shows a list of the firmware versions for the assets, and the related information.

Protocols
This shows a list of the protocols that the assets use, and the related information.

Zone Distribution
This shows how the assets are distributed within zones, and the related information.

Site Distribution
This shows a donut chart that shows where the assets are distributed across sites.

Lifecycles
This shows lifecycle information about the assets.

High Risk Types
This shows a list of assets that are high risk types, in descending order, and the related
information.

High Risk Vendors

This shows a list of assets that are from high risk vendors, in descending order, and the
related information.

Risk Distribution
This shows a bar chart view of the risk as distributed across the different assets.
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Detailed list

The Detailed list page shows a comprehensive table view of all assets that Vantage
has detected. This information includes details about their sites, types, vendors,
operating systems, and firmware versions.

VANTAGE DATA LOCATION Europs

QrNozoM =

Assets Overview Detailed list
site (1) Type (21) Vendor (24) Os or firmware (24)
Mendrisio (38320) IT device (16842) VMware (2225) 105 (520)
Other (15130) Apple (733) Android (383)
Computer (3462) Cisco (680) Windows 7 (235)
Mobile phone (1055) Canon (286) macOs (166)
Printer scanner (387) Samsuna (274) Windows 7 SP1 / Server 2008 R2 SP1 (60)
Expand v/
I columns. (J Refresh Live @
B Lastactivity time Name P Type Vendor Product name Os or firmware
202411271051 v v v v v v
0 104614 17216153 17216153 @ other na. na na.
0 104614 17222046 17222046 &) device na. na na.
o 104613 APPWTOLcity.dallastx.cc 17216111 $§ controller rmows Tridium Jace Series Building Con na.
0 104613 17216.44.239 17216.44.239 @ other na. na. na.
o 104612 172.30128.39 1723012839 @ other na. na na.
o 1046M 17216.4457 17216 44157 @ other na. na. na.
o 104eM 172.22.0142 172220142 By 1T device na. na. na.
o 104610 172.30.68.61 172306861 B computer na na na
0 1014608 172302737 172302737 By 1T device na. na. na.
o 104608 1721612171 1721612171 @ other na. na na.
0 104608 172.30.27.30 172302730 @ other na. na na.
0 104607 172.221044 172221144 B T device na. na na.
0 104607 10.65.34.20 10653420 @ other na. na. na.
0 104606 Virtual Machine 172164538 B computer vmiars VMware Virtual Machine na.
0 104605 17216.44.207 1721644207 @ other na. na. na.
o 104601 10.64.9.29 1064929 @ other na. na. na.
0 104558 172.22.015 17222015 By 1T device na. na na.
0 1014557 17216128147 17216128147 B imdevice na. na. na.
0 104554 1721812144 1721812144 By 1T device na. na na.
0 10u4ss3 172161279 172161279 & computer na. na fruee: Windows 7
0 104549 1723012133 1723012133 B 1T device na. na na.
0 104548 1721916.46 172191646 @ other na. na. na.
1t025 of more KK < Pagelofmore >

Figure 22. Detailed list page

Site
This shows a list of all the sites for the applicable assets in the current table view.

Type
This shows a list of all the types for all the assets in the current in the current table view.

Vendor
This shows a list of the different vendors that are applicable for the alerts in the current
table view.

OS or firmware
This shows a list of the different OS or firmware that are applicable for the alerts in the
current table view.

Columns
The Columns button lets you select which of the available columns for the current
page will show.
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Refresh
The Refresh Q icon lets you immediately refresh the current view.
Live

The Live @ toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Details page

User Guide

The details page shows a set of fields which are applicable to the related type of asset.

VANTAGE LICENSEE Nozomi Networks Acme  DATA LOCATION Europe.
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< iPhone O 2 ©06 6
— Phone, an Apple Smartphone Type ) Mobiephone & 1P 128 17ENS
) Vendor & Aople O Macaddress 703693304 28
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Serial number na Lifecycle na
os i0s 105 () Endofsale date
Firmware version na End of support date
Summary  Risk Processes  Users  Nodes Links ~ Sessions  Variables  Vulnerabilities CPEs Software  Alerts  Tags  Sensors
Telement  lelement 96 racent 2894clements 2 clements. 1 element
Overall risk Risk remediations
No remediation is currently available.
Communication Risk
naw
Vulnerabilities Risk
ne%
Al Analysis
2%
Device Risk
2%
Lest uodated
Network stats Asset activity
Typical hours Peak hours Avg. usage time
Retransmission Links 20:00-15:00 20:00-08:00 24 hours
o102 R
24% 1 e @
03j02
on y 0102
0.0 Bin last 30 active si0:
o502
07102
Received sent First seen Last seen S s
m63GB 4308 20231010 107511610 06150611 MR
Additional information
Roles sher Protocols hitps
Zones Undefined  Capture device v

Figure 23. Details page

Actions dropdown
This dropdown gives you access to these actions:

* Delete (on page 108)
* Export (on page 109) (bulk option only)
* Create Asset Rule From This Asset (on page 111)

Tabs

The details page has these tabs:
* Summary tab (on page 90)
* Risk tab (on page 91)
* Processes tab (on page 93)
* Users tab (on page 94)
* Nodes tab (on page 95)
* Links tab (on page 96)
* Sessions tab (on page 97)
* Variables tab (on page 98)
* Vulnerabilities tab (on page 99)
* CPEs tab (on page 100)
* Software tab (on page 101)
* Alerts tab (on page 102)
* Tags tab (on page 103)
* Sensors tab (on page 106)
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Related information

Open the details page (on page 112)

4 - Assets
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Summary tab

The Summary tab shows an overview of the details for the asset.

Communications graph

First seen
2024-06-25 10:44:45.466.

Properties

ssdpfupnp_product
Cling

Last seen
2024-07-08 111544070

other | Prot:

Undefineq  Capture device

239.255.255.250

hhhhhhhhhhhhhhhh

ssdpfssdp location
htpi

np/deyi436045
i iTBS63ea/desc

ssdpfupnp_product_version

186715500000 2
4574 3551 G

wland

User Guide

Network stats
This section shows different network statistics for the asset.

Properties
This section shows properties for the asset.

Figure 24. Summary tab

Hardware components
If applicable, Vantage shows a list of the asset's hardware components.

Communications graph
This section shows the same links as shown in the Links tab (on page 96) for this

asset.

Comments
This section lets you write a comment for the asset. It also shows comments that have

been previously written.
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Risk tab

The Risk tab shows an overview of the risk assessment for the asset.

Risk

Overall Risk (0

Asset Criticality

Vulnerabilities Risk (D

o

‘Communication Risk (0

Low criticality Device Analysis

® Open Vulnerabilities: No known Vulnerabilities
@ critical Vulnerabilities: No kn

Explltable Vunerabittes:

Risk Formula

No vulnerable pattern

Alerts Risk (0

Device Risk (O

Value x  Weight

Compensating Control

@ Open Alerts: No unacknowledged Alerts
@ High-risk Alerts: No high-risk Alerts

= Contribution

® Vulnerabilities Risk 4 025 00
® Alerts Risk o 025 00
® communication Risk 0 025 00
® Device Risk 10 0.25 25
Risk Sum 25
® Asset Criticality o 1.00 00
@ Al Analysis 0 1.00 0.0
Total Risk 25

Risk Mitigation 0.00
Device Risk P
000% - Overall Risk round (25 (1-000) (2]

Last updated: 08 40:44
Asset Criticality Al Analysis () Risk Mitigation (0

No mitigation

) Suboptimal management: No suboplimal management Alerts

4 - Assets

o

.|um © Uifecyele: No lfcycle nformation avalable

Figure 25. Risk tab

Overall Risk
This section displays the calculated overall risk score for the asset. It is visually
represented with a risk level indicator.

Risk Formula
This section details the formula used to compute the overall risk score. It includes
components such as:

* Vulnerabilities Risk: Risk derived from identified vulnerabilities.

* Alerts Risk: Risk due to unacknowledged or high-risk alerts.

* Communication Risk: Risk based on network activity and exposure.
* Device Risk: Risk based on the device's characteristics and lifecycle.

Asset Criticality
Indicates the criticality level of the asset in the network.

Al Analysis
Shows Al-driven insights into the risk posture of the asset.

Risk Mitigation
Displays all compensating controls applied to mitigate risk.

Vulnerabilities Risk
Summarizes detected vulnerabilities, categorized as:

* Open Vulnerabilities
 Critical Vulnerabilities
* Exploitable Vulnerabilities

91



4-

92

Assets

Alerts Risk
Lists active security alerts impacting the asset.

Communication Risk
Analyzes network activity, including:

* Internet exposure
* Use of unsafe protocols
* Communication with unsafe countries

Device Risk

Assesses risk based on device attributes, such as:

* Technology category
* Connection type
* Lifecycle status

User Guide
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Processes tab

The Processes tab shows all the processes that Vantage has detected for this asset.

Processes

No information available yet.

On compatible Assets, install Arc or use Smart Polling to gather this information.

Figure 26. Processes tab

Columns

The Columns button lets you select which of the available columns for the current
page will show.

Refresh
The Refresh D icon lets you immediately refresh the current view.
Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Assets User Guide

Users tab

The Users tab shows all the users that Vantage has detected for this asset.

Users

Users

No information available yet

On compatible Assets, install Arc or use Smart Polling to gather this information.

Figure 27. Users tab

Columns

The Columns button lets you select which of the available columns for the current
page will show.

Refresh
The Refresh D icon lets you immediately refresh the current view.
Live

The Live LI toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.



User Guide 4 - Assets

Nodes tab

The Nodes tab shows all the nodes that Vantage has detected. Nodes are individual
actors in the network communication. Assets have of one, or more, nodes. A

node could be a device, such as a computer, a remote terminal unit (RTU), or a
programmable logic controller (PLC). The protocols that a node uses can provide
insights about its asset.

Nodes

Telement

1M columns (9 Refresh Live @
=] Last activity time ¥ Label P Mac address Protocols Site Name Networl
v v v v v v

o 1:08:37 C9CNW9IM7Y1-MacBook 10.41132.193 ¢8:89:f3:b9:13:d2 dns, dropbox-Isp, http Mendrisio nozomil

Columns
The Columns button lets you select which of the available columns for the current
page will show.

Refresh

The Refresh Q icon lets you immediately refresh the current view.

Live
The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Links tab

The Links tab shows all the links that Vantage has detected. Links are the connections
between the asset and other physical systems.

Links
1805 elements
I columns. (5 Refresh Live @
[m} =] Last activity time From To Protocol Transport protocols First activity time It
v v v v v v
[m] o mi324 10.41132.193 1041811224 hitps tp 085614, i
(m} o m323 1041132193 13331876 https tep 2024-06-27 14:09.05 fi
(m} o M8 1041132193 521231454 hitps tp 2024-07-0109:29:59 fi
(m} om0 10.41132.193 521M22714 https tp 2024-06-27 1237:07 i
[m} o mi3os 1041132193 34107180209 hitps tep 0920:50 fi
(m} o m2s 1041132193 5420023077 hitps tp 09:34:51 i
[m] o 246 1041132193 527121005 https tep 1100550 f
(m} o M007 1041132193 37413741 hitps tcp 1:08:07 fi
(m] o 11006 1041132193 dropbox-lsp udp 2024-07-03 11352 t
(m] o T0843 1041132193 390158208 https tcp 2024-0219103718 fi
(m} o Mos42 1041132193 5018194.39 hitps tp 2024-03-0417:04:51 fi
(m} o mos42 10.41132.193 365102105 hitps tp 2024-021910:26:31 i
[m} o Tmos42 1041132193 52109.89108 hitps tep M06:42 fi
(m} o 10840 1041132193 140.82113.26 hitps tcp 2024-05-21 08:4850 fi

Figure 28. Links tab

Columns

The Columns button lets you select which of the available columns for the current
page will show.

Refresh
The Refresh o icon lets you immediately refresh the current view.

Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Sessions tab

The Sessions tab shows all the sessions that Vantage has detected for this asset.

4 - Assets

Sessions are semi-permanent, interactive information exchanges between two or

more communicating nodes.

B Lastactivity time

n13:26
113:26
13:25
1323
M40
M08:44
mo7M
1:07:08
1:07:08
1:07:07

1:07:07

© o o o o o o o o o o o

1:07:07

Columns

v

10.41132.193

10.41132.193

10.41132.193

10.41132.193

10.41132.193

10.41132.193

10.41132.193

10.41132.193

10.41132.193

10.41132.193

10.41132.193

10.41132.193

Sessions

7294 recent

To

13331876
13331876
151101192.106
39114069
140.82113.26
1621256913
1621256921
3.90158.208
142.250.203.110
34107180.209
104181224

175714654

Figure 29. Sessions tab

Status

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

Protocol

https.
https.
https.
other
https.
https.
https.
https.
https.
https.
https.

other

I columns.

(J Refresh

Transport protocol

tep
tep

tep

tep
tep
tep
tcp
tep
tep
tep

tep

Live @

First ac

n13:26
nI242
n12:39

1318

1:03:4C
1:08:42
0334
10:56:0°
M:07:07
105530
10:53:0"

:07:07

The Columns button lets you select which of the available columns for the current

page will show.

Refresh

The Refresh D icon lets you immediately refresh the current view.

Live

The Live LI toggle lets you change live view on, or off. When live mode is on, the

page will refresh periodically.
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Variables tab

User Guide

The Variables tab shows all the variables that Vantage has detected for this asset.
Variables are the numerical values that are related to an industrial process that your
sensors monitor.

g Last activity time 4 Host

v

Variables

Il columns (J Refresh Live @

Host label Namespace Name Label Type

v v v v v

No Variables available.

Columns

The Columns button lets you select which of the available columns for the current
page will show.

Refresh

Figure 30. Variables tab

The Refresh D icon lets you immediately refresh the current view.

Live

The Live @ toggle lets you change live view on, or off. When live mode is on, the

page will refresh periodically.
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Vulnerabilities tab

4 - Assets

The Vulnerabilities tab shows all the vulnerabilities that Vantage has detected for this
asset. Vulnerabilities are weaknesses that reduce the security of your system and give
threat actors an opportunity to exploit your system.

m] 8 Time
D o o 2024-06-28 09:45:47
D o o 2024-06-28 09:45:47
D o o 2024-06-28 09:45:47
D o o 2024-06-28 09:45:47
D o o 2024-06-28 09:45:47
D of o 2024-06-28 09:45:47
D o o 2024-06-28 09:45:47
D o o 2024-06-28 09:45:47
D o 0 2024-06-28 09:45:47
D of 0 2024-06-28 09:45:47
D o 0 2024-06-28 09:45:47
D o 0 2024-06-28 09:45:47
D o 0 2024-06-28 09:45:47
D o 0 2024-06-28 09:45:47
D o 0 2024-06-28 09:45:47
D of 0 2024-06-28 09:45:47
D o 0 2024-06-28 09:45:47

Asset Name

v
C9CNWIM7Y1-MacBook
C9CNWIM7Y1-MacBook
C9CNWIM7Y1-MacBook
C9CNWIM7Y1-MacBook
C9CNWIM7Y1-MacBook
C9CNWIM7Y1-MacBook
C9CNWIM7Y1-MacBook
C9CNWIM7Y1-MacBook
C9CNWIM7Y1-MacBook
COCNWIM7Y1-MacBook
C9CNWIM7Y1-MacBook
C9CNWIM7Y1-MacBook
C9CNWIM7Y1-MacBook
C9CNWIM7Y1-MacBook
C9CNWIM7Y1-MacBook
C9CNWIM7Y1-MacBook

C9CNWIM7Y1-MacBook

Asset Type

Computer
Computer
Computer
Computer
Computer
Computer
Computer
Computer
Computer
Computer
Computer
Computer
Computer
Computer
Computer
Computer

Computer

Vulnerabilities

17 elements

CVE-2024-38312
CVE-2024-38313
CVE-2024-5687
CVE-2024-5688
CVE-2024-5689
CVE-2024-5690
CVE-2024-5691
CVE-2024-5692
CVE-2024-5693
CVE-2024-5694
CVE-2024-5695
CVE-2024-5696
CVE-2024-5697
CVE-2024-5698
CVE-2024-5699
CVE-2024-5700

CVE-2024-5701

1l columns

Probability

Possible
Possible
Possible
Possible
Possible
Possible
Possible
Possible
Possible
Possible
Possible
Possible
Possible
Possible
Possible
Possible

Possible

(J Refresh

Likelihood

05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05

05

Live @

Sc

Columns

Figure 31. Vulnerabilities tab

The Columns button lets you select which of the available columns for the current

page will show.

Refresh

The Refresh O icon lets you immediately refresh the current view.

Live

The Live LI toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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CPEs tab

User Guide

The CPEs tab shows all the common platform enumerations (CPEs) that Vantage has

detected for this asset.

Time

2024-06-03 08:4830

2024-06-28 09:45:06

Human cpe vendor

Mozilla

Google

CPEs

2 elements

Human cpe product

Firefox

Chrome

Il columns (J Refresh Live @

Human cpe version

1260

6478127

v

Columns

Figure 32. CPE tab

The Columns button lets you select which of the available columns for the current

page will show.

Refresh

The Refresh o icon lets you immediately refresh the current view.

Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Software tab

The Software list tab shows all the software installations that Vantage has detected
on this asset.

Software

Il columns (JJ Refresh Live @

Status Time Vendor Product Version Source

Figure 33. Software tab

Columns

The Columns button lets you select which of the available columns for the current
page will show.

Refresh
The Refresh Q icon lets you immediately refresh the current view.
Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Alerts tab

The Alerts tab shows all the alerts that Vantage has detected for this asset.

User Guide

ooooooooo

[m]

© o o o o o o o o

Time

2024-07-031418:33
2024-06-2712:22:20
2024-06-181414:20
2024-06-17 14:54:59
2024-06-10 14:0316
2024-06-10 09:13:33
2024-06-0517:14:50
2024-05-29 11:56:28

2024-05-271212:36

Name

TCP flood

TCP flood

TcP flood
Malformed traffic
Malformed traffic
Malformed traffic
New Node
Malformed traffic

Malformed traffic

Description

v v
ATCP flood was detectec
ATCP flood was detecte
ATCP flood was detectec
The UDP header in the p
The UDP header in the p
The UDP header in the p
New node 10.41132193 af
The UDP header in the p

The UDP header in the p

Risk

Alerts
2 recent
Il cotumns (5 Refresh

Source Destination

v
10.41132193 1041132133
1041132193 10.41132133
10.41132193 1041132133
na. 1041132193
1041132193 E1 5297232210
= 52986150 10.41132193
10.41132193 na.
1041132193 £ 5297186114
na. 1041132193

Live @

P

Columns

Figure 34. Alerts tab

The Columns button lets you select which of the available columns for the current
page will show.

Refresh

The Refresh D icon lets you immediately refresh the current view.

Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.

102



User Guide 4 - Assets

Tags tab

The Tags tab shows all the tags for this asset. Tags are user-defined labels that have

been assigned to this asset. Tags are associated with user roles to define access
control.

Tags

Il columns (7 Refresh Live @

Created at Tag Name

No Taggings available.

0t000f0 1K < Page0of0 > I

Figure 35. Tags tab

Add new
This button lets you add a new tag (on page 104) to the related asset.

Columns

The Columns button lets you select which of the available columns for the current
page will show.

Refresh
The Refresh D icon lets you immediately refresh the current view.
Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Add a tag to an asset
You can add tags to assets. This lets you refine the permissions that you grant to users.

About this task

You can add one or more tags to the selected asset.

Procedure

1. Open the details page (on page 112) for the applicable asset.
2. Select the Tags tab.
3. Select Add new.

Result: The Tag dropdown shows.

4. Open the dropdown and select the correct tag.

Note:

Only the tags that have been assigned for your organization show.

5. Select Create.

Result: The tag has been added to the related asset.

Related information

Tags tab (on page 103)

Delete a tag from an asset (on page 105)
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Delete a tag from an asset

If a tag has been added to a asset, you can delete it.

Procedure
1. Open the details page (on page 112) for the applicable asset.
2. Select the Tags tab.
3. Double-click the applicable tag.

Result: The summary drawer shows.

4. Select Details.

Result: The details page for the related tag shows.

5. Select Actions > Delete.

Results
The tag has been deleted.

Related information

Tags tab (on page 103)

Add a tag to an asset (on page 104)
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Sensors tab

The Sensors tab shows all the sensors that VVantage has detected for this asset.

User Guide

Sensors

Telement

Il columns (JJ Refresh Live @
O =] Last sync Status Host Public IP Country Risk Al

v v v v v
(m o m3623 ® active ch-lab-sg-vantage-injec  178174.23190 cH —— a
Figure 36. Sensors tab
Columns

The Columns button lets you select which of the available columns for the current

page will show.

Refresh

The Refresh Q icon lets you immediately refresh the current view.

Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the

page will refresh periodically.
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Summary drawer

When you double-click an asset in the table, the summary drawer shows. This lets you

post a comment, or open the related details page.

MACBOOKPRO-3CE2

The MacBook Pro is a high-end
laptop from Apple known for its
sleek design, Retina display,
powerful performance, and
emphasis on user privacy and
security. It is a top choice for
professionals and creatives
seeking a premium computing
experience.

Last activity time 11:47:29
Name MACBOOKPRO-3CE2
1P 10.41132.221
Type Computer
Vendor Apple
Product name MacBook Pro
Osor firmware na.
Technology category IT
Zones 10.41133.0/24
Created at 2024-06-24 09:17:54
Network domain Name  nozominetworks.com
Site Name Mendrisio

Expand

Comments
No comments yet

Leave a comment

X

o

Figure 37. Summary drawer

Details button

You can select the Details button to open the details page for the related item.

Summary

The summary section shows a summary of applicable information for the related item.

Comments

This section lets you leave a comment, or read a comment that has been written, for

the related item.

Related information

4 - Assets

Open the summary drawer (on page 112)
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Table interactions

Actions menu

Delete an asset

You can use the actions menu to delete an asset.

Procedure

1. In the top navigation bar, select Assets.

2. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

3. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:

o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose

4. Select Delete.

Warning: You are about to delete
1item

Result: A confirmation dialog shows.

Results
The asset(s) has been deleted.
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Export an asset

You can use the actions menu to export one or more assets to a spreadsheet.

Procedure
1. In the top navigation bar, select Assets.

2. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

3. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose

4. Select Export.

—r?
L)

You are about to export
1item

Confirm Dismiss

Result: The export dialog shows.

5. Select the Format dropdown.

Result: A dialog shows.

109



4 - Assets

6. In the Format dropdown, select the format that you want to export.

-
__J

You are about to export
1item

C5Y
Excel
Confirm Dismiss
7. Select Confirm.
Result: A confirmation dialog shows.
8. Select Close.
Data exported in Excel format
This operation is angoing, monitor iLs progress
Close

Results

The asset(s) has been exported.
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Create an asset rule from an asset

You can create an asset rule directly from one, or more, assets in the asset page table.

Procedure
1. In the top navigation bar, select Assets.

2. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

3. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:

o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose

4. Select Create Asset Rule From This Asset.

Result: The Create Asset Rule page opens.

5. Configure the asset rule as necessary.

Create Asset Rule

ing Conditions

Take Action

...................

6. Select Create.

Results
The asset rule has been created.

111



4 - Assets

112

User Guide

Open the details page

You can open a details page for individual assets that are shown in the asset page
table. You can open the details page with two different methods.

Procedure

1. In the top navigation bar, select Assets.

2. Choose a method with which to open the details page. In the row for the
applicable asset:
Choose from:

° In the Name column of the table, select the hyperlink.

o Double-click the row to open the summary drawer. In the top right section,
select Details.

Result: The details page (on page 88) opens.

Related information

Details page (on page 88)

Open the summary drawer

You can open a summary drawer for individual assets that are shown in the assets
page table.

Procedure

1. In the top navigation bar, select Assets.

2. In the table, double-click the row for the applicable asset.

Result: The summary drawer (on page 107) opens.

Related information

Summary drawer (on page 107)
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Chapter 5. Wireless
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The Wireless page lets you buy and connect a Guardian Air sensor. Once you have
connected one or more Guardian Air sensor, the Wireless page show the connected
Guardian Air sensors.

First use

If you open the Wireless page, but you have not previously connected a Guardian Air
sensor, you will see a view similar to the one below.

VANTAGE

LICENSEE Nozo c DATALOCATIONEUrope
I\ _ <
v NozoMml = % wireless
N R E SR
Wireless
Buy a Guardian Air wireless sensor Connect your Guardian Air sensor
Learn more about Nozomi Guardian Air, the first wireless security sensor purpose-built for OT and loT Do you have a Guardian Air sensor in your hands?

environments.

Figure 38. Wireless page (before a Guardian Air sensor has been added)

Buy a Guardian Air wireless sensor

This section lets you buy your first Guardian Air sensor, and learn more about Guardian
Air.

Connect your Guardian Air sensor

Once you have purchased one or more Guardian Air sensors, this section lets you
connect it.

After you have connected a Guardian Air sensor

Once you have connected one or more Guardian Air sensors, you will see a view similar
to the one below.

VANTAGE LICENSEE Q DATA LOCATIONUS
“l\ ,NOZOMI = & Wireless
N NETWorks  —
Wireless Networks Channels Spectrum
site (1) Protocol (6) Enabled (2)
San Francisco (857) 80211 (620) false (852)
802154 (188) true (5)
lora (45)
cellular (2)
Expand v
Il columns (J Refresh Live @
O =] Time ¥ Name Protocol Enabled Average RSSI Average noise Averag
v v v v v v
0 e o 133637 0x3c81 IegE 802154 @ false Kl na. na.
O o o 13:36:25 default L3Ra lora @ false -101 -70 -32
O o o 133625 The Things Network L3Ra lora @ false -96 96 na.
0 - o 133625 default bluetooth @true 65 na na
0 e o 133625 VERITASINV-PEAP @ 8021 @ false -81 90 9
O o ] 13:3625 Teddy's Vacation Home @ 8021 @ false 74 na. na.
O - 0 133625 Boardroom @ sozn @ false -84 -93 9
0 - 0 133625 king illenium % so2n @ false T4 na. na.
0 e o 133625 SF-Internet @ 8021 @ false -81 93 2
11025 of more 1< < Pagelofmore > i
2013-2024 Nozomi Networks Version @ dbe4e Data for this instance is ho: (uv@;

Figure 39. Wireless page (after a Guardian Air sensor has been added)
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Networks

The Networks page shows an overview of network sites, protocols, and sensor
activation statuses, and includes interactive sections for managing these elements
effectively.

ereless Networks Channels Spectrum
site (1) Protocol (6) Enabled (2)
San Francisco (857) 80211 (619) false (852)
802154 (190) true (5)
lora (44)
cellular (2)
Expand »
1 cotumns (7 Refresh Live @
D E Time ¥ Name Protocol Enabled Average RSSI Average noise Average
v v v v v v
O e 0 143142 Teddy's Vacation Home @i 8021 @ false 73 na. na.
[0 oo o0 143142 NETGEAR_ORBI_hidden i 80211 @ false 73 na. na.
[ eeo 0 143142 Boardroom @ 8021 @ false -84 92 7
O o 0 143142 cruise_guest @ 80211 @ false -81 -87 6
O eo 0 143142 Xfinity Mobile @ 80211 @ false -83 -89 5
O oo 0 143142 Vive-36-Corr_Elevator @ 80211 @ alse 72 na. na.
O o 0 143142 ORBIO4 @ 8021 @ alse 75 na. na.
O oo o 14:31:42 NETGEAR_ORBI_hidden @ so2n @ false 75 na. na.
1to0 25 of more 1< < Pagelofmore > >l
© 2013-2024 Nozomi Networks Version @ d9e7c Data for this instance is hosted @“

Figure 40. Networks page

Site
This section shows all sites that you have added to your environment, and lets you
select the sensors related to a site.

Protocol
This column shows the protocol for the related sensor.

Enabled
This column shows whether the related sensor is enabled or not.

Columns

The Columns button lets you select which of the available columns for the current
page will show.

Refresh

The Refresh D icon lets you immediately refresh the current view.

Live

The live L) toggle lets you immediately refresh the graph.
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Enable a network

Do this procedure to enable a wireless network in Vantage to gather data such as:
Assets, Alerts, Nodes, or Links.

Procedure
1. In the top navigation bar, select Wireless.
2. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose
3. Select the **® icon to open the actions menu.

4. Select Enable.

Result: A dialog shows.

5. Select Confirm.

Warning: You are about to enable
1item

Results

The network(s) has (have) been enabled.
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Channels

The Channels page gives a detailed view and management options for wireless
channels.

Wi reless Networks Channels Spectrum
1B columns (J Refresh Live @
Name Time & Frequency Channel RSsI Noise SNR
v v v v v v
VisitorAccess ch. 128 14:31:42 56400 128 (5 Ghz, 5640 Mhz) -86 20 4
xfinitywifi ch. 165 14:31:42 58250 165 (5 Ghz, 5825 Mhz) -80 -86 6
kp ch. 157 14:31:42 57850 157 (5 Ghz, 5785 Mhz) 75 -86 n
cruise_guest ch. 165 14:31:42 58250 165 (5 Ghz, 5825 Mhz) -82 -88 6
Xfinity Mobile ch. 165 14:31:42 58250 165 (5 Ghz, 5825 Mhz) -79 -87 8
ORBIO4 ch. 3 14:31:42 24220 3 (24 Ghz, 2422 Mhz) -78 na. na.
NETGEAR_ORBI_hidden 14:31:42 24220 3 (24 Ghz, 2422 Mhz) -76 na. na.
DRI_Router_959 ch.9 14:31:42 24520 9 (24 Ghz, 2452 Mhz) 74 na. na.
ATT7UfdSKI ch. 1 143142 24120 1(24 Ghz, 2412 Mhz) 76 na. na
74NewMontgomery ch, 143142 24370 6 (24 Ghz, 2437 Mhz) -68 79 n
«cruisecorp ch. 165 143142 58250 165 (5 Ghz, 5825 Mhz) 79 -85 6
ch.1l 143142 24620 1 (24 Ghz, 2462 Mhz) -46 -108 62
Nozomi SF Guestsch. T 1431:42 55600 112 (5 Ghz, 5560 Mhz) -61 64 3
11025 of more 1< ¢ Pagelofmore > >I
© 2013-2024 Nozomi Networks Data for this instance is hosted @

Figure 41. Channels page

Columns
The Columns button lets you select which of the available columns for the current
page will show.

Refresh

The Refresh D icon lets you immediately refresh the current view.

Live

The live L) toggle lets you immediately refresh the graph.
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Spectrum

The Spectrum page shows a comprehensive view of wireless signal metrics and
customizable viewing options to analyze channels, signal strength, and noise across
different timeframes.

Wireless Networks ~ Channels  Spectrum

@ Inthis section it is possible to analyze the spectrum of frequencies (in MHz) according to several criteria. Click on a frequency to see which channels are using t.

By Channels count v @ last hour v () Refresh Live [ )

.
D_--I-----_I_._.II.lII_- II..-_I-I--_---I.

o 2 D > A) a 3 N ] o o o o o o o o o o o o © o o o o ) o o ) s} o o s} ) (] s} ) o o o
S S - P - - e P o G SR o~ AV 5\ Ma Hl AL SF v 0 b A
B e N N T L Tt i P T P PP g

© 2013-2024 Nozomi Networks Version @ d9e7c Data for this instance is h:siod@,-

Figure 42. Spectrum page
Options dropdown
This lets you select different views. You can choose from:

* By Channels count

* By Average Signal to Noise Ratio
* By Average RSSI

* By Average Noise

Timeframe dropdown
This lets you select a timeframe for the chart view. You can choose from:

e Last hour
e Last day
e Last week

Refresh

The Refresh Q icon lets you immediately refresh the current view.

Live

The live L) toggle lets you immediately refresh the graph.
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The Queries page lets you write queries for your system
assertions to be used again.

VANTAGE

NOZOM|

NETWORKS

&

Queries

6 - Queries

. You can also save queries and

Editor  Saved Queries  Saved Assertions

[ Jask the |

upr

nt all my Assets having MAC vendor "Panasonic™?

g

8¢

®

Ideas: (D) Present all Assets with en

ledate () Can you list my Sessions with the highest data transfer volume? (B) Can you list

1 ist query sources when input is empty

Execute (Cmd+Enter)

History v

save Save Assertion Add to Dashboard

all my Nodes created within the last hour that communicated wit

Export

@

Figure 43. Queries page

The Queries page has these tabs:

* Editor (on page 124)
* Saved Queries (on page 126)
* Saved Assertions (on page 127)
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Editor

The Editor page lets you write queries for your system. When you query Vantage, the
data it returns is based on the tables, fields, coommands, and functions that you specify
in the query text field.

H Editor  Saved Queries  Saved Assertions
Queries Editor Q
Jask the IQ Assistant, e.g. Can you list all my Assets from manufacturer "Red Lion Controls™? 2900
ideas: (§) List all digital /Os () Can you present all my Alerts, group them into time buckets of 10 minutes and display the count of each bucket? (8) Do | have VNC and RDP traffic? () Display all lo
1 || ctri+Space: autocomplete or list query sources when input is empty
Cmd+Enter: execute a query
Execute (Cmd+Enter) Save Save Assertion ‘Add to Dashboard Export
History v
oo . R %
2013-2024 Nozomi Networks Version @ ab964 Data for this instance is 'w«k:—«@u

Figure 44. Editor page

This page lets you enter search queries and assertions and lets you save them for future
use. You can also export them in Microsoft Excel or comma-separated value (CSV)
format.

You can use the hashtag # symbol to enter a comment. For example:

asset _cpes # comment 1

| join assets asset_id id
# comment 2

| select cpe assets_nane
| sort assets_nane asc

Execute
This button lets you execute the query. Alternatively, you can use the keyboard shortcut
Crd + Enter.

Save
This button lets you save the current query.

Save Assertion
This button lets you save the current assertion. Once you have entered the details in
the dialog and select Save Assertion, the assertion will show in the Saved Assertions

page.
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Mame
A new saved assertion

Description

Mote
Important!

® Issecurity () Isoperational

[] Cansend Alerts

Save Assertion

Figure 45. Save Assertion dialog

Add to Dashboard
This button lets you add a widget to a dashboard.

Export
This button lets you export the results in either CSV or Microsoft Excel format.
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Saved Queries

The Saved Queries page shows all the queries that have previously been saved.

Queries Editor  Saved Queries  Saved Assertions

Wcoumns  ORetiesh (v @
Updated at Query Descrption

v v v

. 2020306194056 e >= 1001 W-Act

I

head 10

o 1ss4s Cpos with asset name.

[ editquery
] oelete

103013 < < Pageloft >

asset_cpes | join assets asset_id id | select cpe assets_name

cpe assots_name
64548

2164548

216192179

216192156

1P Phone 8841

4331 Integrated Services Router
439 Integrated Services Router
1P Phone 88l

1721644186

e @

Figure 46. Saved Queries page
To run the applicable query, select the @ icon and the results will show in the pane
below.

The actions menu has these options:

e Edit Query
e Delete

Columns

The Columns button lets you select which of the available columns for the current
page will show.

Refresh
The Refresh D icon lets you immediately refresh the current view.
Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Saved Assertions

The Saved Assertions page shows all the assertions that have previously been saved.

Queries Editor  Saved Queries  Saved Assertions

Figure 47. Saved Assertions page

The actions menu has these options:

e Edit Query
e Delete

Columns

The Columns button lets you select which of the available columns for the current
page will show.

Refresh
The Refresh o icon lets you immediately refresh the current view.
Live

The Live LI toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Execute a query

It is important to know how to execute a query correctly in Vantage.

About this task
g ™\

Note:

Strings are always "quoted", otherwise they are interpreted as data fields. For

example, you can write a query similartoal erts | where closed_tine >

ti me to compare two fields.

Note:

Use the / operator to navigate into JavaScript Object Notation (JSON) fields.

Note:

When you access a JSON sub field, occurrences of \ are translated to. For

example, os: i nf o/ sour ce becomes os: i nf 0. sour ce in the resulting dataset.

Procedure
1. In the top navigation bar, select Queries.
2. Choose a method to show the available data sources.
Choose from:

o In the Query text field, select Ctrl+Space.
° In the Query text field, enter the first few letters of a data source.

Result: A list of available data sources shows.

3. Enter your query.
4. Select Execute (Cmd+Enter).
Result: The results of your query show.
5. If necessary, select Save to save the query for future use.

6. If necessary, select Save Assertion to save the assertion for future use.

7. If necessary, select Export and choose Excel or CSV as an export format.

128



User Guide 6 - Queries

Commands

A list of example query commands.

assert_empty
Description: assert _enpt y will be rendered as a green or red bar and can be used to
express conditions that need to be verified in the Vantage dataset.

Examples:

links | where protocol == "telnet" | assert_enpty

assert_not_empty
Description: assert _not _enpty will be rendered as a green or red bar and can be used
to express conditions that need to be verified in the Vantage dataset.

Examples:

links | where protocol == "iecl04" | where

m nutes_ago(l ast_activity tine) <5 | assert_not_enpty

bucket
Usage: bucket <fiel d> <range>

Description: bucket will interpret fi el d asa numeric value and will group the data in
multiples of range.

Examples:

alerts | bucket risk 3

column
Usage: col utm <val ue_fiel d> <count _field> [option]

Description: col umm will render a column chart with val ue_fi el d on the X axis and
count _fieldontheY axis.

Examples:
assets | group_by type | sort count desc | colum type count

Options:

col or: Change the color of the whole chart. The color must be provided in hex format.
Example: -color:7bc043

col or s: Change the color of a single point in the chart that matches the provided label.
Arguments are a sequence of labels and colors in hex format all separated by a comma.
Example: -colors:dns,7bc043,modbus,f37736,iec104,ee4035

st ops: Change the color of chart items based on their value.

Arguments are a sequence of values and colors in hex format all separated by a
comma.

The respective color is applied when the value is <= to the actual value in the chart.
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Example: -stops:3,7bc043,6,f37736,10,ee4035

count
Description: count returns the number of records in the dataset

Examples:

links | count

exclude
Usage: exclude <fieldl> ... <fieldN>

Description: excl ude removes the specified fields from each record of the dataset.

Examples:

assets | exclude nanme zones nodes

expand
Usage: expand <array_fiel d>

Description: Expands a record into multiple records where the original array_field
is replaced by each single value in it.

Examples:

nodes | expand roles

gauge
Usage: gauge <field> [mn] [max] [option]

Description: Outputs a numeric field drawn as a gauge from the first dataset row.

Examples:

alerts

| where tinme > days_ago(7)

| reduce risk avg

| gauge round(risk_avg) -stops:3, 7bc043, 6, f37736, 10, ee4035

Options:

col or: Change the color of the whole chart. The color must be provided in hex format.
Example: -color:7bc043

st ops: Change the color of chart items based on their value.

Arguments are a sequence of values and colors in hex format all separated by a
comma.

The respective color is applied when the value is <= to the actual value in the chart.
Example: -stops:3,7bc043,6,f37736,10,ee4035

grid

Usage:grid <cols> <fieldl> ... <fieldN> [option]

Description: Outputs a grid with col s columns with the specified fields in every cell.
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Examples:

alerts | group_by type id | grid 4 type_id count

sites | group_by country avg(risk) | grid 4 country avg_risk
-stops: 3, 7bc043, 7, f 37736, 10, ee4035

Options:

col or: Change the color of the whole chart. The color must be provided in hex format.
Example: -color:7bc043

col or s: Change the color of a single point in the chart that matches the provided label.
Arguments are a sequence of labels and colors in hex format all separated by a comma.
Example: -colors:dns,7bc043,modbus,f37736,iec104,ee4035

st ops: Change the color of chart items based on their value.

Arguments are a sequence of values and colors in hex format all separated by a
comma.

The respective color is applied when the value is <= to the actual value in the chart.
Example: -stops:3,7bc043,6,f37736,10,ee4035

group_by

Usage: group_by <fiel dl1> [sum(<fiel d2>)|avg(<fiel d2>)]

Description: Groups the dataset by a field and calculates the count of each bucket.
Optionally sum and avg (average) can be calculated for some other numeric fields.

Examples:

alerts | group_by type_id avg(risk) avg(severity) sum(risk)
nodes | group_by type

head
Usage: head [N

Description: Takes the first Nrecords from the dataset, if Nis not specified takes the
first 10 records.

Examples:

assets | head

alerts | head 200

history
Usage: hi story <value field> <count field> [option]

Description: hi st ory will render a line chart with val ue_fi el d on the X axis and
count fieldontheY axis.

Examples:
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alerts

| where tinme > days_ago(7)
| bucket time 3600000

| sel ect bucket count

| sort bucket asc

I

hi story bucket count

Options:

col or: Change the color of the whole chart. The color must be provided in hex format.
Example: -color:7bc043

col or s: Change the color of a single point in the chart that matches the provided label.
Arguments are a sequence of labels and colors in hex format all separated by a commma.
Example: -colors:dns,7bc043,modbus,f37736,iecl04,ee4035

st ops: Change the color of chart items based on their value.

Arguments are a sequence of values and colors in hex format all separated by a
comma.

The respective color is applied when the value is <= to the actual value in the chart.
Example: -stops:3,7bc043,6,f37736,10,ee4035

join

Usage:join <external table> <inner _field> <external field>

Description: Joins two tables to create a new dataset where

inner _table.inner_fieldisequaltoexternal table.external field.

The resulting dataset has all the fields from ext er nal _t abl e prefixed with the

<ext ernal _t abl e>_ string. For example, a table joined with asset s will contain

the asset s_nane field. Joining the same table multiple times will produce columns
prefixed with the <external _tabl e>_ repeated the same time the table is joined. For
example, the querylinks | join nodes fromid | join nodes to idwillcontain
nodes_idandnodes_nodes_i d columns.

Examples:

vul nerabilities | join assets asset_id id
links | join nodes fromid | join nodes to id

nodes | join assets nane nanme | join links ip from
pie
Usage: pi e <val ue_fiel d> <count _field> [option]

Description: Renders a pie chart where the name of each slice is val ue_fi el d and
the slice is proportional to count _fi el d.

Examples:

assets | group_by type | sort count desc | pie type count
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Options:

col or: Change the color of the whole chart. The color must be provided in hex format.
Example: -color:7bc043

col or s: Change the color of a single point in the chart that matches the provided label.
Arguments are a sequence of labels and colors in hex format all separated by a comma.
Example: -colors:dns,7bc043,modbus,f37736,iecl04,ee4035

st ops: Change the color of chart items based on their value.

Arguments are a sequence of values and colors in hex format all separated by a
comma.

The respective color is applied when the value is <= to the actual value in the chart.
Example: -stops:3,7bc043,6,f37736,10,ee4035

reduce

Usage:reduce <field> [sun]avg]

Description: r educe aggregates a numeric fi el d by using the sumor avg functions
and outputs a single number.

Examples:

alerts | reduce risk avg

select
Usage:sel ect <fieldl> ... <fieldN> [option]

Description: sel ect gives the possibility to restrict the fields in the dataset, to rename
fields with the - > operator or to apply functions to fields.

Examples:

nodes | sel ect nane properties/http.server_version
nodes | sel ect name->ny_nane

nodes | sel ect days_ago(last_activity tine)

assets | select nane tags -fit:width

Options:
fit:Choose how the table will fit the content, this option accepts two values:

wi dt h: the table will adapt to the width of the container, cells width will be equally
distributed

cont ent : the table will expand to fully show the content of every cell
Note: This option only has an effect only when used in the context of Dashboard/Report
widgets.

sort
Usage:sort <fiel d> [asc]|desc]
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Description: Sorts the dataset by afi el d. asc or desc can be specified to define the
sorting order, by default the order is ascending.

Examples:

assets | sort |evel

alerts | sort risk desc

uniq
Usage:uniq <fieldl> ... <fiel dN>

Description: Reduce the dataset by returning only the unique records by one or more
fields.

Examples:

alerts | uniqg type_id risk

value
Usage:val ue <field> [option]

Description: Outputs a numeric field as a big graphical number by taking it from the
first row of the dataset.

Examples:

alerts | reduce risk avg | value round(risk_avg)
-stops: 3, 7bc043, 6, f 37736, 10, ee4035

Options:

col or: Change the color of the whole chart. The color must be provided in hex format.
Example: -color:7bc043

st ops: Change the color of chart items based on their value.

Arguments are a sequence of values and colors in hex format all separated by a
comma.

The respective color is applied when the value is <= to the actual value in the chart.

Example: -stops:3,7bc043,6,f37736,10,ee4035

where

Usage:where <fieldl> [[==|!=]|>=]>| <] <=|include?|!include?| excl ude?|

start_ with?|!start with?end with?|!end with?|in_subnet?|in?|!in?|

in_zones?] <field2>]

Description: Filters the dataset by a specified criterion.fi el d1 and fi el d2 can be

strings, fields, numbers or function calls. Some operators are specific to certain data

types: *i n_subnet ? requires a subnet in CIDR notation as the right operand *i n? and
1'i n? works with JSON arrays as the right operand *i n_zones? works with tiered

zones and requires a tiered zone name as the right operand

Examples:
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nodes
| select nanme properties/http.server_version

| where !is_empty(properties.http.server_version)

nodes | where is_public

nodes | where ip in_subnet? "192.168. 1.0/ 24"

nodes | where type in? ["conputer”,"historian"]

nodes | where type == "conputer"” OR days_ago(last_activity tinme) < 5
sensors | where !is_enpty(tags)

nodes | join assets nane nane | where assets_tags include? "tagl"

alerts | where zone_src in_zones? "d obal Ti eredZone"
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Functions

A list of example query functions.

coalesce
Usage: coal esce(<fiel d1>, <fiel d2>,...)

Description: Takes a list of fields and literals and returns the first non-empty value.

Examples:

nodes | sel ect coal esce(l abel, nane, "fal | back")

concat
Usage: concat (<fi el dl1>, <fiel d2>,...)

Description: Returns the concatenations of a list of fields and literals interpreted as
strings.

Examples:

nodes | sel ect concat (Il abel,"/", nane)

days_ago
Usage: days_ago( <fi el d| nunber >)

Description: Returns the difference in days between the timestamp fi el d and the
time of execution of the query. In the wher e clause the days_ago( nunber) syntax gives
the best query performance.

Examples:

alerts | select days_ago(tine)
alerts | where days_ago(tine) < 20
alerts | where tine >= days_ago(20)

dist
Usage: di st (<fiel dl>, <fiel d2>)

Description: Returns the difference between fi el d1 and fi el d2. The fields can also
be literals.

Examples:

nodes | sel ect dist(sent.bytes,received. byt es)
div
Usage: di v(<fiel d1>, <fiel d2>)

Description: Returns the result of the arithmetic division of fi el d1 by fi el d2. The
fields can also be literals.

Examples:
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nodes | select div(last_activity tinme,"1000")

floor
Usage: fl oor (<fi el d>)

Description: Returns the greatest integer less than or equal to the provided field.

Examples:

alerts | reduce risk avg | select floor(risk_avg)

assets | select div(risk, "10") | select floor(div)

format_time
Usage:format _time(<time_field> [format_string])

Description: Returns a string representation of the time field formatted according to
the format string or the default formatting string ('"YYYY-MM-DD HH24:MI:SS') if none is
specified. Accepted format patterns are:

* YYVYYVY:year, 4 digits
* MM: month number, 2 digits
* DD: day of month, 2 digits
* HH12: hour of day, 01-12
* HH24: hour of day, 00-23
e MI: minute, 00-59
¢ SS: second, 00-59
Characters that can be used as separators are: -, ;, whitespace

Examples:
sessions | select format_tine(last_activity tine)

sessions | where last_activity tine > days_ago(7) | select

format _tine(last_activity tine, "YYYY-MMDD') | group_by formatted

hours_ago
Usage: hour s_ago( <fi el d| nunber >)

Description: Returns the difference in seconds between the timestamp fi el d and
the time of execution of the query. In the wher e clause the hour s_ago( <nunber >)
syntax gives the best query performance.

Examples:

alerts | select hours_ago(tine)
alerts | where hours_ago(tine) < 20

alerts | where time >= hours_ago(20)

ipv4
Usage:i pv4(<fiel d>)
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Description: Returns a non-empty value if the field argument is an IPv4.

Examples:

nodes | sel ect ipv4(ip)

nodes | where ipv4(ip) !'=""

ipve
Usage:i pv6(<fiel d>)

Description: Returns a non-empty value if the field argument is an IPv6.

Examples:

nodes | sel ect ipv6(ip)

nodes | where ipv6(ip) !'=""

is_empty
Usage:is_enpty(<fiel d>)

Description: Returns true if the field is an empty string or array, false otherwise.

Examples:

nodes | where !is_enpty(label)

nodes | select protocols is_enpty(protocols)

is_recent
Usage:i s_recent (<fiel d>)

Description: Returns true if fi el d represents a time in the last 30 minutes, false
otherwise.

Examples:

alerts | where is_recent(tine)

minutes_ago
Usage: m nut es_ago( <fi el d| nunber >)

Description: Returns the difference in minutes between the timestamp fi el dand
the time of execution of the query. In the wher e clause the mi nut es_ago( <number >)
syntax gives the best query performance.

Examples:

alerts | select mnutes_ago(tine)
alerts | where mnutes_ago(tine) < 20

alerts | where tine >= m nutes_ago(20)
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mult
Usage:nul t (<fiel d1>, <field2>,...)

Description: Multiplies the fields or literal values in the arguments list.

Examples:

alerts | select nmult(risk,"10")

parse
Usage: par se(<fi el d>, <regex>)

Description: Extracts a new field from an existing field by leveraging a POSIX regular
expression. The new field will have the value of the portion of text that matches the
regular expression, if the regular expression contains parentheses the return value will
be the portion of text matching the regular expression inside the parentheses.

Examples:

assets | sel ect

parse(properties,".sysDescr\.0.:\s.([a-zA-Z0-9\-\.\s]+).")->sysDescr

assets | select parse(nanme, "\d+")->nunber

round
Usage:round(<fi el d>, [ <deci mal _pl aces>])

Description: Rounds a number at the given deci nal _pl aces. If deci mal _pl aces is
not specified the number will be rounded to the closer integer.

Examples:

alerts | reduce risk avg | select round(risk_avg, 3)

alerts | reduce risk avg | select round(risk_avg)

seconds_ago
Usage: seconds_ago( <fi el d| nunber >)

Description: Returns the difference in seconds between the timestamp fi el d and
the time of execution of the query. In the wher e clause the seconds_ago( <nunber >)
syntax gives the best query performance.

Examples:

alerts | select seconds_ago(timnme)
alerts | where seconds_ago(tine) < 20

alerts | where tine >= seconds_ago( 20)
size
Usage:si ze(<array_fiel d>)

Description: Returns the size of the array_fi el d.
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Examples:

nodes | where size(roles) > 1

split
Usage:split(<field> <splitter_string>, <i ndex>)

Description: Splits the value of fi el d by splitter_stringand returnsthe item at
the i ndex position, where i ndex starts at 1.

Examples:

nodes | select split(nac_address,":", 1)

to_epoch
Usage:to_epoch(<tinmestanp_fiel d>)
Description: Converts a timestamp field into the numeric version suitable for queries.

Examples:

Wi rel ess_networks | bucket to_epoch(created_at) 3600000
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The Vulnerabilities page shows a list of all the vulnerabilities that Vantage has
detected in your system. Vulnerabilities are weaknesses that reduce the security of
your system and give threat actors an opportunity to exploit your system.

VANTAGE LICENSEE Nozomi Networks Acme  DATA LOCATION Europe.

oo =

Overview Detailed list Workbooks

Vulnerabilities

Figure 48. Vulnerabilities page

The Vulnerabilities page has these tabs:

* Overview (on page 144)
* Detailed list (on page 146)
* Workbooks (on page 155)
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Overview

The Overview page provides a comprehensive summary of the system's vulnerability
landscape, helping you prioritize risk mitigation efforts.

Vulnerabilities Overview  Detailed list ~ Workbooks
Likelihood: (o o—o i
Open CVE Assets with Exploitable Critical CVEs Assets with KEVs CVE criticality vs Exploitability
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4.38K 3.67K 217K | 152K | 96.8K | 425K
Known Exploited EPSS score = 50% @& iPhone8Plus 5 21% e— @& iPhoness 38 20% em—
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Recently Published CVES Assets with High Score CVEs Assets with Exploitable CVEs CVE Site Distribution
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o
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3
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iPhone X 38 21% e— iPhone & 1K 51% c—
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@& iPhone6 38 21% e— @ iPhone Series 17K 51% eom— Mendrisio
Criticality 98.9%

Open KEVs High Score Open CVEs High EPSS Score Open CVEs CVE Score Distribution
KEV Assets % CVE Assets % CVE Assets %
CVE-2022-2294 N4 28% cm— CVE-EOL 3N 5.4% enm— CVE-2019-12255 208 5.7% comm—
CVE-2021-30661 3 27% emmm— CVE-2019-12255 208 3.0% em— CVE-2019-12257 208 5.7% emm— 10k
CVE-2020-27950 3 27% emm— CVE-2019-12263 208 3.0% em— CVE-2020-9802 3 31% em—
CVE-2020-9859 nz 27% CE— CVE-2019-12257 208 30% e CVE-2019-8820 92 25% - 00
CVE-20211782 3 27% emm— CVE-2019-12264 208 3.0% em— CVE-2018-4416 86 24% e I
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Figure 49. Overview page

Likelihood
The Likelihood slider allows you to adjust the risk threshold, helping you focus on
vulnerabilities most likely to be exploited.

Open CVEs
See the total number of known CVE affecting assets in the system.

Assets with Exploitable Critical CVEs
Lists assets that have known CVEs with active exploits in the wild.

Assets with KEVs
Highlights assets impacted by Known Exploited VVulnerabilities (KEV).

CVE Criticality vs Exploitability
Provides a visual representation of CVEs categorized by their severity and likelihood of
exploitation.

Recently Published CVEs
Displays a grid of newly published CVEs categorized by severity and publication age.

Assets with High Score CVEs
Shows assets affected by CVEs with a high score, indicating high risk.
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Assets with Exploitable CVEs
Identifies assets with CVEs that have known exploitability indicators.

CVE Site Distribution
Displays how CVEs are distributed across different monitored sites.

Open KEVs
Lists vulnerabilities that have been publicly disclosed as KEVs.

High Score Open KEVs
Displays KEVs that have high severity scores.

High EPSS Score Open KEVs
Lists vulnerabilities with a high Exploit Prediction Scoring System (EPSS) scores,
indicating a high probability of real-world exploitation.

CVE Score Distribution
Use the distribution graph to analyze CVE severity scores and assess overall risk
exposure.
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Detailed list

The Detailed list page shows a list of all the vulnerabilities and their related details.

Vulnerabilities Overview  Detailed list  Workbooks
site (3) Category (25) Probability (3) Likelihood (7) status (2)
Mendrisio (4306391) Out-of-bounds Write (921471) Possible [4002044) 01 (3755921) open (4306780)
Demo Site standard 04f2bf5a Improper Restriction of Confirmed (312890) 1.0 (312890) resolved (9171)
(7580) Operations within the Bounds of a Likely (1017) 05 (184238)
Trace Site - 675cd2d] (1980} Memory Buffer (666268) 0.4 (60143)
Out-of-hatinds Read (396606 OAph,
Expand v
Il columns. (5 Refresh Live @
3 E Time Asset Name Asset Type CVE Probability Likelihood
v v v v v
o 2024-11-2217:44:6 Galaxy Mobile phone CVE-2015-9047 Possible 01
o 2024-1-2217:4416 Galaxy Mobile phone CVE-2014-7917 Possible 01
o 2024-12-0415:27:43 iPhone 6 Mobile phone CVE-2009-2204 Confirmed 10
o 2024-12-0415:27:43 iPhone 6 Mobile phone CVE-2008-4211 Confirmed 10
o 2024-12-0415:27:43 iPhone 6 Mobile phone CVE-2016-4658 Confirmed 10
o 2024-11-2217:44:6 Galaxy Mobile phone CVE-2015-9065 Possible 01
o 2024-1-2117:54:09 'YQQPVYKIPV-MacBook-Pro-1- Computer CVE-2014-1373 Possible 01
o 2024-1-2117:54:09 'YQQPVYK9PV-MacBook-Pro-1- Computer CVE-2016-4658 Possible 01
o 2024-1-2117:54:09 YQQPVYK9PV-MacBook-Pro-1- Computer CVE-2016-4702 Possible 01
o 2024-12-2615:37:03 Galaxy 12 Mobile phone CVE-2015-9065 Possible 01
o 2024-11-2117:54:08 YQQPVYK9PV-MacBook-Pro-1- Computer CVE-2008-4211 Possible 01
o 2024-12-0415:27:43 iPhone 6 Mobile phone CVE-2015-5903 Confirmed 10
o 2024-12-0415:27:43 iPhone 6 Mobile phone CVE-2016-4702 Confirmed 10
o 2024-12-0415:27:43 iPhone 6 Mobile phone CVE-2017-2434 Confirmed 10
o 2024-12-04 15:41:56 CO2XC2GMIHD3-MacBook-Prc Computer CVE-2014-1373 Possible 01
o 2024-11-2117:54:08 YQQPVYK9PV-MacBook-Pro-1- Computer CVE-2009-2193 Possible 01
o 2024-1-2117:54:09 'YQQPVYK9PV-MacBook-Pro-1- Computer CVE-2015-5903 Possible 01
0 2024-12-0415:4157 C02XC2GMIHD3-MacBook-Prc  Computer CVE-2018-4291 Possible o1
o 2024-12-0516:36:24 Galaxy S10 Mobile phone CVE-2015-9065 Possible 01
o 2024-12-0415:12:28 iPhone Mobile phone CVE-2015-5903 Possible 01
o 2024-12-041512:28 iPhone Mobile phone CVE-2014-4480 Possible 01
o 2024-11-2117:54:09 YOOPVYK9PV-MacBook-Pro-1- Computer. CVE-2018-4291 Possible 01
110 25 of more KK < Pagelofmore >

Figure 50. Detailed list page

Site
This shows a list of all the sites that are applicable for the vulnerabilities in the current
table view.

Category
This shows a list of all the different categories that are applicable for the vulnerabilities
in the current table view.

Probability

This shows a list of the different probabilities that have been confirmed for all the
vulnerabilities in the current table view. When a vulnerability is not confirmed, it will
show as Possible.

Likelihood

This shows a list of the different likelihoods that are applicable for the vulnerabilities
in the current table view. This is a numerical assessment of the possibility that this
vulnerability exists on an asset. It is measured on a scale from 0.1to 1.0, where 1.0 is the
most likely.

Columns
The Columns button lets you select which of the available columns for the current
page will show.
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Refresh

The Refresh Q icon lets you immediately refresh the current view.

Live
The Live @ toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.

147



7 - Vulnerabilities

Details page

The details page shows a set of fields which are applicable to the related type of

vulnerability.

User Guide

(© 2023-06-26 040538

<{ CVE-2014-1776 for Asset

'VULNERABILITY OVERVIEW

cvE
Category
Probability
Score
Status

Closed time

AFFECTED ASSET

[
Mac address
Name

Type

COMMENTS
No comments yet

Leave a comment.

.local

CVE-2014-1776
Use After Free

Possible

192168.45211
005056:00:02:80

lab-ba-johnson.local

£ compurer

SUMMARY

Use-after-free vulnerability in Microsoft Internet Explorer 6 through Tl allows remote attackers to
exacute arbitrary code or cause a denial of service (memory corruption) via vectors related to the
CMarkup:IsConnectedToPrimaryMarkup funetion, as exploited in the wild in April 2014. NOTE: this
issue originally emphasized VGX DLL, but Microsoft clarified that "vGX DLL does net contain the
Vvulnerable code leveraged in this exploit. Disabling VGX DL is an exploit-specific workaround that
provides an immediate, effective workaround to help block known attacks.

References

- hitp/uewwiireeye.com/

ing-inte..

hnet.comy/bjsrd/archive/2014/04/30/protection-strategies-for-the-security-.. 7
wkb.cert orgivuls/id/222929 (]

« https:docs microsoft com/en-us/security-updates/securitybullating/2014/ms14-021 [

Technology category T

Vendor

Product name WMinare Virtual Machine

Firmware version

Actions dropdown

This dropdown gives you access to the action: Resolve Vulnerability (on page 153).

Vulnerability Overview
This section shows overview details for the related vulnerability.

Summary
This section shows a summary of information for the related vulnerability.
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Affected Asset
This section shows this information for the affected asset:
. ip
* Mac address
* Name
* Type
* Technology category
* Vendor
* Product name
* Firmware version

Comments
This section lets you leave a comment, or read a commment that has been written, for
the related vulnerability.
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Summary drawer

When you double-click a sensor in the table, the summary drawer shows. This lets you
post a comment, or open the related details page.

oo

Fanless

Comments

No comments yet

Leave a comment.

Figure 52. Summary drawer

Details button
You can select the Details button to open the details page for the related item.

Summary
The summary section shows a summary of applicable information for the related item.

Comments

This section lets you leave a comment, or read a comment that has been written, for
the related item.

150 vantage-user 2025-07-03
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Table interactions

Actions menu

Export a vulnerability

You can use the actions menu to export one or more vulnerabilities to a spreadsheet.

Procedure

1.
2.

In the top navigation bar, select Vulnerabilities.

Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose

. Select Export.

—r?
L)

You are about to export
1item

Confirm Dismiss

Result: The export dialog shows.

5. Select the Format dropdown.

Result: A dialog shows.
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6. In the Format dropdown, select the format that you want to export.

—r?
|

You are about to export
1item

7. Select Confirm.

8. Select Close.

csv
Excel
Confirm Dismiss
Result: A confirmation dialog shows.
Data exported in Excel format
This CHERMIFITION 15 QRGN MTICYTIIDY I[E Drogress
Close

Results

The vulnerability has been exported.
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Resolve a vulnerability

You can use the actions menu to resolve one or more vulnerabilities.

Procedure
1. In the top navigation bar, select Vulnerabilities.
2. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

3. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose

4. Select Resolve Vulnerability.

Result: A dialog shows.

5. Select Confirm.

You are about to resolve the
CVE-2014-1776 vulnerability

Confirmm DHtrriess

Result: A dialog shows.

6. Select Close.

The vulnerability is now resolved

Closs
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Results

The vulnerability has been resolved.
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Workbooks

7 - Vulnerabilities

The Workbooks page shows recommended courses of action that can improve your
network security. Generated through machine learning, workbooks highlight the
vulnerabilities currently creating the highest risk exposure.

Vulnerabilities
Software Remediations
Applying Will mitigate Reducing by
19 > 7.85K > 3%
Remediations Vulnerabilities Overall Risk

e  Upgrade Internet Explorer to Edge

This action reduces your overall Risk by 1% and
resolves or mitigates 17 CVESs across 117 Assets

Software Update.

®  Upgrade Windows 7 to Windows 11

This action reduces your overall Risk by 1% and
resolves or mitigates 201 CVES across 201 Assets.

0Os Update

. Update IP Phone 8811 firmware to 14.1(1)sr1

This action reduces your overall Risk by 1% and
resolves or mitigates 784 CVEs across 103 Assets.

Firmware Update

. Update 1756-EN2TR Series B firmware to 5...
This action reduces your overall Risk by 1% and
resolves or mitigates 217 CVES across 19 Assets,

Firmware Update

. Update iOS to 18.3.1

This action reduces your overall Risk by 1% and
resolves or mitigates 4975 CVES across 5 Assets.

0Os Update

. Update Firefox to 130.0.1

This action reduces your overall Risk by 1% and
resolves or mitigates 21 CVES across 21 Assets,

Software Update.

. Update Modicon M340 CPU firmware to 4...

This action reduces your overall Risk by 1% and
resolves or mitigates 693 CVEs across 45 Assets

Firmware Update

3 Update NGINX to 1.27.4

This action reduces your overall Risk by 1% and
resolves or mitigates 26 CVES across 26 Assets.

Software Update.

Last updated: 2025-03-05 T1:04.00

Communication Remediations

Applying Will block Reducing by
mn > 230K > 7%
Remediations Unsafe Links Overall Risk

®  Stop using HTTP

This action reduces your overall Risk by 3% and
affects 12226 recently active Links across 5683 Assets,

Protocol Policy.

®  Stop using SMB

This action reduces your overall Risk by 1% and
affects 5319 recently active Links across 2425 Assets,

Protocol Policy.

e Stop using SNMP

This action reduces your overall Risk by 1% and
affects 4459 recently active Links across 2258 Assets.

Protocol Policy

. Stop using SIP
This action reduces your overall Risk by 1% and
affects 370 recently active Links across 189 Assets.

Protocol Policy

e Stop using RDP

This action reduces your overall Risk by 1% and
affects 167 recently active Links across 126 Assets,

Protocol Policy.

e Stop using Telnet

This action reduces your overall Risk by 1% and
affects 239 recently active Links across 117 Assets.

Protocol Policy.

. Stop using LLMNR

This action reduces your overall Risk by 1% and
affects 76 recently active Links across 67 Assets

Protocol Policy

. Block public traffic

This action reduces your overall Risk by 1% and
affects 9 recently active Links across 2 Assets.

Network Policy

H

Last upoated: 2025-03-06 T1.04.00

Overview Detailed list Workbooks

Hardware Remediations

Applying Will replace

1 > 41

Remediation Assets

e Replace unsupported hardware

N1%

Hardware Upgrade

This action reduces your overall Risk by 1% across 41

sst upoated: 2025-03-06 110400

Reducing by

> 1%

Overall Risk

Figure 53. Workbooks page

Banner image

The banner image is a powerful visual report that uses bubble graphics to represent

the relative impact of each workbook recormmendation.

List

The list shows ranked recommendations, with the most effective actions at the top. For

each workbook, Vantage shows:

* On the left, the highest risk score among all the vulnerabilities included in the

workbook.

* Atitle that shows the recommmended course of action.
* A description of the issue and the benefits of addressing it.
* In the top right corner of each workbook, Vantage shows:

o An assessment of the risk reduction you will achieve if you follow the
recommended steps. It is shown as a percentage.

° The number of assets where the vulnerability was detected.

° The number of CVE that you would address if you follow the recommended

steps.
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Related information

Use a workbook to improve your network security (on page 226)
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Chapter 8. Vantage IQ
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Vantage IQ helps you navigate and explore your network. You can use smart query
commands to leverage advanced machine learning and data analytic algorithms to
dive deeper into your data.

VANTAGE LICENSEE No e e DATA LOCATION Europe

) NoZOMI =
N RKS  —

W NETWoRK

Vantage 1Q Insights  Answers  Time Series
DEEP INSIGHTS FROM NOZOMI NETWORKS Al ®

27 0pen ./ 0 acknowledged & 0 muted

Limited Asset Visibility

Your Sensors are not positioned optimally within your infrastructure. We recommend connecting your Sensors to the SPAN ports of your Cisco (00:08:e3f/d90,

A\ 00:08:e3:5f:20, 00:08:e3fffe:08) network traffic aggregators to maximize visibility. Monitoring capabilities will be enhanced and security threats will be detected Go to Results - 000
more effectively:
6 minutes ago 16:06:00

Information Breach [ Alerts

/N Your network is sharing information with well known malicious endpoints (e.g. 15180144 253) G el - woo

3daysago 2024-06-17 170615

Anomalous Activity ([JAlerts.

/N Detected an anomalous increase of high-risk Alerts generated by Nodes that your network has never contacted before (e.g. 192168179117) Go to Chart - oo

3daysago 2024-06-17 130459

Traffic Flow

7 We recommend conducting a thorough review of the Zone configuration within your network, as a significant amount of traffic is observed between undefined ey — . .
= Zones, indicating the need for proper definition and attention. ——
5 minutes ago 1606147

Vulnerable Type

(1) Detected numerous likely and confirmed Vulnerabilities affecting computers within your network. Go to Results ' 000

6 minutes ago 160604

Vulnerable Assets
7 Enhance the security of your network by conducting a thorough review of your Virtual Machine Computer from UMware (e.g. DESKTOP-JBVKT46 and INT-WI10- ' .
WINRM) . o

6 minutes ago 160603

Stale Sensors [E0000
(1) Found 54 Sensors (eg. nozomi-dev, LSPW8 and LSPW2022) that are not syncing data with your Vantage instance. . 500

6 minutes ago 160602

Sensor Spam [ sensors | @
7y Itmay be wise to review the configuration of Sensor ch d-cnt Lintra K to avoid overloading your network with low-risk e —— R

o

Figure 54. Vantage IQ page

Vantage IQ replicates the learned experiences of seasoned security analysts and
automates tasks. Vantage IQ automatically:

* Reviews data

* Correlates data

* Prioritizes tasks

The dashboard shows the most recent insights. Vantage IQ uses the security level of
each insight to prioritize them. When you click an individual insight, it will show the
related details.

Insights
The Insights page shows correlated alerts and root-cause analysis. Vantage 1Q uses
deep neural networks to identify network activity patterns. Integrating data across
Vantage makes it easier to:

* Analyze data forensically

* Tune settings

* Enhance security

A deeper understanding of security data and network traffic can help prioritize
remediation efforts and close security gaps.

For more details, see Insights (on page 161).
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Answers

You can use powerful customizable queries to answer common questions and gain
a deeper understanding of their environment. The preparation of semi-supervised,
custom queries can aid users to identify anomalies more effectively.

For more details, see Answers (on page 166).

Time Series

With Time Series, you can predict and alert on abnormal bandwidth from any
sensor's baseline network activity using advanced machine learning techniques. Was
the change expected or outside of the normal range of deviation for that period?
Forecasting is done via deep neural networks. It is possible to find existing trends and
predict forecast reliability using online signal analysis.

For more details, see Time Series (on page 166).
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Insights

The Insights page shows all the insights that Vantage IQ has collected throughout the
day. The dashboard shows insights which relate to items within the environment that

need to be addressed. The severity and the last trigger time of the insights are used to
sort them.

Status bar
This bar shows:

* The number of open insights
* The number of acknowledged insights
* The number of muted insights

Insight types

& Critical

You should investigate this type of insight as soon as possible. The majority of critical
insights relate to security issues.

@ Warning

This type of insight has security and operational concerns. The majority of warning
insights are alerting improvements.

@ Informational

This type of insight does not require immediate action. Informational insights help you
understand your environment better.

The order the insights are shown in the list is:

* The most recent & critical insights will show first, older critical insights will be
next

* The most recent @ warning insights show next, older warning insights will be
next

* The most recent @ informational insights will show next, older informational
insights will be next

Title
You can select the title of the insight to show a more detailed description of the insight.
From this view, you can explore the insight further.

Go to Results
You can select this button to show a filtered tables page that highlights the data that
created the insight.

Go to Chart
Vantage IQ will generate a chart to illustrate the insight. To modify and explore the
insight further, you can modify the chart query from the queries page.
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Go to Query

You can select this button to show the query page. The query for the insight is
populated with the specific query for the insight. To explore the data further, you can
modify the query.

Acknowledge
When you acknowledge an insight:

* The acknowledged insights will be hidden from the main Insights page.

Note:
You can select acknowledged in the status bar (on page 161) to view
acknowledged insights.

* You can unacknowledge an insight to show it again
* The insight will be acknowledged for five days

Note:
After five days, if the insight is still triggered, it will show as reactivated on
the main insights page.

* Insights generated by alerts will also be acknowledged if they are associated with
the insight

Note:
If the insight is unacknowledged all the associated alerts will also be
unacknowledged.

Mute
When you mute an insight:

e The insight will be hidden from the main Insights page

Note:
You can select muted in the status bar (on page 161) to view muted
insights.

* You can unmute an insight to show it again

Note:
When insights with associated alerts are muted, a pop-up window shows
that lets you generate mute rules that can be pushed down to sensors.

For more details on mute rules, see the Alert Rules section of the Administrator
Manual.
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Cycle time
Insights are only visible for five days, so when a new insight is triggered, it will remain

on the Insights page for five days. If the insight is triggered again, the five day counter
will start again.
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Acknowledge an insight
The actions menu lets you acknowledge an insight.

Procedure
1. In the top navigation bar, select IQ.
2. Select Insights.
3. Choose a method to open the actions menu.

Choose from:

o At the right end of the row, select the **® icon
° In the table, select the applicable insight to open the details page, to the

right end of the row select the **® icon

4. Select Acknowledge.

Results
The insight(s) has (have) been acknowledged.

Unacknowledge an insight
The actions menu lets you unacknowledge an insight.

Procedure
1. In the top navigation bar, select IQ.
2. Select Insights.

3. In the top left, select acknowledged.

Result: A list of all the acknowledged insights shows.
4. Choose a method to open the actions menu.
Choose from:

o At the right end of the row, select the **® icon
° In the table, select the applicable insight to open the details page, to the
right end of the row select the **® icon

5. Select Unacknowledge.

Results
The insight(s) has (have) been unacknowledged.
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Mute an insight
The actions menu lets you mute an insight.

Procedure
1. In the top navigation bar, select IQ.
2. Select Insights.
3. Choose a method to open the actions menu.

Choose from:

o At the right end of the row, select the **® icon
° In the table, select the applicable insight to open the details page, to the

right end of the row select the **® icon

4. Select Mute.

Results
The insight(s) has (have) been muted.

Unmute an insight
The actions menu lets you unmute an insight.

Procedure
1. In the top navigation bar, select IQ.
2. Select Insights.

3. In the top left, select muted.

Result: A list of all the muted insights shows.
4. Choose a method to open the actions menu.
Choose from:

o At the right end of the row, select the **® icon
° In the table, select the applicable insight to open the details page, to the

right end of the row select the **® icon

5. Select Unmute.

Results
The insight(s) has (have) been unmuted.
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Answers

The Answers page lets you use pre-configured queries that use artificial intelligence
(Al) to quickly explore your environment. You can select a question you would like to
explore and you will be redirected to the next page with the answer to your question.

Sections
The Answers page is divided into these sections:
* Sensors
e Alerts
* Assets
* Vulnerabilities
e Links

Each section shows the related answers. You can select an answer to see more details.
When you select an answer, the data is processed and after a few seconds, the data will
show.

See and edit the Query behind

You can select this button to modify and explore the environment further. To learn
more about the related environment, you can start a new query. When you select this
button, the Queries (on page 121) page opens.

Time Series

Each sensor must be enabled for time series.

Once you select the Actions button on the Sensors Details page, followed by Enable IQ
Analysis, Vantage 1Q will begin to baseline the network traffic.
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Queries

With Vantage IQ, you can create charts, graphs, and Al calculations.

You can use these queries:

* Cluster (on page 168)

* Compare (on page 170)
e Correlation (on page 171)
* Describe (on page 172)
* Forecast (on page 173)
* Pivot (on page 174)

* Popular (on page 175)

* Simplify (on page 176)
* Timeline (on page 177)
* Versus (on page 178)

* Visualize (on page 179)
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Cluster

Vantage IQ query example: Cluster.
Usage: <field> | cluster <number>

Description: Group different rows in several clusters based on automatically recognized
patterns within the data.

Example:assets | cluster

1 assets | cluster
2

Execute (Cmd-Enter) Save

History v

G/) Baseline features. 14 columns have been identified as having a common value across the majority of the dataset.
(% Clusters created. Records sharing similar structures have been grouped in 2 distinct clusters,
O Discarded columns. 1 column has not been processed as it does not satisfy the minimum requirements of the requested command. SHOW

Common Data Features

Field Value Frequency
Created at [1656443133051.767,1... 98.9%
Risk [0.0:5.699] 99.4%
L
® . Product name na 99.8%
' d

’ Firmware version na 99.9%

o ’ . Technology category T 99.9%

® )

;: ‘. Serial number na 99.9%
* [ 4 b End of sale date [0.0:642945600000... 100.0%
End of support date [0.0:0.0] 100.0%
Lifecycle na. 100.0%

2 clusters. 20823 entries. 23 columns. Capture device port4 958%

1to 10 of 14 < < Pagelofz > I

Example:assets | cluster 3
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1 assets | cluster 3
2

Execute (Cmd-Enter) Save

History v

G/) Baseline features. 14 columns have been identified as having a common value across the majority of the dataset.
C/) Clusters created. Records sharing similar structures have been grouped in 3 distinct clusters.
(i) Discarded columns. 1 column has not been processed as it does not satisfy the minimum requirements of the requested command SHOW

Commeon Data Features

Field Value Frequency
Created at [1656443133051.767;1... 98.9%
L]
°® Risk [0.0:5.699] 99.4%
[
Product name na. 99.8%
Firmware version na. 99.9%
Technology category IT 99.9%
‘
1 Serial number na. 99.9%
! 1 L]
4 ‘ P
End of sale date [0.0;642945600000.... 100.0%
End of support date [0.0;0.0] 100.0%
Lifecycle na. 100.0%
3 clusters. 20823 entries. 23 columns Epavizdies (B Ea6k
1t010 of 14 < < Pagelof2 >
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Compare

Vantage IQ query example: Compare.
Usage: <field> | compare <field1> <field2>

Description: Compute nonlinear value relationships between two categorical, interval,
and ordinal columns.

Example:al erts | conpare risk protocol

1 alerts | compare risk protocol

Save  save Assertion Export

History v

@ Comparison exectited. The strength of the relationship between values of column Risk' and colurmn Protocol has been successfully computed. Hover on the matrix cels for more in-depth information.

15.06.251 | o
ooy 8
17.5:8.75] - | |
[2.7500.0] l

. o o

id = z field_one field_two outlier_significance
f006fde7-f30-456]-8dba-7528cbBeccee [506.25] arp 038
417137cd-decl-4c25-ad8c-e0e89cdaslc2 [5.06.25] dns o
77ddef40-2029-45d6-8d25-22476794%edc [5.0:6:25] ftp 033
54d767c4-f740-4b%a-86c6-25lcc5488dd] [5.0,6:25] goose o
05eb5db2-b7b9-406c-9e8f-65[6618186d2 [5.06.25] https 015
d3d27f99-d3b0-4031-a37a-35cb3b685524 [5.06.25] icmp o

Example:assets | conpare os nanme

1 assets | compare os name

Swe  saveAssertion Export

History v

@ Comparison executed. The strangth of the relationship between values of column ‘Os' and colurmn 'Name has been successfully compuited. Hover on the matrix cels for more in-depth information.

id field_one field_two outlier_significance
94133009-d8ab-426d-a794-Cle59ebeech na. 00:04230:041c@17216.00 0
450228e0-5dc3-4eac-8945-d1924236060 na. 10042221 006
€91898bb-a6ef-43a-8fa6-097b21d4 d7lb na. 101001 006
8d530847-TeBe-40f4-a35f- 927090128056 na. 101003 006
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Correlation

Vantage IQ query example: Correlation.
Usage: <field> | correlation

Description: Compute nonlinear correlations between categorical, interval, and ordinal
columns.

Example:al erts | correlation

1 alerts | correlation

Execute (Cmd-Enter) save Save Assertion Export

History v
© Corelation comprted. paits of the pr [ Hover more in-depth information.
(@ Discarded columns 18 columns have not been satisty the sHow

N

Example:assets | correlation
1 ts | elation|
® 7 d the sHow'
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Describe

Vantage 1Q query example: Describe.
Usage: <field> | describe
Description: Compute several descriptive statistics of the passed content.

Example:al erts | describe

1 alerts | descrive
2
Execut Save  Save Assertion Export
History v
© o numerical n e
Name @Q Type hame ©Q Threat name @Q Description @ Acknowledged ©Q Note ®Q Souree @Q
oragontya: .
-~ Matforme.:  Matforme.: 125% e
25.0% 25.0% 172.160.:
Suspictc ey
Generic 17216,
- Ll 108068 REry
188% A 63%
Havare poed b poed . e 10.068.:
E we oW s i
e o Packer s backet Suspici .
o gob T e s e 0000 1921
Destination @Q Ip src @Q Ip src Info @Q Ipdst®@Q Ip dst Info @Q Status ©Q Mac src @Q
Laasw assass one assassc
250% 172160 12s% 250% g:g:zg.
e 17216,
15105 Losos ey 18505
13 e 125
108088
Py 17260
172a00: 1r2160s 1 ooarss. o00sas.
bt e None: 1000 T T Laek
s
Mac dst @& Port dst ®Q Port src @A Protocol @@ Transport protocol @& Zone dst ©Q Zone src@Q
EX sswen one:
34543 6.3% None: 125% None 630
e . g
25.0% 125% 125% Gullding...
Nene: sasas Lanse ntemes: e
b e unkanown s
s ~ one: ~ one: pirs ~ proane - roane
p S S modbus: o x x
soarons 116 Toa ) Show Soox
5 aaczs. i
i fr—
ooi0i7s. s e s 1255 b 25.0% 250
1 assets) | describe
2
Save Assartion Export
e [ e e
Name @& os@a Type @R Vendor @a Product name @2 Firmware version @ Os or firmware ©@Q
ados 1. “ttmore Convoli 18002 3.1 2more
Ac soom 1% - 3% o son T
Windows sarcode = ol et tmapasao. s ane
cssn o crssnn e fra [t
Tex e Cognex # e a
s e e & P—
pes e e
S S¥hiae:
voip.phone: sor
frack 10% 93.7% 1% OT device: Cisco: 13.6% AC 80OM 5:1.100.. Firmware.:
S ot o i
Technology category @Q Serial number @Q Lifecycle @Q Properties ©Q Capture device @Q Level @Q Is ai enriched @Q
orosx 125026 03% acive 075 o
00112238: Nor 263%
o &ilor s e
" - False:
259% . ey True:
on 1475 i e
G Sz
asax P None: 10003 e 2000%
Network domain Na.. ®Q Site Name ©Q Facets vector 0 Asset kbid @A Device id @& Time ©Q Last activity time O
19 more swpte-  ovanzes 0 00
o i
et by
e : 100 100
ot P e
- B
50 50
e - ssarisns L L
None: 100.0% None: 100.0% 6% s or f 192% 267 more N o . o
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Forecast

Vantage IQ query example: Forecast.
Usage: <field> | forecast <number> <field1> <field2> <field3>
Description: Forecast the values of a numeric time series.

Example:alerts | forecast 10 tine risk

8 - Vantage 1Q

1 alerts | forecast 10 time risk

Execute (Cmd-Enter) save Save Assertion

History v

& Successful inference. Successfully computed the values of column 'Risk' in the time range from 2023-Apr-30 2123:47 to 2023-Apr-30 21:44:12.

Predicted Risk

Risk

O Risk Predicted Risk

4
2023-Apr-3021:22:00  2023-Apr-3021:24:00  2023-Apr-30 21:26:00  2023-Apr-3021:28:00  2023-Apr-30 21:30:00  2023-Apr-30 21:32:00  2023-Apr-30 213400 2023-Apr-3021:36:00  2023-Apr-30 2Li38:00  2023-Apr-30 21:40:00  2023-Apr-30 21:42:00 2023-Apr-30 2L

Export

Example:assets | forecast 3 created_at last_activity_ tine

1 assets | forecast 3 created_at last_activity_time|

Execute (Cmd-Enter) Save Save Assertion

History v

& Successful inference. Successfully computed the values of column 'Last activity time' in the time range from 2023-Apr-2214:3523 to 2023-Apr-22 1653:34

Predicted Last activity time

17006
O—
16506 >
E
Z 1600G
15506
15006
2023-Apr-22 2023-Apr-22 2023-Apr-22 2023-Apr-22 2023-Apr-22 2023-Apr-22 2023-Apr-22 2023-Apr-22 2023-Apr-22 2023-Apr-22 2023-Apr-22 2023-Apr-22 2023-Apr-22
13:30:00 13:45:00 14:00:00 14:15:00 14:30:00 14:45:00 15:00:00 15:15:00 15:30:00 15:45:00 16:00:00 16:15:00 00
O Last activity time Predicted Last activity time

Export

2023-Apr-22
16:45:00

&
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Pivot

Vantage IQ query example: Pivot.
Usage: <field> | pivot <field>

Description: Splits the data using the unique values of a given column and analyzes the
distributions of the other columns for each one of these values.

Example:al erts | pivot protocol

1 alerts | pivot protocol
sa Save Asserti Export
History v
@ Pt The dataset has 5subsets using For each subset the values of the other column has been analyzed. You can navigate and perform a deeper inspection of a particular subset by clicking on i
Degraded performance. A large number of data s arest than the chart. Decrease the number of samples to improve the reactivity of the chart
1 assets | pivot type
s Save Asserti Export

@ Pivots ed. The dataset

ch subset, the distribution of the values of the

has been analyzed. You

Degraded performance. A large number of data points is s a result, you might than vle interacting with the chart.

the number of sampl the reactivity of the chart
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Popular

Vantage IQ query example: Popular.
Usage: <field> | popular <field>
Description: Find the most popular values in a table and visualize them.

Example:al erts | popul ar

8 - Vantage

'e)

1 alerts | popular|
Execute (Cmd-Enter) Save Save Assertion Export
History v
(& Ccomputation successful. 39 values appear at least 30.0% of the times within the given dataset
7' A
Close option Is security iager type ce \ [ inbox
na.-99% | true - 100% ) a.-88% a.-99% GroUpedvisible  true-100%
/ c; ice trlie -76% A
Isincident -
false - 94%
Mitre attack techniques . Playbookcontents Site Name Trace shal -
TOB46 - 73% 4 0 na,-100% na -100% Sensor Host na.-100%
Triggerid na.-100% na
Zone dst y bna-88% Nelwork e e
na.-80% § ), Mitre attack tactics < - o
" Discovery - 73% . =
- Appliance host > Pe GIONNET. - 73% A ledged
& A Status ok A Destination  false -96%
M) Transport protocol zane src 5o] & - ha.-80%
-l 1emMp=72% ) yrdefined - 60% i
Mac src
P 00BfT?. - 68%
y m Note
Port dst’ rol Protocol Mac dst Ip dst Info. Ipdst L na.-100%
a. - 85% a - iemp - 675% na.-80% Gy \Qﬂﬁ/ LA
& AU g
1 alerts | popular 0.6
Execute (Cmd-Enter) save Save Assertion Export

History v

(& Computation successful. 39 values appear at least 60.0% of the times within the given dataset.

Close option Is security gger type y{e. . Inbox |
— ha.-99% rue - a-88% = e - 100%
N na. true-100% N e n\a 99% c:::r:$b|= fueciooy . foorke e
/Label dst portl - 74%, o

na.-98%, Is incident

N False - 94%

Mitre i - A, Site Name 7 _
TOB46 - 73% 4 D n.a\-100% - Sensor Host -100% gl
Zone dst Ees U AN, Aa-100% R ey
n.a.-80% § ) Mitre attack tactics N & Ne@k -78%
" Discovery - T3% .
T Faice ctor i -
- Appliance host 3k % GIGNNET. 935 A tedged
énsb Status svdlQ7tzn. - 69% . :e::lzaoian false - 96%

b Transport protocol  zone src open - 96%
a icmp -72% Undlefined - 60%

Mac src G/ \
. . 0OBETT. - 68% Thoesthame
P 4 \ Note na.-99% |
Port dst' rol ) Mac dst Ip dstinfo. Ip dst Il n.a.- 100% A
855 o {&mp - 67% na.-80% na -100% (Qrss a.-100¢ —
p- 67 L

Trace shal
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Simplify

Vantage IQ query example: Simplify.

Usage: <field> | simplify <field> <rows> <number>

User Guide

Description: Identify the rows and columns carrying the highest information level.

Example:al erts |

simplify

1 alerts | simplify

Execute (Cmd-Enter) save

History v

Save Assertion

Tip: add time filter for better performance

& successful percent row reduction. The 27 most uncommon and the 27 most common rows have been identified. They correspond to 5.0% and 5.0% of the whole dataset respectively.

& Successful absolute column reduction. 29 low information columns have been identified.

(@ Discarded columns. Tl columns have not been processed as they do not satisfy the minimum requirements of the requested command.

Rarity

uncommon
uncommon
uncommon
uncommon
uncommen
uncommon
uncommon
uncommon

uncommon

Uniqueness 4

Destination

17216.0.253

172160156

172160156

172160156

192168021

192168021

192168021

192168033

192168021

Ip dst

17216.0.253

172160156

172160156

172160156

192168021

192168021

192168021

192168033

192168021

Counter

na

Mac dst

00:04:23:00:041c

52:54:00:1235:02

00:60:78:00:62:10

00:60:78:00:62:10

00:20:45:be:42:69

00:20:45be4a:69

00:20:45be4a:69

00:20:45:37:52:2¢

00:20:45be4a:69

Port dst

Port sre

34543

49739

196

196

33881

33827

33881

56376

33832

Dst roles

consumer, terminal

producer

producer

producer

prodiucer, web_server, dns_server

producer, web._server, dns_server

producer, web._server, dns_server

dns_server

producer, web._server, dns_server

Bpf filter

(ip host 17216.0.55 and ip host 17216.0.25

(ip host 17216.0.253 and ip host 17216.0.1

(ip host 17216.0.253 and ip host 17216.0.1

(ip host 17216.0.253 and ip host 17216.0.1

(ip host 192168.0.109 and ip host 192,168,

(ip host 192168.0109 and ip host 192.168.

(ip host 192168.0109 and ip host 192.168.

(ip host 192168.0109 and ip host 192.168.

(ip host 192168.0109 and ip host 192.168.

Export

sHowW

Example: assets |

simplify rows 10

1 assets | simplify rows 10

Execute (Cmd-Enter) save

History v

Save Assertion

& Successful absolute row reduction. The 5 most uncommon and the 5 most cornmon rows have been identified

(@ Discarded columns. 3 columns have not been processed as they do not satisfy the minimum requirements of the requested command.

Rarity

uncommon

uncommen

uncommen

uncommen

uncommon

common

common

common

common

common

Uniqueness & os Name
08 na ControlLogix 1756-ENB..
0.8 na ControlLogix 1756-ENB..
o8 na ControlLogix 1756-ENB..
08 na ControlLogix 1756-ENB..
0.81 na ControlLogix 1756-ENB..
049 na. 1423316322

0.49 na 142337237

0.49 na 14233242100

0.49 na. 14233132238

0.49 na 1423329100

Time

1682522387856

1682522387843

1682522387863

1682522387865

1682522387865

1689165923000

1689165923000

1689165923000

Type

10_module

I0_module

I0_module

I0_module

10_module

Other

Other

Other

Other

Other

Level

Vendor

Rockwell Automation/.

Rockwell Automation/.

Rockwell Automation/.

Rockwell Automation/.

Device id

00112238

002233

00n2237

002239

Rockwell Automation/.

00112232

Export

SHOW
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Timeline

Vantage IQ query example: Timeline.

Usage: <field> | timeline <field>

8 - Vantage 1Q

Description: Displays the most significant events for the given dataset as time moves

forward.

Example:alerts | tineline tinme

1 alerts | timeline time

Save Assertion  Tip:add time filter for better performance

Execute (Cmd-Enter) Save

tory v

(& Timeline created. The dataset has been successfully divided into 8 intervals using column's Time' timestamps. 84 low severity events have been discovered.

2023-04-21-08:00 to 2023-04-21-09:00

2023-04-21-04:00 to 2023-04-21-05:00
0 records (+0)
No significant events

2023-04-21-06:00 to 2023-04-21-07:00
0 records (+0)
No significant events

- +41 others
+6 hidden events

Export

2023-04-21-10:00 to 2023-04-21-11

D)
- 42

others
+22 hidden events

2023-04-21-07:00 to 2023-04-21-08:00
2340 records (+2340)

792 new Bpf filter.

- (ip host 10.41.43... (+6)

- +791 others

682 new Port src:

- 58394 (+10)

- +681 other
+47 hidden

2023-04-21-05:00 to 2023-04-21-06:00
0 records (+0) ecrease:
- Number of records (-100%)

No significant events

rs
events

2023-04-21-09:00 to 2023-04-21-10:00

2023-04-21-11:00 to 2023-04-21-11:12
2477 records (+1)

crease:
- Number of records (-100%)

Example:assets | tineline created_at

1 hssets | timeline created_at

Save Assertion

Execute (Cmd-Enter) Save

History v

(& Timeline created. The dataset has been successfully divided into 8 intervals using column's ‘Created at’ timestamps. 19 low severity events have been discovered.

2023-04-22-06:00 to 2023-04-22-07:00
0 records (+0)
No significant events

2023-04-22-08:00 to 2023-04-22-09:00
0 records (+0)
No significant events

2023-04-22-10:00 to 2023-04-22-11:00
0 records (+0)

No significant events

Export

2023-04-22-12:00 to 2023-04-22-13:00

1 sharp count increase:

- Number of records (was 0)

1 sharp categorical count increase O

- (+3529700%

1 sharp categorical count increase Type
- - (+3530400%)

1 sharp categorical count increase Vendor.

- (+3818500%

1 sharp categorical count increase Product name:

- (+4009900%)

1 sharp categorical count increase Firmware version:

023-04-22-13:26

2023-04-22-07:00 to 2023-04-22-08:00
0 records (+0)

2023-04-22-09:00 to 2023-04-22-10:00
0 records (+0)

2023-04-22-11:00 to 2023-04-2
0 records (+0)
No significant events

No significant events No significant events

- (+3529000%)
+11 hidden events.

1 new Facets vector:
- ‘site_id|2¢f202de-.. (+2)
n events
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Versus

Vantage IQ query example: Versus.

Usage: <field> | versus as <format> <field>

User Guide

Description: Given a boolean condition, it divides the dataset into two subsets and
compares them in order to find column where the behavior has significant changes.

Example:al erts | versus as bars when risk >= 6

1 alerts | versus as bars when risk >= 6

Save Assertion

Execute (Cmd-Enter) Save

Export
History v
& Successful computation. 25 interesting values across 21 columns have been found. These values present significant behavioral differences depending on the given condition.
(@) Discarded columns. @ columns have not been processed as they do not satisfy the minimum requirements of the requested command. SHow
Interesting values when Risk >= 6
When False 16; 'S ‘84%) When True
wox  sos sos 7o¢ ems sos 406 3o 206l ox  l 2% 3% 4k sk e 7ox sox 100
Trgger type:n.a | Trigger ype:na
Triger d: - | Trigger d: na
pastna I o dst na
Portdst: n.a I Port dst n.a
Capture devie: portt I Captur device: porct
Grouped visibe: e ! | Grouped visble:true
Zone src Undefined . | Zone src Undefined
Grouped vsible: flse [ ] Crouped visbl: false
Labelsrc 2 I Label src na
Example:al erts | versus as cards when risk >= 6
1 alerts | versus as cards when risk >= 6
swve | | save Assertion Export
History v
& Successful computation. 24 interesting columns have been found. The values within these columns t ficant behavioral diffe depending on the given condition.
@ Discarded columns. 9 columns have not been processed as they do not satisfy the minimum requirements of the requested command. SHOW

Mitre attack tactics

° Unique(s) when True
a Unique(s) Otherwise o Unique(s) Otherwise
° Interesting value(s) o Interesting value(s)

I A v

Mitre attack techniques Dst roles

o Uniquel(s) when True

Zone src

V) Uniquels) when True Unique(s) when True

rwise

Unique(s) Otherwise

Interesting value(s)

-

Capture device

o Uniquels) when True
o Uniquels) Otherwise

Interesting value(s)

v

Appliance host

Unique(s) when True

Unique(s) Otherwise

Interesting value(s)

v

Name

@ Unique(s) when True
° Unique(s) Otherwise
0 Interesting value(s)

Type name

e Unique(s) when True
‘ Uniquel(s) Otherwise o Unique(s) Otherwise
‘ Interesting value(s) o Interesting value(s)

» v v

Trigger type

° Uniquels) when True

Typeid

Unique(s) when True

Unique(s) Otherwise

Interesting value(s)

A

Trigger id
Uniciuels) when True
Unique(s) Otherwise

Interesting value(s)

A

Ip dst

Uniquels) when True

Unique(s) Otherwise

Interesting value(s)

v
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Visualize

Vantage 1Q query example: Visualize.
Usage: <field> | visualize
Description: Provides a graphical visualization of the given rows.

Example:al erts | visualize

1 alerts | visualize

Execute (Cmd-Enter) Save Save Assertion Export

History v

(& Computation successful. 50 columins from 2000 records have been successfully visualized.

/\ Degraded performance. A large number of data points is being displayed. As a result, you might experience slower than usual performance while interacting with the chart. Decrease the number of samples to improve the reactivity of the chart.

Visualize 2000 record(s) - 50 column(s)

.
&
> & o
. & . o & & NN
¢ e & N ¢ o R P R s
& & & & © & & & & & &c* &S e
Rt & R © o8 8 & &S T GO R E o E :
¢ T T T e SIS S TSI e TS TS S
T Y T T T T e T T T @ e @

Example:assets | visualize

1 assets | visualize|

Execute (Cmd-Enter) save Save Assertion Export.

History v

(& Computation successful. 25 columns from &71 records have been successfully visualized.

/\ Degraded performance. Alarge number of data points is being displayed. As a result, you might experience slower than usual performance while interacting with the chart. Decrease the number of samples to improve the reactivity of the chart.

Visualize 871 record(s) - 25 column(s)
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Chapter 9. Network
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The Network page shows a visual representation of your network and all its assets.

VANTAGE

N
.QN,NOZOM

NETWORKS

Network

site (2)
Mendrisio (46505)
Demo Site iq 90830655 (219)

E]  Lastactivity time +

0 103454
o0 O 103451
0 10:345]
0 10:3451
0 103449
0 103449
0 103449
o0 O 1034148
0 103448
oo O 1034148

Label

na.

na

na.

na

racking-1611167402 us-ez
na
na
na
na

na.

na.

52239.176.74

172.309.37

172.30.61.30

54.208164.131

1041431

172.30194.29

172.18.66.27

1721810827

172.19.46.46

ks Acme  DATA LOCATION Europe

Type (24)
Other (20405}
IT device (17402)
Computer (6841)
Mobile phone (370)

Expand

Mac address

00:09:0£.09:00:12
00:08:e3:fFfe:08
00:08:e3:fffe:08
2c5a0f07:f52]
00:cB:8b16159e
00:09:0£.09:00:12
2cabebes:3sd]
B4:3dic6ic558:e]
70:d3:79:00:48:91

fOF7:55:51:e9:41

Protocols

https

https

Nodes

11 columns.

dns, melsoft, ntp v

other

http, other

11025 of more

Site Name

Mendrisio

Mendirisio

Mendrisio

Mendirisio

Mendrisio

Mendirisio

Mendrisio

Mendirisio

Mendrisio

Mendirisio

<

9 - Network

Links Sessions

() Refresh Live @

Network de

Domain ch
Domain /d
Domain /d
Domain /d
Domain /d
Domain ¢k
Domain /d
Domain /d
Domain /d

Domain /d

Pagelofmore > I

General

Figure 55. Network page

The Network page has these tabs:

* Nodes (on page 184)
* Links (on page 185)
* Sessions (on page 186)
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Nodes

The Nodes page shows a visual representation of your network and all its assets.

User Guide

Network

Nodes Links.

Site (1)
Mendrisio (19773)

a B Lastactivitytime ¥

O -« o 10:31:01
O - 0 103100
O e 0 103101
O - 0 103101

Sessions

Label

na.

CO2DTSNIMLBS-MacBoc

FDQBYFXIQM-MacBookk

Android.local

10.41132145

10.41132.228

10.41132143

10.41132.187

Type (17)

Other (18984)
Computer (450)

T device (149)
Mobile phone (94)

Mac address

8:4d:89:7e92:bd
c889f3dda7:50
CBB9fEaB 298

F:04:88:661D778.

columns Ifft

Protocols

v
dns, dropbox-lsp, http, ht
dns, http, https
bently-nevada, cotp, dns.

dns, dropbox-Isp, http, ht

Refresh ()

Site Name

Mendrisio
Mendrisio
Mendrisio

Mendrisio

Live @

Site

Figure 56. Nodes page

This section shows a list of all the sites in your environment.

Type

This section shows a list of all the types of node in your environment.

Columns

The Columns button lets you select which of the available columns for the current

page will show.

Refresh

The Refresh D icon lets you immediately refresh the current view.

Live

The Live @ toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Links

The Links page shows a visual representation of your network and all its assets.

Network
Nodes Links Sessions
Site (1) Protocol (25)
Mendrisio (47002) https (37580) ]
tep/as3 (3021)
http (2207)
other (1576)
columns Il Refresh (] Lve @
[0 e« B Lastactivitytime ¥ From To Protocol Transport protocols First activity time I
v v v v v v
(] 0 103833 1921684531 234567 fIr udp 2023-11-06 095710 t
O 0 103833 19216845159 224.01129 ptpv2-ip udp 2023-11-06 09:29:06 t
[m] 0 103832 00:30:a7:18:89:62 0L0ccd:0100:04 goose ethernet 20231113 14:26:42 u
(] 0 103&32 192.168.45149 23925523 other udp 20231116 10:47:51 0

Figure 57. Links page

Site
This section shows a list of all the sites in your environment.

Protocol
This section shows a list of all the protocols in your environment.

Columns

The Columns button lets you select which of the available columns for the current
page will show.

Refresh
The Refresh D icon lets you immediately refresh the current view.
Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.

185



9 - Network

Sessions

User Guide

The Sessions page shows a visual representation of your network and all its assets.

Network
Nodes Links Sessions
(] B astactivityt. ¥ v From
2023-11-15 10:39 v
[ 0 103828 192.168.45.228
o - 0 103828 192.168.45.228
o - 0 103828 192.168.45.228
o - 0 103828 192.168.45.228
o - 0 103828 192.168.45.228
o - 0 103828 192.168.45.228

To

255.255.256.255

19216845255

255.255.255.255

192168.45.255

255.255.256.255

192168.45.255

Status

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

Columns Il

Protocol

other
other
other
other
other

other

Refresh () Live @

Transport protocol

Columns

Figure 58. Sessions page

The Columns button lets you select which of the available columns for the current

page will show.

Refresh

The Refresh Q icon lets you immediately refresh the current view.

Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Chapter 10. Graph
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The Graph page shows a visual representation of your network and all its assets.

VANTAGE LICENSEE Nozomi Networks Acme  DATA LOCATION Europe

N
‘,44,,, NOZOMI

Graph
D08 e

Figure 59. Graph page

Icons
The top left corner shows icons that you let interact with the graph.

Graph

o e 8 EFY

Refresh
The Refresh Q icon lets you immediately refresh the current view.
Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.

Play-pause
The play-pause icon lets you pause, or restart the motion of the graph.
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Settings

The settings icon lets you configure the settings of the graph.

Filter

The filter v

190

Settings
Layout
Standard v
Group by v

only links with confirmed data @

show broadcast ()
display protocols o
Close

icon lets you filter the elements in the graph.

Site v

Sensor v

Network domain -

Name

oS

Vendor

Firmware version

Product name

Level

User Guide
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Legend

The legend icon lets you view the legend that shows the meaning of each color
used in the graph. The legend only shows the roles related to nodes that are currently
shown in the graph.

Other (2)

Time server (1)

Zones
The Zones drawer shows your network in terms of the zones you have defined. Each
zone and its links show in the drawer on the right.

Graph navigation
To use the graph, you can:
e Use your cursor zoom in and out; drag the graph to move it
* Select links (lines) and nodes (icons) to view the related details in the right drawer
* In the drawer, you can select Details to open the related Vantage page
* Select Zones to show your network in zones (on page 191). An overview will
show in the drawer in the left
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The Process page shows a list of processes in your environment. Processes are a set of
repeatable functions that a business does to deliver a core value.

VANTAGE DATA LOCATION Europ:

"!ﬁ' NOZOMI

WoRKS
Il columns () Refresh Live @
=] |» Erocess Host label Namespace Name Label Type
v v v v v
o 0 na 1019 analog-value_6 analog-value_6 at 1019 analog
o 0 na. 10719 analog-value_6 analog-value_6 3t 1019 analog
o 0 na. 1099 analog-value_6 analog-value 6 at 1013 analog
o 0 na. 1093 analog-value_6 analog-value 6 at 1013 analog
o 0 na. 1019 analog-value_6 analog-value_6 at 1013 analog
0 zuzausn s 112200325 na. 10025 i0a-20-59473 i0a-20-59473 at 10025 digital
0 2024-05-03T1:27:51 172206525 na. 10025 ioa-1-4593 ioa-1-4593 at 10025 digital
0 2024-05-03T127:51 172206525 na 10025 ioa-1-5058 ioa-1-5058 at 10025 digital
0 2024-05-03T1:27:51 172206525 na 10025 i0a-10-22640 i0a-10-22640 at 10025 digital
0 2024-05-03T127:51 172206525 na. 10025 i0a-10-22644 i03-10-22644 at 10025 digital
0 2024-05-03T127:51 172206525 na. 10025 i0a-1018042 i0a-10-18042 at 10025 analog
0 2024-05-03T127:51 172206525 na. 10025 i0a-20-60280 i0a-20-60280 at 10025 doublepoint
0 2024-05-031:27:51 172206525 na. 10025 i0a-211747 i0a-211747 at 10025 digital
0 2024-05-031127:51 172206525 na. 10025 i0a-13-19032 i0a-13-19032 at 10025 digital
0 2024-05-03T1:27:51 172206525 na. 10025 i0a-1-5300 i0a-1-5300 at 10025 digital
0 2024-05-03 12751 172206525 na. 10025 i0a-21-1745 i0a-21-1745 at 10025 digital
0 2024-05-03T1:27:51 172206525 na 10025 i0a-10-22643 i0a-10-22643 at 10025 digital
0 2024-05-03T12751 172206525 na 10025 i0a-11-49563 ioa-11-49563 at 10025 digital
0 2024-05-03T127:51 172206525 na 10025 i0a-20-62681 i0a-20-62681 at 10025 analog
0 2024-05-03T127:51 172206525 na. 10025 i0a-17-56888 ioa-17-56888 at 10025 digital
0 2024-05-031:27:51 172206525 na. 10025 i0a-211748 i0a-211748 at 10025 digital
0 2024-05-031127:51 172206525 na. 10025 i0a-1-4493 ioa-1-4493 at 10025 digital
11025 of more 1K < Pagelofmore > I
© 2013-2024 Nozomi Networks Version @ 6bfb9 Data for this instance is hosted in E®~

Figure 60. Process page

Process includes:

* Repeatable tasks
* Data collection
* Resource control in accordance with business policies

Variables model communication between operational devices as they participate in the
industrial process.

Individual values within operational devices are represented as variables, and Vantage
tracks them over time in Process.

Columns
The Columns button lets you select which of the available columns for the current
page will show.

Refresh

The Refresh o icon lets you immediately refresh the current view.

Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Table interactions

Actions menu

Enable history

The Enable History function lets you start to map historical values.

Procedure

1. In the top navigation bar, select = > Process.

Result: The Process (on page 193) page opens.

2. Choose a method to open the actions menu.

Choose from:

User Guide

o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

3. Select Enable History.

Result: A dialog shows.

4. Select Confirm.

You are about to Enable History
1item

Results

History has been enabled.
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The Dashboards page shows a list of all the dashboards that have been created.

VANTAGE LICENSEE Nozomi Networks Acme  DATA LOCATION Europe.

NETWORK

N
4"4P,NOZOMSI

Dashb G import
Name owner Widgets Visibility
Ale's Dash & Alessandro Cavallaro % Public [ ] (o]
Nez . 2 Dashboards Alessio Zappa 15 Public @ (&3}
Andreal. - As Andrea Lorenzetti 7 Pulic @ [
Andreal. - O\ Andrea Lorenzetti 7 Public @ (o3}
Andreal - Tr Andrea Lorenzetti 3 Public [ ] (o]
& Crazy Das Alessandro Cavallaro 2 Public @ (&3}
TI Dashboard Alessio Nava 6 Public @ (&)
x0x 7 Alessandro Cavallaro 1 Public @ (o)

Figure 61. Dashboards page

Add dashboard
This button lets you Create a dashboard (on page 200).

Import
This button lets you Import a dashboard (on page 201).
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Create a dashboard

User Guide

This procedure explains how to create a dashboard, select a template, enter a name,
and set visibility options.

Procedure

1.

In the top navigation bar, select = > Dashboards.

Result: The Dashboards (on page 197) page opens.

. From the Choose a template dropdown, select an option.

You can choose from these options:

o Empty

o Alerts

o Assets

o Qverview

o Sensors

° Traffic

e Vulnerabilities

. In the Dashboard name field, enter a name for your dashboard.

. Optional: If you want the dashboard to be visible to everyone in your

organization, select is public? to on.

. Select Create dashboard.

Results

The dashboard has been created, and it is now visible in the Dashboards page.
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Import a dashboard
It is possible to import a dashboard that has previously been exported in JISON format.

Procedure
1. In the top navigation bar, select = > Dashboards.
Result: The Dashboards (on page 197) page opens.

2. In the top right section, select Import.

Result: The Import a dashboard page opens.

3. Select Choose file and select the JSON dashboard file.

4. Once the file has loaded, select Confirm.

Results
The dashboard has been imported, and it is now visible in the Dashboards page.
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Export a dashboard

It is possible to export a dashboard in ISON format.
Procedure

1. In the top navigation bar, select = > Dashboards.

Result: The Dashboards (on page 197) page opens.

2. To the right of the applicable dashboard, select the (}’ icon.

Results
The dashboard downloads in JISON format.
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Add a widget

Once you have a dashboard, you can add a widget to it.

Procedure
1. In the top navigation bar, select = > Dashboards.
Result: The Dashboards (on page 197) page opens.

2. Select the applicable dashboard.
3. In the top right section, select Add widget.
Result: The Edit widget page opens.
4. From the Widget dropdown, select a widget type.
5. Optional: In the Title field, edit the title of the widget as necessary.
6. Select Apply.

Results
The widget has been added to the dashboard.
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The Reports page shows all the reports that the sensors in your system have created.

VANTAGE LICENSEE Nozo Acme  DATA LOCATION Eurcpe

,1?;, NOZOMI
N NETWORKS

Report Vantage  From Sensors
Name Scheduling © Owner Visibility
Alerts 7 At14:27, every day 1 Scott Smith Private @
Alerts at midi Reports At 00:00, every day & - Public @
Assets at mid A12:00, every day 1 - public  ®
Overview /At 00:00, only on Wednesday and Satu... &1 Alessio Zappa Private @
Sensors1 At 00:00, on day 10,12, 24,and 26 of th.. &1 Massimo Zappino Private @
Traffic month At1423,on day 2,5,10,20,24,27,30,an.. &1 - Public [ ]

Figure 62. Reports page

The Reports page has these tabs:

* Vantage (on page 208)
* From Sensors (on page 213)
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Vantage

The Vantage page shows all the reports that have been created in Vantage.
Reports Vantage  From Sensors
Name Scheduling @ Owner Visibility
Alerts 7 A14:27, every day & Scott Smith Private @
Alerts at midnight At 00:00, every day &1 - Public [ ]
Assets at midday AL12:00, every day &1 Public @
Overview At 00:00, only on Wednesday and Satu.. 1  Alessio Zapp: Private @
Sensors 17 /At 00:00, on day 10, 12, 24, and 26 of th. Pl Massimo Zappino Private @
Traffic monthly & At14:23, on day 2, 5,10, 20, 24, 27, 30, an. J‘ - Public [ ]

Figure 63. Vantage page

Create report
This lets you Create a report (on page 209).

Import
This lets you Import a report (on page 212).

Name
The name of the report. To modify the name, you can select the pencil icon, modify the
name and select the tick icon.

Scheduling
The details of when the report is scheduled for creation.

Owner
The person that created the report.

Visibility
This toggle lets you choose whether the report is visible to a private or a public
audience.

Actions menu
The actions menu gives you access to these options:

* Edit (on page 214)

* Settings (on page 214)
* Export (on page 215)

* Delete (on page 215)

Related information

From Sensors (on page 213)
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Create a report

Learn how to create and schedule a custom report using predefined templates,
recurrence settings, and visibility options in your organization.

About this task

The creation and scheduling of custom reports lets you streamline how critical
information is shared within your organization. The use of predefined templates helps
you quickly design reports tailored to specific needs, such as tracking vulnerabilities,
monitoring traffic, or providing an overview of assets. The recurrence settings and
visibility options make sure that the reports are generated on time and reach the
correct audience, enhancing collaboration and decision-making across teams.

Procedure

1. In the top navigation bar, select = > Reports.

Result: The Reports (on page 205) page opens.

2. In the top right corner, select Create report.
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3. Optional:

From the Choose a template dropdown, select an option.

< Reports

Choose the template

Overview hd including & widgets

Report name
Overview
Is public?
Public reports and their data are visible by everyone in your Organization

Recurrence
When the scheduler generate a snapshot of your report

,:D Tirne shown in UTC

@ Daily Weekly Monthly

Time *

12:00 AM

Create report

You can choose from these options;

o Empty

o Alerts

o Assets

o Qverview

o Sensors

o Traffic

° Vulnerabilities

4. In the Report name field, enter a name for the report.
5. Optional: To make the report visible to everyone in your organization, set the Is

public? toggle to on.
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6. In the Recurrence section, select one of these radio buttons:
Choose from:
o Daily
o Weekly
o Monthly

7. In the Time field, set the time that the report will be generated.

8. Select Create report.

Results

The report has been scheduled for creation.
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Import a report
Learn how to import a report that was previously created in Vantage.

Procedure
1. In the top navigation bar, select = > Reports.
Result: The Reports (on page 205) page opens.

2. In the top right corner, select Import.

Result: The Import a report page opens.

3. Select Choose File.

< Import a report

Reports exported from any Vantage instance can be imported.

File:

Choose File |MNo file chosen

4. Select the report file.
The report will be in JISON format.

5. Select Confirm.

212



User Guide 13 - Reports

From Sensors

The From Sensors page shows all the reports that have been created on sensors in
your system.

Reports Vantage  From Sensors
site (1) Created by (0)
Mendrisio (89)
1 cotumns 7 Refresh Live ®
Time Name Sensor Host Site Name
v v v v
2024-04-112:57:26 test h-qi d pload: intra. nin: Mendrisio
2024-04-10 125718 test h-ga-g-std pload Tint Mendrisio
2024-04-0912:57:57 test h-qa-g-std pload Lintra. Mendrisio
2024-04-08 12:57:37 test h d o intr Mendrisio
2024-04-071257.08 test h-qa-g-std pload Tintra. Mendrisio
2024-04-06 125713 test h-qi d pload intra, nin Mendrisio
2024-04-051257:26 test h-ga-g-std pload Tint Mendrisio
2024-04-0412:5736 test h-qa-g-std pload Tintra. Mendrisio
2024-04-0312:57:33 test h-qa-g-std pload intr: Mendrisio
2024-04-0212:5716 test h-g: d pload lintra. Mendrisio
11025 of more K < Pagelofmore >

Figure 64. From Sensors page

Site
This shows the site location of the sensors that created the report.

Columns
The Columns button lets you select which of the available columns for the current
page will show.

Refresh

The Refresh o icon lets you immediately refresh the current view.

Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.

Related information

Vantage (on page 208)
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Table interactions

Actions menu

Edit a report

Learn how to use the actions menu to edit reports.

Procedure

1. In the top navigation bar, select = > Reports.

Result: The Reports (on page 205) page opens.

2. In the table, select the **® icon.

3. Select Edit.

Result: The report opens.

4. Edit the report as necessary.

5. Select Apply.

Results
The report has been edited.

Edit the settings of a report

Learn how to use the actions menu to edit the settings of a report.

Procedure

1. In the top navigation bar, select = > Reports.

Result: The Reports (on page 205) page opens.

2. In the table, select the **® icon.

3. Select Settings.

Result: The report opens.

4. Edit the report settings as necessary.

5. Select Edit report.

Results
The report has been edited.
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Export a report

Learn how to use the actions menu to export reports.

Procedure
1. In the top navigation bar, select = > Reports.

Result: The Reports (on page 205) page opens.

2. In the table, select the **® icon.

3. Select Export.

Results
The report downloads in JSON format.

Delete a report

You can use the actions menu to delete reports.

Procedure

1. In the top navigation bar, select = > Reports.

Result: The Reports (on page 205) page opens.

2. In the table, select the **® icon.

3. Select Delete.

Result: A dialog shows.

4. Select OK.

Results
The report has been deleted.
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The Sites page shows all the geographical locations of the assets in your system. It lets
you associate a site to one or more network domains. You can also add details such as
the country or city of the site.

GE

vanTA
,gi; NOZOMI

Sites

Country (1)
cR M)

18l cotumns (Refresh  Live @

0O e Name 1 Country Risk Latitude Longitude

O e Mendrisio = Gr — 406439 229358

101011 << Ppagelofl > I

Figure 65. Sites page

Country

This shows a list of all the countries that are applicable for the sites in the current table
view.

Columns

The Columns button lets you select which of the available columns for the current
page will show.

Refresh
The Refresh D icon lets you immediately refresh the current view.
Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Table interactions

Actions menu

Export a site

You can use the actions menu to export sites.

Procedure

1. In the top navigation bar, select = > Sites.

Result: The Sites (on page 217) page opens.

2. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

3. If you use the ®®®icon in the table, choose a method to select one, or more, items.

Choose from:

o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
° Select the checkbox for the item that you want to choose

—r?
)

You are about to export
1item

4. Select Export.

Confirm Dismiss

Result: The export dialog shows.
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5. Select the Format dropdown.

Result: A dialog shows.

6. In the Format dropdown, select the format that you want to export.

—r?
|

You are about to export
1item

csy
Excel
Confirm Dismiss
7. Select Confirm.
Result: A confirmation dialog shows.
8. Select Close.
Data exported in Excel format
This crrafion 15 ORoadng, MOiior IS progress
Close

Results

The site(s) has (have) been exported.

14 - Sites
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15 - Workbooks

The Workbooks page shows recommended courses of action that can improve your
network security. Generated through machine learning, workbooks highlight the
vulnerabilities currently creating the highest risk exposure.

Vulnerabilities
Software Remediations
Applying will mitigate Reducing by
0,
19 > 7.85K > 3%
Remediations Vulnerabilities Overall Risk
@  Upgrade Internet Explorer to Edge
g, | Thisaction reduces your overall Risk by 1% and
resolves or mitigates 117 CVES across 117 Assets.
Software Update
L] Upgrade Windows 7 to Windows 11
This action reduces your overall Risk by 1% andl
¥1%  resolves or mitigates 201 CVEs across 201 Assets.
. Update IP Phone 8811 firmware to 14.1(1)sr1
15  This action reduces your overall Risk by 1% and
o resolves or mitigates 784 CVES across 103 Assets.
Firmware Update.
. Update 1756-EN2TR Series B firmware to 5..
156 This action reduces your overall Risk by 1% and
1% resolves or mitigates 217 CVES across 19 Assets.
Firmware Update.
3 Update iOS to 18.3.1
g, Thisaction reduces your overall Risk by 1% and
resolves or mitigates 4975 CVES across 5 Assets
. Update Firefox to 130.0.1
This action reduces your overall Risk by 1% and
3% recolves or mitigates 21 CVEs across 21 Assets.
Software Update
. Update Modicon M340 CPU firmware to 4...
156 This action reduces your overall Risk by 1% and
o resolves or mitigates 693 CVES across 45 Assets
Firmware Update.
. Update NGINX to 1.27.4
156 This action reduces your overall Risk by 1% and
1% - resolves or mitigates 26 CVES across 26 Assets.
Software Update
<d: 201 61104

Overview Detailed list ‘Workbooks
Communication Remediations Hardware Remediations
Applying Will block Reducing by Applying Will replace Reducing by
[») 0,
1L > 230K > 7% 1 > 41 > 1%
Remediations Unsafe Links Overall Risk Remediation Assets Overall Risk

®  Stop using HTTP
yay  This action reduces your overall Risk by 3% and
& affects 12226 recently active Links across 5683 Assets,
]
@  Stop using SMB
. Thisaction reduces your overall Risk by 1% and
N% - affects 5319 recently active Links across 2425 Assets,
]
@  Stop using SNMP
156 This action reduces your overall Risk by 1% and
o affects 4459 recently active Links across 2258 Assets.
]
e  Stop using SIP
1 This action reduces your overall Risk by 1% and
S affects 370 recently active Links across 189 Assets.
]
. Stop using RDP
g1, | Thisaction reduces your overall Risk by 1% and
affects 167 recently active Links across 126 Assets.
]
. Stop using Telnet
This action reduces your overall Risk by 1% and
NT%  affects 239 recently active Links across 117 Assets.
]
. Stop using LLMNR
1 This action reduces your overall Risk by 1% and
o affects 76 recently active Links across 67 Assets.
]
. Block public traffic
W Thisaction reduces your overall Risk by 1% and

affects 9 recently active Links across 2 Assets.

Network Policy

N1%

Replace unsupported hardware

This action reduces your overall Risk by 1% across 41
Assets,

Hardware Upgrade

Banner image

Figure 66. Workbooks page

The banner image is a powerful visual report that uses bubble graphics to represent
the relative impact of each workbook recormmendation.

List

The list shows ranked recommendations, with the most effective actions at the top. For
each workbook, Vantage shows:

* On the left, the highest risk score among all the vulnerabilities included in the

workbook.

* Atitle that shows the recommended course of action.
e A description of the issue and the benefits of addressing it.
* In the top right corner of each workbook, Vantage shows:

o An assessment of the risk reduction you will achieve if you follow the
recommended steps. It is shown as a percentage.

° The number of assets where the vulnerability was detected.

° The number of CVE that you would address if you follow the recommmended

steps.

Related information

Use a workbook to improve your network security (on page 226)
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Use a workbook to improve your network security

When workbooks make recommendations, you should use them to improve your
network security.

Procedure

1.

In the top navigation bar, select = > Workbooks.

Result: The Workbooks (on page 155) page opens.

. Make a note of the description in the largest bubble in the banner image.

Note:

This workbook also shows at the top of the list of workbooks below.

. Choose a method with which to open the list of vulnerabilities that you can

address.

Choose from:
° In the banner image, select the largest bubble.
o In the list, select Review to the right of a workbook.

. Resolve the vulnerability (on page 153).

(L ™
Note:
You should create a plan to take the recommended action. For example,
a workbook might recommend that you upgrade all assets that run an
old application version. In this case, you should create a maintenance
schedule and take the necessary steps to update those applications to the

latest, secure version.

N /

Related information

Workbooks (on page 155)
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The Threat Intelligence page shows an overview of all of the available threat cards
and categories. It also lets you filter the threat cards to show only malware, threat
actors, or vulnerabilities

VANTAGE LICENSEE Nozomi Netuworks Ace  DATA LOCATION Exirope.
dyNozoMml =
W Verwores =
Threat
Qi Targ @ Targeted Countries @ Malware Types
facturing H United States W RaT
rament M Switzerland B DOWNLOADER
& ~ology United Kingdom RANSOMWARE
R ce M canada H TROIAN
| ommunications H France M DROPPER
4 - 2V
Q ey 4% Threat intelligence X @ walware 8 vulnerabiiy < @ wyeou O Haveslers @ H >
PITTYTIGER v m e APTI9 vVae UNC5176 Vme

UNCsITS
Users of

ing from China. They

Targeted cour

o more (D) DD

=
TYARA 4STIX Moreinfo > 16 VARA  165TIX More info > 1257 Moreinfo >
DRAGONFORCE VICIOUS PANDA vVme UNC3886

UNC3886 s a threat actor of Chin
is a threat actor believed to ariginate | OPerations. They have targeted entitie:
rgeting organiz.

Targeted cour

45T Moreinfo > 107X More nfo > TYARA 13STIX Moreinfo >
APTS ¥ ma APT33 Y=8 REDJIULIETT v ma

d 1o originate from lran
ing o

451X Moreinfo > 2YARA  TSTIX More info > 3VARA 6T Moreinfo >

Figure 67. Threat Intelligence page

Targeted Industries
This section lets you filter cards based on any of the selected industries in the chart.

Targeted Countries
This section lets you filter cards on any of the selected countries.

Malware Types
This section lets you select which types of malware show.

Search bar
This lets you search the Threat Intelligence based on these attributes:

* Aliases

e Description

* Filenames

* Malware types

* Name

e Origin country

» Structured Threat Information Expression (STIX) domains
* STIX IP addresses

e STIXURLs
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* Targeted country
* Targeted industry
* Trigger IDs

* STIX hashes

Malware
This button lets you filter malware cards based on any of the selected types. For more
details, see Malware (on page 231).

Actors
This button lets you filter the content that shows below to only threat actors. For more
details, see Actors (on page 233).

Vulnerability
This button lets you filter the content that shows below to only vulnerabilities. This
section shows all known CVEs. For more details, see Vulnerability (on page 235).

My countries
This button lets you filter the threat cards to show only content that is relevant for the
countries that your organization has sites in.

Have alerts
This button lets you filter the threat cards to show only content that have associated
alerts.

Have vulnerabilities
This button lets you filter the threat cards to show only content that have associated
vulnerabilities.

High risk
This button lets you filter the threat cards to show only content that have a high risk
score.

Actively exploited
This button lets you filter the threat cards to show only vulnerabilities that are known to
have been exploited.

Threat cards
For more details, see:

* Malware threat cards (on page 231)
» Actors threat cards (on page 233)
* Vulnerability threat cards (on page 235)
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Malware

16 - Threat Intelligence

Learn how the Malware page shows malware-specific attributes and associated

threat cards.

Malware filter

TESLARVNG CHINA CHOPPER

@ Maware [ vuinerability < @wycounties D Havealeris

TESLARNG is 3 sophisticatad ransomuara strain developed in G, prima

1vaRA Moreinfo > TPacketrule  6YARA SSTIX Moreinfo > EEES

RAINYDAY ESXIARGS TINYSALSA

187X Mereinfo > 2vaRa Morinfa >

Ve
==

i embedded payioad that is

VTSTEALER SILKWRAP

Targeted industrios:

[-...... R

187X Mereinfo > EE S Morsinfa > 257

'BAZARLOADER SPIKEDNOG

BAZARLOADER SPIKEDNOG s a downioa
yloac URLs may ba hard-code

4 or ganer

Figure 68. Malware filter applied

You can use the Malware button to show only malware-related threat cards.

Threat card

CHINA CHOPPER

Chopper CHINA CHOPPER  +1 more

Targeted industries:

Chemicals & Rel... +18 more

1Packetrule 6YARA 5STIX

China Chopper is a lightweight web shell commonly used by threat actors for malicious activities. It allows attackers to remotely access and control c...

Ve
Amore

More info >

Figure 69. Malware threat card

A malware threat card can show all, or some, of these attributes:

e The name of the malware

« ¥ The Mandiant icon shows whenever a threat card is enriched with Mandiant

data

. @ This icon shows that the malware is global
« & This icon shows the number of related alerts

. @ This icon indicates it is a malware-related threat card

. Shows the type of malware

* A description section
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* The industries that the malware is known to have targeted
* The rules, patterns, and indicators that are associated with the threat card
content, the More info button lets you view more details in the details page

Details page
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Figure 70. Details page
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Actors

Learn how the Actors page shows threat actor-specific attributes and associated
threat cards.

Actors filter

Q Keyword, afas, malicious I, x

PITTYTIGER Vme UNCEI76. Vma

1vARA 4STIX Moreinfo > T6vARA 165TIX Moreinfo > 25X More nfo >

DRAGONFORCE =& | viciouspanoa Vme |uncsse Ve

Uncazs
have targ

a5 Mereinfo > 1057 Mersinfo > 7vaRA 13STIX Moreinfo >

APTO Yme REDIULIETT Vom e

fata theft. usually focusing on the data and

Targeted c  industros:

TR CEE oo (T G s

a5 Mersinfo > 2vaRA mSTIX Mersinfo > 3vaRA 6sTX Moreinfo >

Figure 71. Actors filter applied

You can use the Actors button to show only actors-related threat cards.

Threat card
SANDWORM TEAM S m L
BlackEnergy (G... Quedagh +14 more

Sandworm Team (also known as Voodoo Bear, TeleBots) is a notorious threat actor believed
to be based in Russia. They have been active since at least 2010, with their most recent
activities reported in 2021. Sandworm Team primarily targets government entities, energy...

Targeted countries and industries:

Technology +5 more PULGEEESEEH m +7 more

82 YARA 31STIX 1SIGMA More info >

Figure 72. Actors threat card

An actor threat card show all, or some, of these attributes:

e The name of the threat actor

« ¥ The Mandiant icon shows whenever a threat card is enriched with Mandiant
data

. A flag will show the origin country
« & This icon shows the number of related alerts
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J t@a Indicates it is a actor-related threat card

. Shows the type of malware

e A description section

* The countries and industries that the malware is known to have targeted

* The rules, patterns, and indicators that are associated with the threat card
content, the More info button lets you view more details in the details page

Details page

< SANDWORM TEAM

Figure 73. Details page
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Vulnerability

Learn how the Vulnerability page shows vulnerability-specific attributes and
associated threat cards.

Vulnerability filter

Q Keyword, alias, malicious IP, X @ Maware [ veinerabitiy. < @vycounmiss  QHmeskrs D Favewnerabiites () Highi > W@

CVE-2013-0230 M@ e @ CVE-2011-1567 (=R )

v 9000011083 and eariier in 7-

1Packetrule Moreinfo > 2Packetrule Moreinfo >

CVE-2020-0796 VO Lol CVE-2014-3206 VLosd CVE-2012-5862 ¥ #£wosE

v the session | loginphp on th
protcvliac

Vunerabie pro

15acket ruls Moreinfo > TPacket rule Moreino > 2Packet rule Mare nfo >

cve 20084322 Mo s @ | cveamams VP s @ | cvezmmso VO @vad

82121, 23 before S3R7), and 90 before

Vuinerable products:

Tpacket rule Moreinfo > TPacketrule Moreino > 1Packet rule Moreinfo >

Q:: « s . >

Figure 74. Vulnerability filter applied

You can use the Vulnerability button to show only vulnerability-related threat cards.

Threat card

CVE-2011-1567 ™ 20 & (g

Multiple stack-based buffer overflows in IGSSdataServer.exe 9.00.00.11063 and earlier in 7-
Technoclogies Interactive Graphical SCADA System (IGSS) allo...

Vulnerable products:

7T: Igss All Versi... Igss: Igss 8,9

2 Packet rule More info >

Figure 75. Vulnerability threat card

A vulnerability threat card show all, or some, of these attributes:

* The name of the vulnerability
« ¥ The Mandiant icon shows whenever a threat card is enriched with Mandiant
data

. @ This icon shows that the vulnerability is global

. Ef? This icon shows the score
« [&) This icon indicates that it is a vulnerability-related threat card
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* A description section

* The products that are vulnerable

* The rules, patterns, and indicators that are associated with the threat card
content, the More info button lets you view more details in the details page

Details page

< CVE-2011-1567 Y el e &

Figure 76. Details page
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Chapter 17. Asset Risk
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The Asset Risk page provides an in-depth view of asset risk levels. This includes an

overview, detailed analysis, and benchmark comparisons to help assess and manage
risks effectively.

VANTAGE

LICENSEE Nozomi Networks Acme  DATA LOCATION Europe

Asset F Overview  Remediations  Details  Benchmarks
Overview (. W Im 1a 1y Al
22% S Q 712% o 263% NO%
B9L, 629 L 1250 & 46,
c Nozomi Risk Riskiest Site (0 Riskiest Sensor (0 Riskiest Zone (O
overa Overall in your organization Mendrisio ch-qa-g-std-vm-upload-master-lintra.no.. ProdNet-B
Risk Repor Site Map O
871%
20N 527/
Risk Trend
£F  Asset Risk
/o1 o1 afon 6o eion 2oi01 i 2400 260
@ Custom Risk - Nozomi Risk
Sector Benchmarks
Your Risk vs Cybersecurity Sector Risk Your Risk vs Similar Customers Risk
Your Risk is 214% higher than this average. Your Risk is 233% higher than this average.
Cberszcuriy Sector Similar Custorers
I .
. © I ©

Figure 77. Asset Risk page

The Asset Risk page has these tabs:

e Overview (on page 240)

* Remediations (on page 242)
* Details (on page 243)

* Benchmarks (on page 245)
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Overview

The Overview page lets you analyze your risk position over time and compare it to the
average risks of your industry and similar customers.

Asset Risk Overview  Remediations  Details ~ Benchmarks
Overview @ WM 1a ty Al
2% 22% S g 712% 263% NO%
895" ©#90L 29 b 12 25 & 46

Custom Risk () Nozomi Risk () Riskiest Site () Riskiest Sensor () Riskiest Zone (0

Overall in your organization Overall in your organization Mendrisio ch-qa-g-std-vm-upload-master-lintra.n. ProdNet B

v

Risk Report () Site Map

8 821% 830% 873%
13715 201 205 270 271532 31251002

Risk Trend (O Advanced ®  NozomiRisk ®

® custom Risk - Nozomi Risk

Sector Benchmarks (0

Your Risk vs Cybersecurity Sector Risk Your Risk vs Similar Customers Risk
Your Risk is 214% higher than this average. Your Risk is 233% higher than this average.

3 B
“

\ou
I —

Figure 78. Overview page

Custom Risk
The overall risk, which is based on your specific risk formula.

Nozomi Risk
This is based on the standard Nozomi risk formula.

Riskiest Site
This shows the site in your organization that has the highest risk.

Riskiest Sensor
This shows the sensor that has the highest risk based on your specific risk formula.

Riskiest Zone
This shows the zone that has the highest risk based on your specific risk formula.

Risk Report
This shows the average risk values in the selected time frame.

Risk Trend
This lets you monitor the trends of both your overall risks, as well as Nozomi risks over
time.

Site Map
This lets you evaluate the risk positions of your different sites.

Sector Benchmarks
This lets you compare your Nozomi risk industry sectors and similar customers.

240



User Guide 17 - Asset Risk

Related information
Remediations (on page 242)
Details (on page 243)

Benchmarks (on page 245)
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Remediations

User Guide

The Remediations tab provides an overview of the remediation actions you can take

to reduce asset risks.

Asset Risk

Remediations ()

Software Remediations

Applying will mitigate

2 > 305 > 2%

Remediations Vulnerabilities. Overall Risk

®  Upgrade Internet Explorer to Edge

This action reduces your overall Risk by 1% and resalves or
mitigates T14 CVES across 114 Assots,

Software Update

®  Upgrade Windows 7 to Windows 10
This action reduces your overall Risk by 1% and resolves or
mitigates 191 CVESs across 191 Assets.

‘Communication Remediations

Applying willblock Reducing by
3 > 220K > 6%
Remedistions Unsafe Links Overal Risk

®  Stop using HTTP
This action reduces your overall Risk by 3% and affects 12157
recently active Links across 5593 Asses.

®  Stop using SMB
This action reduces your overall Risk by 1% and affects 5324
recently active Links across 2406 Assets,

®  Stop using SNMP

This action reduces your overall Risk by 1% and affects 4512
recently active Links across 2277 Assets.

Overview  Remediations  Details  Benchmarks
Hardware Remediations
Apelying Will replace Reducing by
5 o
1 > 12 1%
Remediation pssets Overall Risk
.

Replace unsupported hardware
N1%. This action reduces your overall Risk by 1% across 12 Assets.

Hardware Upgrade

Figure 79. Remediations Overview

Software Remediations

These actions address software risks related to your assets.

Communication Remediations
These actions address network protocol risks related to your assets.

Hardware Remediations

These actions address hardware risks related to your assets.

Related information

Overview (on page 240)

Details (on page 243)

Benchmarks (on page 245)
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Details

The Details page provides an in-depth analysis of asset risks, highlighting the riskiest
sites, sensors, and zones, along with detailed information about their associated
assets.

Asset Risk Overview  Remediations _Details _ Benchmarks
Risk Details (0 wim gy AN
[ Riskiest Sites () Riskiest Sensors (0 & Riskiest Zones ()

Mendrisio 9 2% h-qa-g-std-vm-upload: intr i 12 763% ProdNet-8 46 %%
Demo Site standard 04f2bfSa () s h-qa-g-std-vm-d intr W =55 ProdNet-A 37 29%

h d-nemel dyn-Lints g 234% N2E0S-2539.test 28 1o%
t 9 7% Unspecified 17 [18s%
o 9% = 16 2%

Riskiest Sites

Mendrisio Demo Site standard 04f2bfSa
D 2% N NT7%
B9 27 B9 L
Top 3 Riskiest Assets Top 3 Riskiest Assets
47 AC BOOM PM851
‘6 oncin

46 plci04 ACMEO corpor...

Lv

Riskiest Sensors

q P 4 t q i int g s i q int
763% 738% A34% 1%
25 n 95 9 L
Top 3 Riskiest Assets Top 3 Riskiest Assets Top 3 Riskiest Assets Top 3 Riskiest Assets
Risk Name Risk Name Type Risk Name Type Vendor
53 rootulciscocom 44 T756-EN2T Series D Co.. 10 91 Blade Force Mobile phore  ZTE Corpora
No Assets available for Lhs trend.

46 plc109.ACMEO.corpor. v 24 1766-1328X8 Series C 90 iPhone Mobi Apple.
46 17216018 OTdevice  Schneider I 18 PXC4ETS Automati 90 iPhone 8 Plus Mobile phone Apple

Y Y o anoush i th sl e fame A

Figure 80. Details page

This pages shows a more in-depth view of data that is shown in the Overview (on page
240) page.

Risk Details
This shows a summary view for the categories below.

Riskiest Sites
This shows more details for the riskiest site, and the top three riskiest sensors in it. Each
tile shows the:

¢ Risk

* Name

* Type
* Vendor

You can select an asset to open the related details page.

Riskiest Sensors
This shows the sensors that have the highest risk levels and the riskiest assets
connected to the sensor. Each tile shows the:

e Risk

* Name
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* Type
e Vendor

Riskiest Zones
This shows the zones that have the highest risk levels and the riskiest assets in the

zone. Each tile shows the:
* Risk
* Name

* Type
* Vendor

Related information

Overview (on page 240)

Remediations (on page 242)
Benchmarks (on page 245)
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Benchmarks

The Benchmarks page lets you compare your organization's risk levels against
industry sectors and similar customers to evaluate your security posture.

Asset Risk Overview  Remediations  Details  Benchmarks
Benchmarks () W m 1 1y Al
Sector Benchmarks ()

Your Risk vs Cybersecurity Sector Risk Your Risk vs Similar Customers Risk
Your Risk is 214% higher than this average. Your Risk is 233% higher than this average.

ey e iz customers
1 |

Your Risk vs Cybersecurity Sector Risk

Your Risk vs Similar Customers Sector Risk ()

e
%

— Similar Customers Risk  — My Nozom Risk

Figure 81. Benchmarks page

Related information

Overview (on page 240)

Remediations (on page 242)

Details (on page 243)
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Chapter 18. Async operations
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The Async operations page lets you keep track of tasks that are being executed in the
background, and it shows their outcome once that they are completed.

VANTAGE ©  DATA LOCATION Europe

N —
dprozom =

Wwor

Async operations

(@ This page lets you keep track of tasks being executed in the background, and it shows their outcome once completed.

Columns Ifi Refresh (] Live [ ]
Created at ¥ Description Status Progress Result
v v v v v
075733 Links export completed 100 Download
075558 Links export completed 100 Download
2023-06-06 1350:50 Alerts export completed 100 Download

To3ofs 1< < Pagelofl > @

Figure 82. Async operations page
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Chapter 19. What's new drawer
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The What's new drawer shows a list of new features, enhancements, and fixes for
issues.

VANTAGE LICENSEE Networks Acme  DATA LOCATION £

QF‘,NOZOM]

Figure 83. What's new icon

What's new °

Query comments are now available o
2024-06-13

Comments can now be added to Queries. Comments starts with the # character, for
example you can wiite:

o assets | select name # my comment

Manage Sensor Zone Execution Policy ¢
2024-06-12

Administrators can configure the default execution policy for Zone Configurations
using the new Organization setting found in Admin - Features. By default, if ‘Enable
Zone Configurations Management is enabled, "Upstream only" will be selected as the
Organization setting. With this, Vantage will be able to control the Zones and push
down to the Sensors, If administrators choose to change it to *Local only’, the zones
can be configured using sensors on the local site. You can configure a mixed zone
execution policy by selecting Sensors - Settings and modifying the "Override the
organization execution policy for Zone Configurations".

Manage Sensor Backups centrally in Vantage o
2024-06-05

In the Backup Schedule, users can configure backups to be pushed globally o
individually to Sensors. Meet compliance policies by configuring multiple backup
plans.

The new IQ Assistant is now available for a trial o
2024-05-03

The IQ Assistant is a new feature added to the Vantage IQ offering. By using key words
and structured questions, customers will be able to query the Vantage database more
efficiently. Customers will be able to build complex queries in a fraction of the time
with less cffort, A 60-dlay trial of IQ Assist will be available to all customers,

Dashboards have built-in templates o
2024-04-23

Dashboards can now be created starting from templates suggested by Nozomi
Networks and further customized to suit your needs

Vantage allows 2FA to be set globally o
2024-04-15

Administrators can now make two-factor authentication mandatory for all Vantage
Users The first time a user logs in to Vantage without 2FA, they will be prompted to
configure before they can access Vantage.

Custom fields can be managed centrally o
2024-03-21

It is now possible to manage custom fields centrally in Vantage. Custom fields can be
created and populated via csv imports. Asset Rules can also be configured to
automatically assign fields.

Figure 84. What's new drawer
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Administration page

The administration page lets a user with administrator privileges configure settings
and do other tasks.

For more details, see the Vantage Administrator Manual.
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Chapter 21. Profile settings
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21 - Profile settings

The profile settings menu lets you edit your user settings and update your profile.

VANTAGE LICENSEE Nozomi Networks Acme  DATA LOCATION Europe

f!ﬁ;,NOZOMI

NETWORKS

Signed in at 15:T1:41
Current IP 51154.254.140

Change password

Old password *
Password *

Confirm Password*

Update Password

Two Factor Authentication

Get Code

Settings Authentication profie
AP Keys Logged as: Craig Halliday
Theme Activity

Figure 85. Profile settings menu

The Profile page has these tabs:
* Authentication (on page 262)
* API| Keys (on page 263)
* Theme (on page 265)
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Authentication

User Guide

The Authentication page shows user activity details, lets you change your password,

and lets you create a two-factor authentication code.

Authentication
Logged as:
Activity

Signed in at 15:11:41

Current IP
Change password

Old password*
Password*

Confirm Password*

Update Password

Two Factor Authentication

Figure 86. Authentication page

Activity

This section shows the last time the current user signed in and the /P address used.

Change password
This section lets you change your password.

Two Factor Authentication

The Get Code button lets you create a code that can be used for two-factor

authentication (2FA) in third-party applications.

262



User Guide 21 - Profile settings

API Keys

The API Keys pages lets you manage application programming interface (API) keys for
the current user. Third-party applications that integrate with Vantage must use AP/
keys to authenticate.

API Keys
Your API keys
Il columns () Refresh Live @
User Display name Key name Description

v v v
000 na
000 na

1t020f2 K < Pagelofl >

Generate new API key

Description

Give a human-friendly description to the API key.

Allowed IPs

Example IPranges: 1.2.3.4/24 0r 1.2.3.4/24,2.3.4.5/16.

If no IP range is defined, the range defined in general settings controls,
If an IP range is defined, it controls OVER the one defined in general settings.

Organization

Acme v

Default Organization linked to this ApiKey. It will be used by request authenticated by this API Key.

If no Organization is sent in the request header, the default Organization will be used

Generate

Figure 87. API Keys page

Each application programming interface (API) key is associated with a Vantage user,
who must have sufficient permissions in Vantage. This user should be the SAML
account of the person responsible for the integration. Your third-party application must
pass the AP/ key name and token in order to authenticate with Vantage. An AP/ key
remains valid until it is revoked, or until its user is deleted.

Columns
The Columns button lets you select which of the available columns for the current
page will show.

Refresh

The Refresh o icon lets you immediately refresh the current view.

Live

The Live @ toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Table

Created at The date and time that the AP/ key was created.

Updated at The date and time that the AP/ key was last updated.

Revoked at The date and time that the AP/ key was revoked.

User Display name The display name of the user associated with the AP/ key.

Key name The name of the APl key. Vantage generates this name when you
create the AP/ key.

Description The user-defined description of the AP/ key.

Last signin at The last date and time that the AP/ key was used to sign in.

Last signinip The originating /P address of the connection that last authenticated
using the AP/ key.

Allowed ips The user-defined range of /P addresses from which connections are
permitted.

Linked organization | The name of an organization that will serve as a default value when

Name API calls using this key do not specify an organization.

Generate new API key

This section lets you:
e Create a description for the AP/ key
* Set an allowed, or range of allowed, /P addresses for the API key
* Select an organization with which to associate the AP/ key
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21 - Profile settings

The Theme page lets you choose a theme for the user interface (Ul).

Change Theme

[;] Auto O Light

(g Dark

Figure 88. Theme page

The Theme page lets you customize the visual appearance of the Ul. You can choose

one of these themes:

* Auto: Automatically adjusts the theme based on system settings
* Light: Uses a bright interface for better visibility in well-lit environments

* Dark: Uses a dark interface for reduced eye strain in low-light environments
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The organizations menu shows a list of all of your organizations, and lets you switch
between them. Vantage provides a default organization, but administrators can add
more organizations as necessary.

Acme

Figure 89. Organizations menu

An organization is a logical subdivision within your company. An organization is an
isolated container that limits the access of your users. You can associate organizations
with user groups and roles to define the type of changes that your users can make, and
where they can make them.
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Adaptive Learning

Adaptive Learning is when
deviations are evaluated at

a global level, rather than

at the level of a single node.
For example, using adaptive
learning approach, the
sensor doesn't raise an alert
when it detects a device
similar to those already
installed in the network.

This also applies for newly-
detected communications
that are similar to those
previously detected. Adaptive
learning is especially powerful
and offers its best effect
when combined with Asset
Intelligence.

Application
Programming Interface

An APl is a software
interface that lets two or
more computer programs
communicate with each
other.

Artificial Intelligence

Al is computer intelligence,
as opposed to human or
animal intelligence. It is
artificial because it is a digital
computer that can perform
tasks that are commmonly
associated with intelligent
beings. Intelligence is the
ability to learn and to reason.

Assertion Consumer
Service

An ACS is a version of the
SAML standard that is used
to exchange authentication
and authorization identities
between security domains.

Asset Intelligence™

Asset Intelligence is a
continuously expanding
database of modeling asset
behavior used by N2OS to
enrich asset information, and
improve overall visibility, asset
management, and security,
independent of monitored
network data.

Central Management
Console

The Central Management
Console (CMC) is a Nozomi
Networks product that has
been designed to support
complex deployments that
cannot be addressed with
a single sensor. A central
design principle behind
the CMC is the unified
experience, that lets you
access information in a
similar way as on the sensor.

Classless Inter-Domain
Routing

CIDR is a method for IP
routing and for allocating IP
addresses.

Command-line interface

A command-line processor
uses a command-line
interface (CLI) as text input
commands. It lets you invoke
executables and provide
information for the actions
that you want them to do. It
also lets you set parameters
for the environment.

Comma-separated Value

A CSV file is a text file that
uses a comma to separate
values.

Common Vulnerabilities
and Exposures

CVEs give a reference
method information-security
vulnerabilities and exposures
that are known to the public.
The United States' National
Cybersecurity FFRDC
maintains the system.

Exploit Prediction Scoring
System

EPSS is a cybersecurity risk
assessment framework that
predicts the likelihood of a
software vulnerability being
exploited in the wild. It uses
data-driven models based
on real-world exploit activity,
vulnerability metadata, and
other threat intelligence
sources to help organizations
prioritize patching efforts.

Glossary

Extensible Markup
Language

XML is a markup language
and file format for the storage
and transmission of data.

It defines a set of rules for
encoding documentsin a
format that is both human-
readable and machine-
readable.

Federal Information
Processing Standards

FIPS are publicly announced
standards developed by

the National Institute of
Standards and Technology
for use in computer systems
by non-military American
government agencies and
government contractors.

Hypertext Transfer
Protocol Secure

HTTPS is an extension of the
Hypertext Transfer Protocol
(HTTP). It is used for secure
communication over a
computer network, and is
widely used on the Internet.
In HTTPS, the communication
protocol is encrypted using
Transport Layer Security (TLS)
or, formerly, Secure Sockets
Layer (SSL). The protocol is
therefore also referred to as
HTTP over TLS, or HTTP over
SSL.

Identifier

A label that identifies the
related item.

Identity Provider

An IdP is a system entity
that creates, maintains,
and manages identity
information. It also provides
authentication services

to applications within a
federation, or a distributed
network.

Industrial Control
Systems

AN ICS is an electronic
control system and related
instrumentation that is
used to control industrial
processes.
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Information Technology

IT is the use of computers
to process, create, store,
and exchange data and
information.

Internet of Things

The loT describes devices
that connect and exchange
information through

the internet or other
communication devices.

Internet Protocol

An Internet Protocol address,
or |IP address, identifies a
node in a computer network
that uses the Internet
Protocol to communicate.
The IP label is numerical.

JavaScript Object
Notation

JSON is an open standard file
format for data interchange.
It uses human-readable text
to store and transmit data
objects, which consist of
attribute-value pairs and
arrays.

JSON web token

AJWT is an internet standard
to create data with optional
encryption and/or optional
signature whose payload
holds JSON that asserts some
number of claims. The tokens
are signed either using a
private secret or a private/
public key.

Known Exploited
Vulnerabilities

A list of software
vulnerabilities that threat
actors have actively exploited.
Cybersecurity organizations
track KEVs to help prioritize
patching and mitigate
security risks.

274

Media Access Control

A MAC address is a unique
identifier for a network
interface controller (NIC).

It is used as a network
address in network segment
communications. A common
use is in most IEEE 802
networking technologies,
such as Bluetooth, Ethernet,
and Wi-Fi. MAC addresses are
most commonly assigned by
device manufacturers and are
also referred to as a hardware
address, or physical address.
A MAC address normally
includes a manufacturer's
organizationally unique
identifier (OUI). It can be
stored in hardware, such as
the card's read-only memory,
or by a firmware mechanism.

National Institute
of Standards and
Technology

NIST is an agency of the
United States Department
of Commmerce. NIST's mission
is to promote American
innovation and industrial
competitiveness.

Nozomi Networks
Operating System

N2OS is the operating system
that the core suite of Nozomi
Networks products runs on.

Operating System

An operating system is
computer system software
that is used to manage
computer hardware, software
resources, and provide
common services for
computer programs.

Operational Technology

OT is the software and
hardware that controls and/
or monitors industrial assets,
devices and processes.

Packet Capture

A pcap is an application
programming interface (API)
that captures live network
packet data from the OSI
model ( layers 2-7).

User Guide

Programmable Logic
Controller

A PLC is a ruggedized,
industrial computer used in
industrial and manufacturing
processes.

Remote Terminal Unit

An RTU is a microprocessor-
controlled electronic

device that acts as an
interface between a SCADA
(supervisory control and
data acquisition) system, or
distributed control system, to
a physical object. It transmits
telemetry data to a master
system, and uses messages
from the master supervisory
system to control connected
objects.

Security Assertion
Markup Language

SAML is an open standard,
XML-based markup language
for security assertions. It
allows for the exchange

of authentication and
authorization data different
parties such as a service
provider and an identity
provider.

Security Information and
Event Management

SIEM is a field within the
computer security industry,
where software products and
services combine security
event management (SEM)
and security information
management (SIM). SIEMs
provide real-time analysis of
security alerts.

Single Sign-on

SSO is an authentication
method that lets users log
in to one or more related,
but independent, software
systems.

Software as a Service

SaaS is a software licensing
and delivery model. This
type of software is hosted
centrally and licensed on a
subscription basis.
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Strict (Learning)

Strict (Learning) is a mode
which relies on a detailed
anomaly-based approach.
Each node is evaluated

at the node level; when
deviations from the baseline
are detected, the sensor
raises alerts. This approach
is called strict because once
a system is learned, it is
expected to always behave
as it did during the learning
phase; maintaining systems
with the Strict approach
requires detailed knowledge
of your system.

Structured Threat
Information Expression

STIX™ is a language and
serialization format for the
exchange of cyber threat
intelligence (CTI). STIX is free
and open source.

Threat Intelligence™

Nozomi Networks Threat
Intelligence™ feature
monitors ongoing OT and
loT threat and vulnerability
intelligence to improve
malware anomaly detection.
This includes managing
packet rules, YARA rules,
STIX indicators, Sigma rules,
and vulnerabilities. Threat
Intelligence™ allows new
content to be added, edited,
and deleted, and existing
content to be enabled or
disabled.

Transport Layer Security

TLS is a cryptographic
protocol that provides
communications security
over a computer network.
The protocol is widely used
in applications such as:
HTTPS, voice over IP, instant
messaging, and email.

Two-factor
authentication

2FA is a method that lets you
add additional security to

an account. The first factor

is a standard password, the
second factor is a code that is
used on an app on a mobile
device or computer that
verifies the user.

Uniform Resource
Identifier

A URI is a unique string of
characters used to identify a

logical or physical resource on

the internet or local network.

Uniform Resource
Locator

An URL is a reference to

a resource on the web
that gives its location on a
computer network and a
mechanism to retrieving it.

Universally unique
identifier

A UUID is a 128-bit label that
is used for information in
computer systems. When

a UUID is generated with
standard methods, they are,
for all practical purposes,
unique. Their uniqueness

is not dependent on an
authority, or a centralized
registry. While it is not
impossible for the UUID to
be duplicated, the possibility
is generally considered to be
so small, as to be negligible.
The term globally unique
identifier (GUID) is also used
in some, mostly Microsoft,
systems.

User Interface

An interface that lets humans

interact with machines.

Virtual Local Area
Network

A VLAN is a broadcast
domain that is isolated and
partitioned in a computer
network at the data link layer
(OSl layer 2).
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