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Legal notices

Information about the Nozomi Networks copyright and use of third-party software in
the Nozomi Networks product suite.

Copyright

Copyright © 2013-2026, Nozomi Networks. All rights reserved. Nozomi Networks
believes the information it furnishes to be accurate and reliable. However, Nozomi
Networks assumes no responsibility for the use of this information, nor any
infringement of patents or other rights of third parties which may result from its use.
No license is granted by implication or otherwise under any patent, copyright, or other
intellectual property right of Nozomi Networks except as specifically described by
applicable user licenses. Nozomi Networks reserves the right to change specifications
at any time without notice.

Third Party Software

Nozomi Networks uses third-party software, the usage of which is governed by the
applicable license agreements from each of the software vendors. Additional details
about used third-party software can be found at https://security.nozominetworks.com/
licenses.
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Vantage for Government overview

Vantage for Government is a Software as a Service (SaaS) product that lets you
monitor and protect your networks. Vantage for Government lets you respond faster
and more effectively to cyber threats, to ensure your operational resilience.

General

Vantage for Government (Vantage™) uses the power and simplicity of Software as
a Service (SaaS) to deliver unmatched security and visibility across your operational
technology (OT), Internet of Things (loT), and information technology (IT) networks.

Vantage lets you:

e Centrally manage all sensor deployments from a single application
e Monitor an unlimited number of devices
e Protect an unlimited number of locations

Identify

Vantage lets you discover and identify your assets and visualize your networks. Its
ability to automate processes to create asset inventories eliminates blind spots and
increases awareness of your networks.

Dashboards let you generate macro views, as well as see detailed information on assets
and connections in your networks. Vantage also shows extensive node information
such as names, types, and firmware versions as well as asset behavior, roles, protocols,
and data flows.

Assess

Vantage shows security alerts, missing patches and vulnerabilities to let you
automatically assess vulnerabilities and monitor risks. It also correlates known
vulnerabilities to Common Vulnerabilities and Exposures (CVE) reports to quickly
research the root cause and potential impact. Vulnerability dashboards let you prioritize
your efforts to focus on high-impact risk reductions first.

Vantage continuously monitors all supported protocols for the OT, /oT, and /T industries.
It summarizes OT and /T risk information and highlights indicators of reliability issues,
such as unusual process values.

Detect

Vantage gives you constantly updated threat detection to identify cybersecurity and
process-reliability threats. It detects early and late stage advanced threats and cyber
risks.

Vantage combines behavior-based anomaly detection with signature-based threat
detection for comprehensive risk monitoring.

An optional subscription to Threat Intelligence™ gives you up-to-date threat detection
and vulnerability identification, which uses indicators that have been created and
curated by Nozomi Networks Labs.

In addition, an optional subscription to Asset Intelligence™ gives you breakthrough
anomaly-detection accuracy for OT and /oT devices, which accelerates incident
response times.
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Act

Vantage accelerates your global incident response capabilities. It does this by focusing
your attention on critical vulnerabilities, and letting you prioritize activities that
maximize risk reduction.

Pre-defined playbooks guide users, and specific teams, in their efforts to counter the
different types of threats. A centralized dashboard consolidates data to create high-
priority alerts across a global network.

Clear explanations describe what has happened, the possible cause, and suggested
solutions for every alert, which reduces the need for additional investigation.

Vantage lets you group alerts into incidents. This gives security and operations staff a
simple, clear, and consolidated view of what's happening in your networks.

Scale

Vantage aggregates data from an unlimited number of globally-deployed sensors. It
delivers customizable summaries of essential information which lets you drill down to
individual sites or assets.

It streamlines security processes across /T and OT for a cohesive response.

Vantage lets you manage security risks centrally for all your global sites.

Related information

Architecture (on page 9)

Data security in Vantage (on page 10)
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You can use Vantage, and the flexible architecture, to create a customized solution.
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Figure 1. Vantage architecture
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Data security in Vantage

It is important to understand how Vantage keeps your data secure.

Data privacy
For more details, see Nozomi Networks Vantage Data Privacy.

Data segregation and encryption

Data segregation is a key element of data security in Vantage. Every Vantage
implementation has its own database. Access to an instance's database requires an
encryption key that is only used for this instance.

FIPS support

The National Institute of Standards and Technology (NIST) develops Federal
Information Processing Standards (FIPS), which are publicly-announced standards
for use in computer systems in-use with non-military United States government
agencies and government contractors. The F/IPS 140 series specifies requirements for
cryptography modules within a security system protecting sensitive, but unclassified,
data.

For implementations that adhere to FIPS, Nozomi Networks provides FIPS-compliant
Vantage instances that use the FIPS-140-2 approved cryptography module.

While a FIPS-compliant sensor cannot connect to a standard, non-F/PS Vantage
instance, an unlicensed sensor can connect to a FIPS-compliant Vantage instance. This
allows Vantage to assign a license and enable F/IPS mode on the sensor. Vantage now
manages the sensor's license, and it can only connect to a F/IPS-compliant Vantage
instance.

To learn more about FIPS, contact Nozomi Networks.

FIPS-compliant Vantage and SAML configuration

When you use security assertion markup language (SAML) to Configure Vantage for
SSO (on page 130), you must specify its assertion consumer service (ACS) uniform
resource locator (URL).

When you use SAML to configure Vantage for SSO, you must specify its ACS URL.

If your Vantage instance is FIPS-compliant, its ACS URL differs from the ACS URL of
non-FIPS instances. For example:

* The ACS URL of a standard, non-FI/PS Vantage instance is similar to:
https://customerl. custoners. usl. vant age. nozoni networks.i o
* The ACS URL of a FIPS-compliant Vantage instance is similar to:
https://nozomn net wor kscom cust oner s. usl. vant age- govcl oud. nozoni net wor ks. i o

For more details about ACS URLs, see |IdP configuration for SAML integration (on page
128).

For more details about ACS URLs, see IdP configuration for SAML integration, in the
Administrator Guide.

10
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Related information

Configure Vantage for SSO (on page 130)

IdP configuration for SAML integration (on page 128)

SAML Single Sign On (on page 24)
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Get more from Vantage

The Get more from Vantage prompt helps root administrators optimize their
environment by enabling Discovery and Smart Polling features. These capabilities
improve asset visibility and support integration planning based on real usage data.

Root administrators see the Get more from Vantage prompt after logging in. It collects
details about software in the environment and offers the option to enable automatic
Discovery and Smart Polling plans.

Completing the prompt is optional but recommended. Root administrators can choose
to select:

* Next to continue with the setup
e Assign to another user to delegate the setup
* Remind me later to postpone the prompt

This proactive configuration helps Vantage deliver more relevant insights and
accelerates time-to-value through intelligent automation.

12
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Respond to the Get more from Vantage prompt

To help Vantage better understand their environment, root administrators see a
guided setup dialog after logging in. This process collects preferences and offers the
option to enable Discovery and Smart Polling. It improves asset visibility and supports
tailored configuration recommendations.

About this task
After login, root administrators are prompted with a short setup dialog that helps

identify the software in use and enables Discovery and Smart Polling features.
Completing the prompt allows Vantage to automate data collection plans to enhance
visibility and insights.

Procedure

1. Log in to Vantage as a root administrator.

Result: A Get nore from Vant age dialog shows.

Get more from Vantage

Answer a few guestions so Vantage can provide more information,
insights and recommendations that match your needs.

-~ .

/ S \
/ /ANTAGE \
/ v 4 \

[ Type (Q P ‘
( Computer 17216.45187 |

'ul Mac vendor () 05 (<) .‘I
Cisco Windows

As new features become available, or we see ways to improve your experience
with Vantage, we'll share that information here. You can also update your
responses at any time.

Remind me later Assign to another user

Figure 2. Get more from Vantage dialog

2. Select one of these options:

Choose from:
o Remind me later: The prompt will appear again the next time that you log
in
o Assign to another user: Transfer the task to a different user
o Next: Complete the setup now

13
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3. Select Next.

Result: The Asset Inventory page opens.

Administrator Guide

®o—o

Integrations Asset inventory

Want a more complete asset inventory?

With Smart Polling and Discovery you can:

\ 4

(® Enable Smart Polling and Discovery

« Enrich device details
« Refine your risk scoring
« Improve vulnerability visibility

Remind me later Assign to another user >

I'll configure this manually

(o) I

Figure 3. Asset Inventory page
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4. On the Asset Inventory page:

Choose from:

o Enable Smart Polling and Discovery — Starts Discovery immediately and
schedules Smart Polling plans automatically

o No, I'll configure this manually — Skips automated configuration for now
5. Select Next.

Result: The Finish page shows.

\ 4 4 4

Integrations Asset inventory Finish

9

Thank you!

Whenever we see ways to improve your experience with Vantage,
we'll follow up here with additional questions or suggestions. You
can also update your responses at any time.

(o) D

Figure 4. Finish page

Results
The setup is complete. Vantage uses this information to tailor support and improve

asset visibility for your environment.

15
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Chapter 2. Administration
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Administration page

2 - Administration

The administration page lets a user with administrator privileges configure settings

and do other tasks.

VANTAGE LICENSEE Nozomi N

,JF, NOZOMI

NETWORKS

m General

General

Licenses Nozomi Networks Acme

sso

. Billing @ Licenses over tier limit  Operational ()

Retention 45days Location Europe

Teams.

Organizations Configuration

Groups

Roles Clean up inactive assets after (days) ©

Users

AP Keys 90

Tips when a deleted asset reappears, it will be considered new:
Organization settings

Updates

Features

sync
Securi
Tags v
Zone Configurations
- Limit IPs for Console access ©
Asset Rules
Security Control Panel
Custom Fields -

Limit IPs for Sensors ©
Alert Close Options
Alert Playbooks
Alert Rules
Specify a comma-delimited range of allowed IPs. Example IP ranges:12.3.4/24.

Contents Management
Integrations
Traffic Replays
cu
Migration Tasks
Audit Logs Force 2FA authentication for all basic auth o
Backup Schedules
Upload Traces

ati
vantage

Remote Diagnostics

Enable Remote Diagnostics
With this setting enabled Sensors can send

logs and samples of traffic to Vantage. Such

data is analyzed and discarded, its not stored

in the Cloud

Figure 5. Administration page

System
The System section has these pages:
* General (on page 21)
* Licenses (on page 23)
* SSO (on page 24)
* Backup (on page 29)

Teams
The Teams section has these pages:
* Organizations (on page 30)
* Groups (on page 32)
* Roles (on page 45)
* Users (on page 48)
* API| Keys (on page 57)

19
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Organization settings
The Organization settings section has these pages:
* Updates (on page 64)
* Features (on page 71)
* Sensors Synchronization Settings (on page 75)
* Tags (on page 77)
* Zone Configurations (on page 78)
* Imports (on page 89)
* Asset Rules (on page 90)
* Security Control Panel (on page 94)
e Custom Fields (on page 96)
* Alert Close Options (on page 99)
* Alert Playbooks (on page 101)
e Alert Rules (on page 105)
e Contents Management (on page 109)
* Traffic Replays (on page 115)
* CLI (on page 116)
* Migration tasks (on page 117)
* Audit Logs (on page 118)
* Backup Schedules (on page 119)
* Upload Traces (on page 123)

20
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System

General

The General page shows a system summary of information for items such as, your
company name, license status, billing information, and details about data storage.

VANTAGE LICENSEE Nozomi Networks Acme  DATA LOCATION Europe

System
General
General
Nozomi Networks Acme  Billing () Licenses Over Tier Limit ~ Operational (z)  Retention 45days  Location Europe
Configuration
Teams
Clean up inactive assets after (days) ©
90
TIP: When a deleted asset reappears, it will be considered new. Save
Organization settings Security

Limit IPs for Console access ©

Limit IPs for Sensors ©
eg: 192168111, 192168.1.2

Specify a comma-delimited range of allowed IPs. Example IP ranges: 123.4/24. save

Force 2FA authentication for all basic auth ()
users

If enabled all users which use basic auth

login will be forced to enable two factor
authentication next time they will access to
Vantage

Remote Diagnostics

Enable Remote Diagnostics
With this setting enabled Sensors can send

logs and samples of traffic to Vantage. Such

data is analyzed and discarded, it's not

stored in the Cloud

save

Figure 6. General page

Status
The status bar at the top of the pages shows information for:
* Billing
* Licenses
* Operational
* Retention
e Location

Configuration
The Configuration section lets you clean up inactive assets after a set number of days.

Security
The Security sections lets you set a range of:

* Allowed internet protocol (IP) addresses that have console access
* Allowed sensors

21
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For these settings, you must use comma-delimited entries, in classless inter-domain
routing (CIDR) format.

22
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Licenses

The Licenses page shows more detailed information about your licenses, such as the

modules that they enable and the limits they set.

VANTAGE sAcme  DATA LOCATION Europe

N
qﬂp,NOZOMI

NETWORKS

System

Licenses

Licenses ] -
Enabled modules and limits
Status over tier limit @
License Tier 2
Teams Assets: current/licensed 405631/10000 @
—
Vantage Subscription valid through 2048-01-01
Base available
Smart Poling available
Threat Intelligence available
Organization settings Asset Intelligence available
Arc available
Vantage IQ available

MELCO available

Figure 7. Licenses page

Enabled modules and limits
This section shows information for:

e Status

* License Tier

» Assets: current/licensed

* Base

* Smart Polling

* Threat Intelligence

* Asset Intelligence

* Arc

* Vantage IQ

23
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SAML Single Sign On

The SAML Single Sign On page lets you configure single sign-on (SSO) through
security assertion markup language (SAML) integration.

VANTAGE LICENSEE Nc ne  DATA LOCATION Europe
)y Nozomi
N NETWORKS
System .
. . SAMLSSO  Identity Provider
SAML Single Sign On EZ3 —_—
Enable SAML Single Sign on
sso When enabled, your users will be able to log-in with the configured Single Sign

On provider,
Metadata XML Choose File | No file chosen

Teams The metadata XML contains certificate information and several SAML
configurations. The SAML IdP provides this file.
Entity ID

https://stswindows.net
Specify the entity ID the IDP is using to identify the application psil
Role attribute
http://scheras.micros:

Specify the Role attribute used to pass SAML roles of the user logging in P/l
AuthnContext (m]

Organization settings AuthnContext in SAML request. This is an optional field that is normally
enabled, but some IdP may require it off

Save

Figure 8. SAML SSO page

The SSO page has these tabs:

* SAML SSO (on page 25)
* |dentity Provider (on page 26)

Related information

SAML integration configuration (on page 127)

IdP configuration for SAML integration (on page 128)
Troubleshooting SAML integration (on page 132)
Configure your IdP for SAML integration (on page 129)
Configure Vantage for SSO (on page 130)

Configure a Google Workspace SAML application (on page 133)

24
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SAML SSO

The SAML SSO page lets you configure Single Sign-On (SSO) using Security Assertion
Markup Language (SAML) integration and set up Vantage as an Identity Provider
(IdP).

SAML Single Sign on SAML SSO Identity Provider

Enable SAML Single Sign on
When enabled, your users will be able to log-in with the configured Single
Sign On provider.

Metadata XML Choose File | No file chosen
The metadata XML contains certificate information and several SAML
configurations. The SAML IdP provides this file.

Entity ID ) )
Specify the entity ID the IDP is using to identify the application https://stswindows.net

Role attribute ) .
Specify the Role attribute used to pass SAML roles of the user logging in http://schemas.micros

AuthnContext O
AuthnContext in SAML request. This is an optional field that is normally
enabled, but some IdP may require it off

Figure 9. SAML SSO page

Enabled SAML Single Sign On
This checkbox lets you enable SAML single sign-on (SSO).

Metadata XML
This button lets you choose an eXtensible Markup Language (XML) file that you have
downloaded from your identity provider (IdP).

Entity ID
This field lets you enter the entity identifier (ID) that the /dP uses to identify the
application.

Role attribute
This field lets you enter the role attribute that is used to pass SAML roles for the user
thatis logging in.

AuthnContext
This checkbox is should normally be selected. However, for some /dP it might be
required to deselect it.

25
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Identity Provider

The Identity Provider page lets you configure Vantage as an Identity Provider (IdP).

SAML SSO Identity Provider

Identity Provider

Set up Vantage as an Identity Provider (IdP) for the Nozomi Networks platform. An IdP manages user and group membership for sensors and provides
authentication services to applications within a federated or distributed network.

Documentation Group Propagations SAML Configuration Backups

Learn how to use Vantage as an IdP in the To use Vantage as an IdP, propagate the groups Vantage automatically backs up the previous

documentation. to the sensors. Set up new groups or view SAML configuration. If necessary, restore the
existing groups that have been propagated. sensor's SAML configuration from the latest

backup.
Propagated groups: 4

Open documentation ' Open Groups SAML Configuration Backups

Figure 10. Identity Provider page

Documentation
This section has a link to the Technical Documentation.

Group Propagations
This section lets you open the Groups section so that you can propagate the groups to
the applicable sensors, or view the propagation settings.

SAML Configuration Backups
This section lets you select SAML Configuration Backups to do a restore from the latest
backup. For more details, see Restore a SAML configuration backup (on page 27).

26
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Restore a SAML configuration backup

Learn how to restore a backup of your SAML configuration to revert to a previous
setup.

About this task

When you propagate a group to a set of sensors, the system automatically attempts
to save a backup of the current SAML sensor configuration. The backup will have these
settings:

°* Nozom URL
e Role attribute
° Met adat a XM

As long as each of the above values are not empty, the backup will be successful.

Procedure

1. In the top navigation bar, select @
Result: The administration page opens.
2. In the System section, select SSO.
Result: The SAML Single Sign On page opens.
3. In the top right section, select Identity Provider.
Result: The Identity Provider page opens.
4. In the SAML Configuration Backups section, select SAML Configuration
Backups.
Result: The SAML Configuration Backups page opens.

5. Choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose

27
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6. Select Restore.

Note:

When you try to restore more than one backup for a sensor, only the latest

one will be restored.

Result: A dialog shows.

7. To restore the backup, select Confirm.

You are about to Restore
1item

Results

The backup(s) has (have) been restored.

28
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Backup

The Backup page lets you review information about backup procedures. It also lets

2 - Administration

You open a support case.

VANTAGE

pnozom

System

Backup

Teams

Organization settings

LICENSEE Nozomi Networks Acme  DATA LOCATION Europe.

Backup EZ3

Your data s stored in a highly-available cluster spanning In the unlikely event of a disaster recovery for your region, If you accidentally delete your data, open a support ticket
two or more data centers. We back-up your data at least we will use this backup to restore the most recent version and we will restore your data from a backup. Please note,
twice per day to an additional data center in your region. of your data it's not possible to perform a partial restoration.

Open a Support Case (]

Figure 11. Backup page
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Teams

Organizations

The Organizations page shows your organizations, which are logical subdivisions
within your Vantage account.

VANTAGE LICENSEE Nozo e  DATA LOCATION Europe

Administrator Guide

N —
‘QP,Nozow =

NETWORKS

system e
Organizations EZ0
Updated at
Teams oo 2020-11110 17:01:09

- 2022-03-03 153916
Organizations
2020-11-30 1333:38
202012-03 155454
2021-01-18 17:01:33
2021-02:08 08:38:24
Organization settings
20210217 09:5333
2021-02-24 21:02:47
2024-01-1115:40:48
20210316 110521
2023-03-15 T1:53:55
2022-06-0115:0857
2021-04-08 13:4614.
2021-04-08 15:54:58
20210412 102520

2021-04-1916:05:42

Add

Name

Acme
Alexey's org

Security Research LAB
Tims_Org

Support LAB

Gabri's world
Engineering Lab
Scott's VM Lab
MCR-test-pcap.
Cristian's Org
GuardianForArc
MicheleOrg

Is'sOrg

Manuel

SecRes UniGE Lab

SecRes Mitsubishi Lab

Figure 12. Organizations page

This button lets you add a new organization.

Columns

1l columns D refresh  Live @

v

11025 of more. 1< < Ppagelofmore > >

)

The Columns button lets you select which of the available columns for the current

page will show.

Refresh

30

The Refresh D icon lets you immediately refresh the current view.
Live

The Live @ toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.

Add an organization

You can use the actions menu to add an organization.
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Procedure

1. In the top navigation bar, select @
Result: The administration page opens.

2. In the Teams section, select Organizations.
Result: The Organizations page opens.

3. Select Add new.

4. In the Organization name field, enter a name for your new organization.

5. Select Create.

Results
The organization has been added.

Delete an organization

You can use the actions menu to delete an organization.

Procedure

1. In the top navigation bar, select @
Result: The administration page opens.

2. In the Teams section, select Organizations.
Result: The Organizations page opens.

3. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon
4. If you use the **®icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose

5. Select Delete.

Results
The organization has been deleted.

31
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Groups

The Groups page shows all the user groups in your organization, and lets you create
and configure groups.

VANTAGE LICENSEE Nozomi Networks Acme  DATA LOCATION Europe

Groups

Updated at Name

Teams oo 2024-06-261037:59 testing_deletion_mid_level
2024-061413:02:25 Developers
2024-05-23 08:50:05 Zapobs
2024-05-2414:54:59 TestlssueGroupProp
2024-06-2510:48:43 ManuelTest2
2024-05-2212:29714 prodsec_test_superobserver
Organization settings

2024-0617 142827 Testl

2022-06-1015552:27 SRE

2024-02-14 142451 Dash Operators

2023-0113 142638 Iq operators

2020-09-2517:37.00 Admin

2020-09-2916:09:46 Product

202010-0510:51:22 Product Design

20201013 054342 Support

2022-03-0715:0923 Platform Engineering

2022-04-11141254. tester

10240124 < < Pagelofl > >

Figure 13. Groups page

Group membership
The access that Vantage grants to a user depends on the group that the user is a
member of.

Your /[dP normally manages group membership. When a user logs in to Vantage, the
group membership details are read from the /dP, and the user is updated in Vantage.
The user will be added to, or removed from, groups as necessary. When changes to
group membership are made in your /dP, they will be applied the next time the user
logs in to Vantage.

A SAML user must belong to a group that is defined in both Vantage, and the /dP. If this
is not the case, the user will be denied access in Vantage. Groups are not synchronized
between Vantage and your /dP. This can result in situations where groups in your /[dP
do not exist in Vantage, or groups in Vantage do not exist in your /dP. If a SAML user
definition changes in the IdP, and none of its SAML groups now exist in Vantage, access
will be denied.

Role assignments
The role assignments of a group determine the access granted to its users. This controls
both access rights, and the scope where they apply.

Predefined roles set the combination of rights that the users of the group are granted.
For example, the role of Admin has complete access, whereas, the role of Assets
Operator has a much more limited set of permissions.

You can also select an organization in order to define access. If no organization is
specified, the permissions for the role assignment will apply to your entire Vantage
instance.
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You can also further limit scope to a specific tag, or site, that has been defined in the
organization. For more details, see Role assignment scope (on page 33).

Nozomi Networks recommmends that you assign the most restrictive permissions that
still allow your users to perform their tasks. Combine roles that apply to differing tags,
sites, and organizations to create an access control policy that protects your Vantage

instance, but does not hinder your users.

Note:
You should try to create the simplest, highest-level, most restrictive, access
control policy that still permits your users to protect your assets.

Role assignment scope

If you do not specify an organization when you create a role assignment, access is
granted for all objects in Vantage. For example, you could create an Alerts Operator
role that grants access to all alerts in every organization.

To create a more granular access control policy, you can create multiple role
assignments and restrict each one to a specific organization.

When you limit the scope of a role assignment to a specific organization, you can
further limit the scope to an individual site, or tag, within that organization.

By defining different role assignments for various combinations of organization, tag,
and site, you can create an access control policy that correctly grants, and denies,
access to each Vantage user.

When you create multiple role assignments for a group, their scopes can overlap. For
example, you can create two role assignments for a single organization, tag, or site.
This might seem to be a permissions conflict, but in Vantage, granted permissions are
cumulative. When multiple roles apply, the most lenient permission is granted.

If you were to assign to a group the role of both:

* Alerts Operator: Grants all access to alerts
* Assets Operator: Denjes all access to alerts

In this scenario, the user will be granted all access to alerts.

Add
This button lets you add a group.

Columns
The Columns button lets you select which of the available columns for the current
page will show.

Refresh

The Refresh D icon lets you immediately refresh the current view.

Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Roles and permissions
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A list of the default roles and permissions in Vantage.

23] [} Permissions

Admin

Grants full access to create, read, update, and delete all
Vantage objects.

Alerts Operator

Allows users to manage alerts. Create, read, update, and delete
alerts. Read organizations and settings.

Assets Operator

Allows users to manage assets. Create, read, update, and
delete assets. Read organizations and settings.

Observer Allows users to review assets, alerts, and vulnerabilities .
Read access on assets, alerts, vulnerabilities, comments,
organizations, and settings.

Superobserver Allows a user to review everything. Read-only access to all

Vantage objects.

Vulnerabilities Operator

Allows users to manage vulnerabilities. Create, read, update,
and delete vulnerabilities. Read assets, organizations, and
settings.
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Add a group
The Groups page lets you add a new user group for your organization.

Before you begin
You must be signed in with admin rights to do this procedure.

Procedure

1. Log into Vantage as an administrator.

2. In the top navigation bar, select @
Result: The administration page opens.

3. In the Teams section, select Groups.
Result: The Groups page opens.

4. Select Add new.
Result: The User Groups page shows.

5. In the Group name field, enter a name for the group.
6. In the SAML name or ID field, enter the name or /D of a group as defined in your
IdP.

Note:

This name or /D maps the Vantage group to the appropriate group in the

IdP that provides SAML-authentication services to Vantage.

7. Select Create.

Result: The group has been created.

8. Assign a role to the group (on page 36).
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Assign a role to a group

Once you have added a new group to Vantage, you need to assign a role, or roles, to
the group.

Before you begin
You must be signed in with admin rights to do this procedure.

Procedure

1.

2.

Log into Vantage as an administrator.

In the top navigation bar, select @

Result: The administration page opens.

. In the Teams section, select Groups.

Result: The Groups page opens.

. In the Name column of the applicable group, select the hyperlink.

Result: The details page for the groups shows.

5. Select Roles.
6. Select Add.

Result: Data entry fields show.

. Select the Roles dropdown and select the role that you want to assign to the

group.

Result: A matrix shows.

. Optional: Select the Restrict to Organization (optional) dropdown and select an

organization.

Note:

This will specify an organization to which these permissions will be

granted.

Result: Two more data entry fields show.

. Optional: Choose an option to further restrict the access that you will grant to

this role assignment.

Choose from:
o Select the Restrict to Tag (optional) dropdown and select a tag
o Select the Restrict to Site (optional) dropdown and select a site
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10. Select Create.
11. Optional: If this group should have additional permissions, select Add New and
specify another role and scope of access.

Results

The role has been assigned.
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Propagation settings

The Propagation settings page allows you to propagate a group to sensors, configure
remote group permissions, and define scope restrictions. You can also enable single
sign-on (SSO) through Vantage, allowing users to authenticate using their Vantage
credentials. If SSO is disabled, the group functions as a local group on the sensors.

< Read-On |y ® 2024-09-20 202334

Propagation settings
———

(® These permissions are applied to Guardian and CMC users assigned to this group. They have no effect in Vantage.

Propagate group to sensors
You will be able to assign this group to Guardian and CMC users

Restrict Scope

Add Scope \/

Enable SSO through Vantage for this group
You will be able to login on sensors by providing Vantage credentials

EBED 7 the group is propagated to a sensor connected to a CMC, Go to sensor using SSO will no more work from CMC.

® Isadmin® Custom sections

When using a CMC scope setting will be ignored and group will be propagated to every sensor attached to the CMC.

Figure 14. Propagation settings - Is admin

Enable SSO through Vantage for this group
This checkbox lets you enable SSO and activates the configuration options in the
sections below.

Remote group permissions
Is admin

This gives full administrator privileges to the users that are logged into the related
Sensors.

Note:

When using a Central Management Console (CMC), the scope setting will
be ignored, and the group settings will be propagated to every sensor that is
attached to the CMC.
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Custom sections
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< Read-Only ©wuownznn=:

Propagation sef gs

’ (D These permissions are applied to Guardian and CMC users assigned to this group. They have no effect in Vantage.

Propagate group to sensors
You will be able to assign this group to Guardian and CMC users

Restrict Scope

organizatic

ENG CH LAB - MASTEF X

Enable SSO through Vantage for this group
You will be able to login on sensors by providing Vantage credentials

If the group is propagated to a sensor connected to a CMC, Go to sensor using SSO will no more work from CMC.

Isadmin@® @ Custom sections ®
Reports Captured urls
Allow the users to view/edit reports generated and reports template Allow the users to view the captured urls
Allow editor
Alerts
Allow the users to view the alerts section
Queries and exports Allow alert ack and edit
Allow the users to view the query section and to export data
Allow to save queries Allow alert closure and learning
. Allow alert tuning
Assertions

Allow the users to execute assertions
Sessions
Allow the users to view the sessions

Assets
Allow the users to view the asset view section
Traffic

Network configuration Allow the users to view the traffic data
Allow the users to configure nodes, links and assets (if assets view is enabled)

Health

Import Allow the users to view the health section
Allow the users to import configuration files
- Process
Custom fields Allow the users to view the process section with the nodes variables
Allow the users to edit custom fields Allow configuration

Network learning
Allow the user to learn and delete network elements Time machine

Vulnerabilities Allow the users to view the time machine section

Allow the users to view the vulnerabilities section Dashboard configuration

Allow the users to modify the dashboard configuration

Trace requests

Allow the users to view and request traces Threat Intelligence

O Al Ve L SR e e ey

Allow the users to view the link events GHLE

Smart Polling

Allow the users to Smart Polling
Allow to run plans

Audit
Allow the users to view Audit

Sensors
Allow to edit plans Allow the users to view the sensors section

Zone Configurations
Allow the users to view and edit the Zone Configuration section

Figure 15. Propagation settings - Custom sections

Restrict Scope
The Add Scope dropdown has these options:

* Organization
* Tag

* Site

* Sensor
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The default setting is for the scope to be set to the current organization.

4 M
CAUTION:

If you remove the default setting, so that no scope is selected, the settings will
be propagated to every sensor in every organization.

Restrict Scope

Add Scope v

N No scope selected

This will be propagated to all sensors in each organization

- J

Propagations

The Propagations page shows which sensors the groups have been propagated to.

< Product O zosszoms
Propagations
@ Propagations show in which sensors the item has been received.
1l columns (7 Refresh Live @
Updated at Sensor Host Sensor Appliance type Sensor Model

2024-08-13 22:05:23 guardian-sp-test-02 guardian V-SERIES

Ttolof1 1K < Pagelofl >

Figure 16. Propagations page

Limitations
* |If the group is propagated to a sensor that is connected to a CMC, Go to sensor
using SSO will no longer work from the CMC.
* You must manually delete groups from sensors when propagation is disabled, or
when the sensor is no longer in scope (versions before 24.2.0.)
* The SAML logout protocol is not supported.
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Use Vantage as the IdP for a group

Learn how you can use Security Assertion Markup Language (SAML) and Vantage as
Identity Provider (IdP) to authenticate your sensors.

To enable your sensors to be able to use Vantage to log in, you need to propagate
the groups to all those sensors for which you want to enable SSO. The correct SAML
configuration will be also be propagated to the sensors.

Metadata XML
Each sensor has its own SAML metadata file, which is located at <VANTAGE_URL>/ api /
v1/i dp/ <SENSOR | D>/ sam / net adat a

Note:

Only admin users can access the SAML metadata resource.

Sensor URL
The Sensor URL is a sensor setting which represents the URL of the sensor that the
browser accesses. It is used for the SAML response callback.

To edit the Sensor URL, open the details page for the applicable sensor and go to
Settings > Sensor URL.

Settings

Sensor URL https}//ch-qa-g-std-v
Specify URL of the Sensor, this field is used by SAML authentication, the format is

https://sensor-hostname

Figure 17. Sensor URL field

- ™
Note:

When a sensor is connected to Vantage, and a valid Nozomi URL has been
previously set, it automatically sends its Nozomi URL. When Sensor URL is
modified in Vantage, it will be propagated to the sensor, and will overwrite the
existing Nozomi URL.

- J

Use cases

Guardian(s) connected directly to Vantage, with no CMCs: No action is required.

Guardian(s) attached to a CMC, which is attached to Vantage:

2 - Administration

41



2 - Administration Administrator Guide

* |f configuration is pushed on Guardians, the Go to sensor feature on the CMC
using SSO will not work. (The Go to sensor feature on the CMC with local user will
continue to work.) It is recommended that you:

o Only push groups to the CMC that is directly attached to Vantage
o Continue to manage the SSO to the Guardian from this CMC

* |If Go to sensor feature on the CMC using SSO is not used, no action is required.
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Connect a Guardian sensor with Vantage as IdP (example)

This example shows you how to connect a Guardian sensor to Vantage and assign
users to a group named Admin. This will lets the users to use Security Assertion

Markup Language (SAML) to log in to the sensor.

Procedure
1. Configure the Guardian and connect it to Vantage.
2. Open the details page for the sensor.
3. Select Settings.
4. In the Sensor URL field, enter details such as: htt ps: // guar di anl
5. Do the steps below to propagate a group: <Li nk to Si ngl e Sign-On>.
6. Select the Admin group.
7. Select Enable SSO through Vantage for this group.
8. Select Is admin.
9. In the Restrict Scope section, select Add Scope.
10. From the dropdown, select Sensor.

2 - Administration

Select one Sensor

Sensor
demo
Demo Sensor iq b218047f
Demo Sensor substation b5ba9d3b
Demo Sensor standard 11€79d4e
Demo Sensor standard 40412933

Demo Sensor iq 173de0c2

1to50f 60 1<

Cancel

<

Pagelof12 >

>

11. Open the Guardian.

12. In the username field, enter the correct username.

13. In the password field, enter the correct password.

14. Go to Settings > Users > Groups.
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15. Wait until you see the Admin group show.

Users management Users Groups OpenAPI Keys Active Directory LDAP SAML
Page 10f1, 3 entries Live ‘@ D + Add & Import from Active Directory  $& Import from LDAP server
Actions Name Source Zone filters Node filters Allowed sections Is admin Created at
S guests local false 2024-06-1314:22:38.5
S admins local true 2024-06-1314:22:38.5
Admin saml true 16:59:54.059

16. To view the SAML configuration details, select SAML.

Users management Users Groups OpenAPI Keys Active Directory LDAP SAML

Nozomi URL SAML role attribute key

https://guardianl https://nozominetworks.com/saml/group-name
O Enter the URL for this Nozomi instance as it is defined in your O Enter the SAML attribute key that maps authentication values
Identity Provider. defined in Guardian to those defined in your IdP. Nozomi roles

are passed into the IdP using the SAML attribute key. The IdP
matches a Nozomi group to one of its own if the group is found in
this attribute.

Metadata XML
Load the metadata XML file

@ Locate and select the metadata XML file provided by your IdP
vendor. It describes the SAML parameters Nozomi uses to process
authentication requests.

Delete configuration

17. Log out of the Guardian.
18. The SSO page shows.
19. Select Single Sign On.

Result: You are logged into the Guardian with the credentials from Vantage.
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Roles

The Roles page shows all the assigned user roles in Vantage. It also lets you create
new roles, and manage permissions and access levels efficiently.

VANTAGE LICENSEE Nozomi Networks Acme  DATA LOCATION Europe

,44;, NOZoMI

WORKS

e Roles

Il columns { Refresh Live @

Name Created at Updated at

Teams 000 Review N2EOS-1547 2025-01-28 123525 2025-01-28 123525
o b 2025-01-2115:24:00 2025-01-2115:24:00

o a 2025-01-2115:2435 2025-01-2115:24:35
Roles

Organization settings Tto30f3 K < Pagelofl >

Figure 18. Roles page

You can assign roles that show in the list to a group. For more details, see Assign a role
to a group (on page 36).

Add
This button lets you add a new role (on page 46).

Columns

The Columns button lets you select which of the available columns for the current
page will show.

Refresh
The Refresh o icon lets you immediately refresh the current view.
Live

The Live LI toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Add a role

Use the Add button to create and configure a new role and assign permissions and
settings.

Procedure

46

. In the top navigation bar, select @

Result: The administration page opens.

. In the Teams section, select Roles.

Result: The Roles page opens.

. Select Add.

Result: The Create new Role page opens.

. In the Name field, enter a name for the role.

{ Create new Role
Name*
Role name
Permissions
Allread @ All create @ All update @ All destroy @
v @ Alert close options » Data integration configurations Scheduled updates
Creste > Entity count samples Sensors
Read 4 Groups Settings ()
Update
> Imports (D SP plans
Destroy
> Alert playbooks » 1Qinsights Tags
» NS > Migration tasks Time series
N NS » & organizations () Trace files ()
N API keys (D » Panel permissions (D Trials
» Assetirules > Protection rules Users
N S » Remote actions (1) Variables
» Audit items > SAML configuration backups Vulnerabilities
» Backup schedules > Saved assertions Wireless networks
» Comments > Saved queries Zone configurations
> Custom content items
> Custom fields
» Custom roles
cancel

You can choose from:

o All read

o All create
o All update
o All destroy

5. If applicable, use one or more of the toggles to apply settings on all options.
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6. If necessary, select the options manually.

Note:

An icon next to some options lets you view additional information.

7. Select Create.

Results
The role has been added.

What to do next
Assign the role to a group (on page 36).

2 - Administration

47



2 - Administration Administrator Guide

Users

The Users page shows all the users that have been assigned in Vantage.

VANTAGE LICENSEE Nozomi Networks Acme  DATA LOCATION Europe.

N —
q‘!p,NOZOM! =

NETWORK

e Users
101 columns (refresh  Live @
Created at Display name 1™ Email Groups
v v v v
reams B support
2024-05-16 17:11:43 Testl
2022-0110 123:04 Developers
202210-06 12:49:04 Developers
o X 2020-09-30 09:35:00 Developers
Organization settings
2021-07-0816:57:23 Developers
2022-07-0516:40:32 Developers
2020-1-30 14:21:27 SecurityResearch
2024-05-2712:46:42 SecurityResearch
2022-03-071504:29 Platform Engineering
2024-021414:2136 lq operators, Dash Operators
2021-10-2010:22:47 Developers
2021-10-20 09:05:59 Developers
2024-02-0111:50:45 SecurityResearch
2021-09-02147819 Developers
1to 25 of more 1< < pagelofmore >
~ @

Figure 19. Users page

General
Users represent the people and applications that interact with Vantage. The two types
of user are:

* SAML users (on page 48)
* Local users (on page 49)

Note:

To authenticate users that will access Vantage through third-party applications,

you will need to configure them.

SAML users
The majority of users in Vantage are SAML users and they are managed through your
IdP.

A SAML user must go to the Vantage site and enter valid SAML credentials. The first
time a SAML user logs in, Vantage retrieves authentication details from your /dP, and
automatically creates the user. Vantage also adds the user to the appropriate groups, as
defined in your /IdP, and maps them to Vantage groups.

User groups are crucial to SAML integration in Vantage. For more details about user
authentication, see:

* Group membership (on page 32)
* SAML integration configuration (on page 127)
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Local users
These users are a small subset of your users, and include the main administrative
account. These users only exist inside Vantage.

By default, Vantage includes an administrative user with complete access. This user

is the primary administrator of your Vantage instance and is always managed locally.
You can have other local users as well. For example, it is common to manage users of a
Vantage sandbox as local users.

A local user will receive an email with an invite to join Vantage.

( Note: )

Because your [dP does not manage local users, two limitations apply:

* The group membership of a local user cannot be changed after the user
is created. Nozomi Networks recommmends that if you need to change the
group membership for a user, you delete, and then create a local user
again.

* A local account is never automatically deleted, so its application
programming interface (API) keys are never automatically revoked. You
must revoke the AP/ keys for a local user to render them inert. For more
details, see API Keys (on page 57).

- /

Invite
This button lets you Invite a user (on page 50) to Vantage.

Columns
The Columns button lets you select which of the available columns for the current

page will show.
Refresh

The Refresh D icon lets you immediately refresh the current view.

Live
The Live LI toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Invite a user

You can use the Users page to send an email invite to someone to add them as a new
user in Vantage.

Procedure
1. In the top navigation bar, select @
Result: The administration page opens.

2. In the Teams section, select Users.

Result: The Users page opens.

3. Select Invite.

Result: Data entry fields show.

4. In the Name and surname field, enter the details as necessary.

Users

Name and surname
Email address

Initial Group v

Invite

5. In the Email address field, enter an email address for the user.
6. Select the Initial Group dropdown, and select an option.

7. Select Invite.

Results

The email invitation has been sent.
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Resend an invite to a user

You can use the Users page to resend an email invitation to a user that you want to
invite to Vantage.

Procedure

1.

In the top navigation bar, select @

Result: The administration page opens.

. In the Teams section, select Users.

Result: The Users page opens.

. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose

5. Select Resend Invite.

Results

The email invitation has been sent again.
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Delete a user

You can use the Users page to delete a user from Vantage.

Procedure

1.

In the top navigation bar, select @

Result: The administration page opens.

. In the Teams section, select Users.

Result: The Users page opens.

. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
° Select the checkbox for the item that you want to choose

. Select Delete.

Warning: You are about to delete
1item

Result: A confirmation dialog shows.

6. Select Confirm.

Results

The user has been deleted.
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API keys

API keys in Vantage

For third-party applications that integrate with Vantage, you must use AP keys to
authenticate them.

General

You can integrate Vantage with the Nozomi Networks AP/ to update data in Vantage, or
to retrieve data from it. Through various AP/ endpoints, can perform many actions, such
as creating and deleting user groups or modifying alert rules.

Third-party applications
In order to authenticate, third-party applications must pass credentials in the form of
an API key and token. To do this, you must:

1. Generate the AP/ key and token in Vantage
2. Use your third-party application to call Vantage and pass the key and token for
authentication

Nozomi Networks recommmends that you:

* Assign a different key to each application
* Create a single user that all of your applications use to access Vantage

When you assign a different key to each application, audit log entries correctly attribute
each action to the service that performed it.

When you use a single user to access Vantage, it keeps maintenance simple. However,
for your specific use case, and security requirements, it is possible that it will be better
to associate each application to a different user.

For more information on choosing the right approach for your implementation, see
Considerations when you connect multiple applications to Vantage (on page 56).

Application IP address ranges

Your applications might connect from a completely different /P address range

than your other Vantage users. For example, your security information and event
management (SIEM) might operate in the cloud. If you limit the range of /P addresses
from which connections to Vantage must originate, you can override the /P address
range that is defined in the General settings with a range that is defined for a specific
APl key.
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Users
For API keys and users:

* Each APl key is associated with a Vantage user. Keys are generated in the user's
profile.

* The user associated with the AP/ key must have sufficient permissions in
Vantage. This user should be the SAML account of the person responsible for the
integration.

* Your third-party application must pass the AP/ key name and token in order to
authenticate with Vantage.

* An APl key remains valid until it is revoked, or until the user it belongs to is
deleted

( Note:

When an APl key has been generated in the context of SAML-managed
users, a SAML user's keys are not automatically revoked when the SAML-
created user object is deleted. This is because your /dP is not aware of AP/
keys. Therefore, you must manually revoke keys that have been generated

for SAML users.
. J

When you define a user to associate with your AP/ key, you should carefully define the
access that they are granted. You should consider limiting a:

* Scope

* Permissions

* Allowed /P address ranges

These precautions limit the actions your third-party applications can take in Vantage.
For more details, see:

* Application IP address ranges (on page 53)

* User scope and permissions (on page 54)

These factors take on added importance in cases where multiple applications use
them. For more details, see Considerations when you connect multiple applications to
Vantage (on page 56).

User scope and permissions

The user associated with the AP/ key needs explicit access to data and tasks in Vantage.
This means that you should assign the user to a group and role which has appropriate
permissions for the application's responsibilities. For example, if your application needs
access to read all data, assign its group the Superobserver role. Or, assign the related
group the role of Assets Operator if the user needs to:

* Create assets
* Read assets

* Update assets
* Delete assets

You should also limit access to the organizational scope where this application is
permitted to act. If your application only needs data about one specific organization,
select that organization when creating the user's group role assignments.
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API authentication

Once you have the API key name and token from VVantage, you can define your API
calls, including enabling authentication of a third-party application.

To connect to Vantage through the AP/, your third-party application must provide the
APl key name and key token.

The dedicated authentication endpoint is api / v1/ keys/ si gn_i n. This endpoint is
available at the same base URL as the web user interface (Ul). Assuming this base URL
is VANTAGE_URL, the full authentication URL is htt ps: // VANTAGE_URL/ api / v1/ keys/
sign_in.

When your third-party connects to Vantage, it must:

e Pass the key name as the user name
* Pass the key token as the password

When Vantage successfully authenticates the calling application, it returns a JISON
web token (JWT). This token allows the application to connect for 30 minutes. After
30 minutes, the JWT expires. When your application attempts its next transaction,
Vantage returns a 401 error (Unauthorized). To continue to interact with Vantage,
your application must pass the key name and key token to re-authenticate. Vantage
generates a new JWT that allows your application to interact through the AP/ for the
next 30 minutes.

This security precaution means that your calling application must re-authenticate with
Vantage in respond to a 401 error.

When you need to define AP/ calls, refer to the documentation for your third-party
application that you want to perform actions in Vantage.
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Considerations when you connect multiple applications to Vantage

It is important to choose the correct approach when you want to connect multiple
applications to Vantage. In many cases, you can create a single user that all of your
applications use to access Vantage. However, if you have several applications that
perform different kinds of task, each application may need its own user dedicated to
its exclusive use.

Choosing a method
When you determine whether applications should share Vantage users, consider:

* The level of permissions that each application needs
* The scope of operation that each application needs
* The /P address range of each application

One Vantage user dedicated to API access

The simplest approach is to create a single user. We recommend this approach when
only one application connects to Vantage, or when multiple similar applications
connect.

Create a single Vantage user for all third-party applications when:

* The applications perform the same tasks in Vantage, and
* The applications all need similar levels of access in Vantage, and
* The applications all share a similar /P address range

Defining a single user for all your applications can simplify maintenance of AP/ access
as it reduces the number of objects involved in the process.

Multiple applications with dedicated Vantage users

Your applications may differ from one another in several ways. The applications may
perform different actions from one another, or they may be connecting from differing
IP ranges. In such cases, we recommend that you create multiple Vantage users for AP/
access. Devise an approach that requires the fewest number of user accounts. You may
find that you need a dedicated user for each application, or you may see similarities
that allow you to associate several applications with a single Vantage user.

Create multiple Vantage users for your third-party applications when:
* The applications perform differing tasks in Vantage, or

* The applications need different levels of access in Vantage, or
* The applications connect from different /P address ranges

Defining dedicated users for your applications allows you to grant more precise
access to each application that connects. For example, you can define an account that
grants only access to view data, and one that has both view and update permissions.
Therefore, you should:
* Create keys on the read-write account for your applications that must make
updates in Vantage
* Create keys on the read-only account for those accounts that only retrieve data

This approach ensures that each connecting service is denied unnecessary access.
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API Keys

The API Keys page shows a list of all the API keys for every organization in the account.

VANTAGE

N
,gr,,NOZOM!

NETWORK

s
ysem API Keys
User Display name
v
Teams
rerer

Organization settings

Columns

The Columns button lets you select which of the available columns for the current

page will show.

Refresh

Key name

AK30257a

AK376a6a

AKB7c429
AKBa0544
e

AKSdc9Z1

Figure 20. API Keys page

1o DATA LOCATION Europe

Description

na
Dashboard

na

testl

test

na

xxx

asdasdasd

qweqwe

Swagger

postman

test_02

Used to validate sample |
pipPO

traefik test

moreno

Last sign in at

na

2021-07-28 153137

2021-09-01 15450
202110-1114:0913
2021-09-1514:59:41
na.
202110-0516:01:43

2022-0112 07:25:53

Last sign in ip

na

93.41236.63

93.41236.63
2238193136
1462417142
na

2238193136

8715230149

2 - Administration

101 columns Orefresh e @
Allowed ips. Linked organiz
v v
na Acme
na Data Engineer
na na.
1234/2 na.
na na.
na na.
1234/24 na.
1234/2 na
1234/2 na.
0000/32 na

11025 of more

The Refresh D icon lets you immediately refresh the current view.

Live

The Live LI toggle lets you change live view on, or off. When live mode is on, the

page will refresh periodically.

1< < Ppagelofmore > >

-~ @
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Generate an API key

Administrator Guide

Before you can use an API key, you must generate one. Once a key is created, it cannot

be edited, it can only be revoked or rotated.

Before you begin

Before you do this procedure, make sure that you have:

* Created a user to associate with your third-party application
* Assigned the user a role that grants the necessary permissions and scope within

Vantage

About this task

Once an APl key has been created, you cannot edit it. You can only revoke it.

Procedure

1. Log into Vantage as the user who will own the AP/ key.

2. In the top navigation bar, select @ > Profile.

3. Select API Keys.

Result: The API Keys page opens.

4. To generate a new API key, select Add.

Settings API Keys
Authentication
API Keys

Theme
User Display name Key name Description

@® Add
Il columns (7 Refresh Live ®

Last sign in ip Allowed ips Linked organizati...

0to0of 0 1< < Pagelofl >
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5. In the Description field, enter a description for the AP/ key.

<{ Generate new API key

Description
Give a human-friendly description to the API key.
Allowed IPs
Example IP ranges: 1.2.3.4/24 0r 1.2.3.4/24,2.3.4.5/16.
If no IP range is defined, the range defined in general settings controls.

If an IP range is defined, it controls OVER the one defined in general settings.

ENG CH LAB - MASTER v

Default Organization linked to this ApiKey. It will be used by request authenticated by this API Key.

If no Organization is sent in the request header, the default Organization will be used.

@® User privileges (O Restricted privileges ()

Generate Cancel

( Note: )

Nozomi Networks recommends that the description includes the name of

the application that will connect with the AP/ key.
N /

6. Optional: Enter a range of allowed /P addresses in the Allowed IPs field. Only
applications within this range will be permitted to connect with this key.

o ™
Note:
For these settings, you must use comma-delimited entries, in CIDR

format. Values here will override the values in the SECURITY section on

the General (on page 21) page.
- /

7. In the Organization field, select the organization that will be the default for this
APl key.

Note:

If an APl request that uses this key doesn't include an organization, the

default organization is used.
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8. Select one of these options:

Choose from:

o User privileges
o Restricted privileges

Administrator Guide

U

All read

serprivileges O @

®  Allcreate @
Alert close options
Alert playbooks
Alert rules

Alerts

API keys O

Asset rules

Assets

Audit items
Backup schedules
Comments

Custom content items
Custom fields

Custom roles

Generate Cancel

Data integration configurations
Entity count samples

Groups

Imports (D)

1Q insights

Migration tasks

& Organizations (D

Panel permissions (D)
Protection rules

Remote actions (D

SAML configuration backups
Saved assertions

saved queries

Scheduled updates
Sensors

& settings O
SP plans
Tags
Time series
Trace files (D)
Trials
Users
Variables
Vulnerabilities
Wireless networks

Zone configurations

User privileges applies the same permissions that the user has.

Restricted privileges allows you to define a set of permissions associated with

the API key.

Note:

During execution, the key's effective permissions are the permissions

common to both the user and the AP/ key.
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9. Select Generate.

Result: Vantage generates a key and displays its:

o Key hame

o Key token

o Allowed ips

o Linked organization

10. Important:

You will need some of these values when you configure your third-party
application. While the name is shown in the Vantage U/ after this point,
the token is not shown again. If you lose this data, you must generate a

new AP/ key.

Record these details:

o Key hame
o Key token
o Allowed ips
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Revoke an API key

Revoke an API key in Vantage to immediately disable access for that credential. This
action is irreversible and should be used when a key is no longer needed or may be
compromised. Revoking a key does not impact other active keys.

Procedure
1. Log into Vantage as an administrator.

2. In the top navigation bar, select @

Result: The administration page opens.

3. In the Teams section, select API Keys.

Result: The API Keys page opens.

4. In the Key name column, hover your mouse over the AP/ key that you want to

revoke.

Result: The @ icon shows.

5. Select the @ icon.

Result: A dialog shows.

6. Select Confirm.

Results
The API key has been revoked.
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Rotate an API key

Rotate an existing API key in Vantage to replace it with a new one while maintaining
access continuity. Key rotation enhances security by minimizing the risk of
compromised credentials.

Procedure
1. Log into Vantage as an administrator.
2. In the top navigation bar, select @
Result: The administration page opens.

3. In the Teams section, select API Keys.
Result: The API Keys page opens.
4. In the Key name column, hover your mouse over the AP/ key that you want to

rotate.

Result: The D icon shows.

5. Select the D icon.

Result: A dialog shows.

6. Select Confirm.

Results
The API key has been rotated.
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Organization Settings

Updates

The Updates page gives you access to configuration tabs for update policies and to
schedule updates.

VANTAGE LICENSEE Nozomi Netwiorks Acme. DATA LOCATION Europe
iy Nozowmi
Y e oms
System Upd PPy Policies  N20S Scheduled Updates
pdates Policies [orwide —_—
Update N20S sensors with the latest software
When enabled, this functionality will keep connected sensors updated to the latest
stable N2OS version.
Latest N205 version: 24.51
Teams Update Arc sensors with the latest software

When enabled, this functionality will keep connected Arc sensors updated to the latest
stable version.

Latest Arc version: 113.5

Organization settings

Updates

@

Figure 21. Updates page

The Updates pages has these tabs:

* Policies (on page 65)
* N20OS Scheduled Updates (on page 66)
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Policies

The Policies page lets you view and set the update policy for Vantage and its sensors.
You can select options that will keep your sensors updated with the latest version of
the applicable software.

Updates Policies Er— Policies N20S Scheduled Updates

Update N20S sensors with the latest software
When enabled, this functionality will keep connected sensors updated to the latest
stable N20S version.

Latest N20S version: 24.5.1

Update Arc sensors with the latest software

When enabled, this functionality will keep connected Arc sensors updated to the latest
stable version.

Latest Arc version: 113.5

Figure 22. Policies page
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N20S Scheduled Updates

Administrator Guide

The N20OS Scheduled Updates page lets you create and configure update schedules
for N20OS sensors. You can schedule these types of updates: One-Shot, Recurrent,

Delayed, and Version Offset.

N20S Scheduled Updates [oguwide

Policies N20S Scheduled Updates

@ Define sensors update schedules

The scheduled updates will only take effect if Update N20S sensors with the latest software is disabled

Schedule type Version

Schedule

No Scheduled updates available.

Updated at ¥

Il columns () Refresh Live ®

Scopes

0t000f0

K < Page0ofo >

)@

Figure 23. N20S Scheduled Updates page

The Add button lets you choose a type of update to schedule.
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One-Shot

{ Create Scheduled Update
Defined by

® One Shot Recurrent Delayed Version Offset

Scheduled At

mm/dd/yyyy, --:-- -- [m]

@ The provided time is considered in UTC (Coordinated Universal Time)

Version

2451

Restrict Scope

Add Scope v

/\ No scope selected

This will be propagated to all sensors of this organization

Figure 24. One-Shot

Schedule a single update to latest version, at a specified time.
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Recurrent

{ Create Scheduled Update
Defined by

One Shot ® Recurrent Delayed Version Offset
Recurrence
® Weekly Monthly
Time *
12:00 AM
Days *
Sunday Monday Tuesday
Wednesday Thursday Friday
Saturday

Select at least one day

@ The provided time is considered in UTC (Coordinated Universal Time)

Restrict Scope

Add Scope v

/\ No scope selected

This will be propagated to all sensors of this organization

Figure 25. Recurrent

Schedule a weekly or monthly recurring update, and configure the time and date of
the update.
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Delayed

{ Create Scheduled Update
Defined by

One Shot Recurrent ® Delayed Version Offset

@ Applies only to sensors that are directly connected to Vantage

Days delay

0

Restrict Scope

Add Scope v

/\ No scope selected

This will be propagated to all sensors of this organization

Figure 26. Delayed

Schedule updates after a specified number of days after the release of a new version.
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Version Offset

Administrator Guide

{ Create Scheduled Update
Defined by

One Shot Recurrent Delayed ® Version Offset

‘ @ Applies only to sensors that are directly connected to Vantage

Number of versions before latest

0

‘ () ©nly majors and minors are considered

Restrict Scope

Add Scope v

/\ No scope selected

This will be propagated to all sensors of this organization

Figure 27. Version Offset

Keep the sensors at a specified number of versions before the latest one.
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Features

The Features page lets you configure Vantage to show, or hide, experimental and

preview features for the selected organization.

VANTAGE

‘QF’.NOZOMI

System

Teams.

Organization settings

Features

LICENSEE Nozomi Networks Acme  DATA LOCATION Europe

Features (ogwide

General

Experimental and preview features

When enabled, and pi be shown for
Use Dashboards as home page

When enabled, this feature allows you to create a fully customized page. Built-in overviews will

disappear. By deactivating this setting, you can restore the default overviews.

Sensor Stale Interval
Select the number of hours after which a sensor will be considered stale if no updates are received

prpam—

Asset Inventory

Enable Smart Polling
Enables Smart Polling on all sensors in this organization. Smart Polling can be enabled/disabled on
individual sensors as well; this latter setting prevails f different than organization

Enabled -

Discovery
Standard lightweight announcements to discover neighbaring devices, When not selected, the sensor
configuration will control the feature.

Enabled -

Policies

The default execution policy for Zone Configurations
Upstream connections can propagate zone configurations, which can result in conflict between them
Choose the apprapriate policy for your organization.

Apply all -

The default execution policy for Alert Rules
Upstream connections can propagate alert rules, which can result in conflict between them. Choose the
appropriate policy for your organization.

Local prevails -

Experimental Alerts deduplication
When enabled, alerts will be grouped based on new experimental logic that prevents redundant alerts.
The expert view shows the timestamp corresponding to the first and last occurrence of the alerts, as well
as their total count. The same information is also available through queries. If you disabled the
deduplication feature through a CLI command previously, enabling this option reverts that chans
(Available from sensor version 2510

Enabled -

Asset Intelligence enrichment strategy
How Machine Learning is used to enrich your Assets with extra information. Changes may require up to
48 hours to become effective.

Note: Safe and aggressive strategies are effective only from version 2310

Safe enrichment -
Create Windows CVES only if hotfixes are known

When this is checked, Windows CVEs are not created for assets whose hotfixes are not yet known, which
avoids creating CVES that may have already been mitigated

2 - Administration

General

Wireless

Figure 28. Features page

The Features page has these tabs:

* General (on page 72)
* Wireless (on page 74)
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General

The Features page lets you configure Vantage to show, or hide, experimental and
preview features for the selected organization.

Features (orgwide General  Wireless

General

Experimental and preview features
When enabled, experimental and preview features will be shown for this organization

Use Dashboards as home page
When enabled, this feature allows you to create a fully customized page. Built-in overviews will
disappear. By deactivating this setting, you can restore the default overviews.

Sensor Stale Interval
Select the number of hours after which a sensor will be considered stale if no updates are received

2h o>

Asset Inventory

Enable Smart Polling
Enables Smart Polling on all sensors in this organization. Smart Polling can be enabled/disabled on
individual sensors as well; this latter setting prevails if different than organization

Enabled -
Discovery
Standard ight annou to discover g devices. When not selected, the sensor
configuration will control the feature.

Enabled -
Policies

The default execution policy for Zone Configurations
Upstream connections can propagate zone configurations, which can result in conflict between them,
Choose the appropriate policy for your organization

Apply all v

The default execution policy for Alert Rules
Upstream connections can propagate alert rules, which can result in conflict between them. Choose the
appropriate policy for your organization.

Local prevails -

Experimental Alerts deduplication

When enabled, alerts will be grouped based on new experimental logic that prevents redundant alerts.
The expert view shows the timestamp corresponding to the first and last occurrence of the alerts, as well
as their total count. The same information is also available through queries. If you disabled the
deduplication feature through a CLI command previously, enabling this option reverts that change
(Available from sensor version 2510)

Enabled -

Asset Intelligence enrichment strategy

How Machine Learning is used to enrich your Assets with extra information. Changes may require up to
48 hours to become effective.

Note: Safe and aggressive strategies are effective only from version 231.0.

Safe enrichment v
Create Windows CVEs only if hotfixes are known

When this is checked, Windows CVES are not created for assets whose hotfixes are not yet known, which
avoids creating CVEs that may have already been mitigated

Figure 29. Features page

General

Experimental and preview features: This checkbox lets you enable/disable the use of
experimental and preview features across the organization. These features are still in
development and might change.

Use Dashboards as home page: This checkbox lets users set a customized dashboard
as their home page. When disabled, the default overview pages are shown instead.

Sensor stale interval: Sets the threshold in hours after which a sensor is considered
stale if it has not sent updates. This setting helps monitor sensor responsiveness.

Asset inventory

Enable Smart Polling: Enables Smart Polling for all sensors in the organization. This
setting can be overridden by individual sensor configurations if they differ. You can
select one of these options:

e Disabled
* Enabled
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Discovery: Enables lightweight announcements for discovering neighboring devices. If
disabled here, the setting is controlled at the sensor level. You can select one of these
options:

e Disabled

* Enabled

Policies

The default execution policy for Zone Configurations: Determines whether
upstream connections can overwrite zone configurations. Use this setting to prevent
configuration conflicts. You can choose between these option:

* Disable vantage execution policy
e Local only
* Upstream only

* Apply all

The default execution policy for Alert Rules: Defines whether alert rules from
upstream sources can override local configurations. Prevents alert conflicts by
enforcing one source of truth.

Experimental Alerts deduplication: Groups alerts using a new deduplication algorithm
that identifies first and last occurrence timestamps and total count. This reduces
redundant alerts and was previously only available via command-line interface (CLI).

Asset Intelligence enrichment strategy: Specifies how machine learning is used to
enhance assets with enriched context such as classification or confidence levels. You
can choose from these options:

* High confidence only
» Safe enrichment: Discards uncertain predictions when enriching assets
* Aggressive enrichment: Allows uncertain predictions when enriching assets

Changes can take up to 48 hours to take effect.

Note:
Safe and aggressive strategies are only available from version Nozomi Networks
Operating System (N20OS) v23.1.0 onward.

Create Windows CVEs only if hotfixes are known: Prevents creation of CVEs for
Windows assets with unknown hotfix status. This avoids reporting issues that might
have already been resolved.

2 - Administration
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Wireless
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The Wireless page lets you configure Vantage settings for managing wireless

networks, including how new networks and assets are handled.

Features | org-wide

General

Enable new Wireless Networks by default

and current tier.

Inspect Privacy MACs on new Wireless Networks by default

Delete transient Assets coming from Wireless Networks
days. An Asset is transient when it communicates for a short period of time.
Clean up inactive transient wireless assets after (days)

as the difference between the current time and the last activity time

2

When this is checked, newly discovered Wireless Networks will be enabled for analysis by default. We do
not suggest to enable it particularly because the amount of Assets in Vantage may exceed the desired

When this is checked, newly discovered Wireless Networks will be have the Inspect Privacy MACs option

enabled by default. This setting may produce an high amount of Assets with little amount of information.

When this is checked, Assets coming from Wireless Networks that are transient are deleted after a few

Determines how long to keep wireless assets that are inactive. Expressed in days. Inactivity is calculated

Figure 30. Features page

Enable new Wireless Networks by default

When enabled, newly discovered wireless networks are automatically available for
analysis. This option may generate a large number of assets in Vantage and should be

used with caution.

Inspect Privacy MACs on new Wireless Networks by default

When enabled, Vantage inspects privacy MAC addresses on new wireless networks
by default. This setting can increase the number of assets with limited identifying

information.

Delete transient Assets coming from Wireless Networks

Removes transient assets from wireless networks after a short time. Transient assets are

devices that connect briefly and do not remain active.

Clean up inactive transient wireless assets after (days)

Defines how long inactive transient wireless assets are kept before deletion. The value is
expressed in days and is calculated based on the difference between the current time

and the last recorded activity.
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Sensors Synchronization Settings
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The Settings Synchronization Settings (Sync) page shows the settings that this sensor

inherits from its organization.

'VANTAGE LICENSEE Nozo! ne DATA LOCATION Europe
)y NozomMl =
Y T dsR: =
Q Search in menu Sensors Synchronization Settings (orewide
System Data Synchronization Interval
Modify the frequency at which Vantage receives data from the sensors
0sm O

mwy VWhile we try to respect this value, we reserve the right to override it if it is causing performance
issues.

Higher Quality Sync Period Factor
Modify the number of data synchronization intervals that need to pass without data received for an
item, before it is considered stale

<>
5

Teams

10 20 50 100

Discard out of retention data

Sensors can send data out of the retention window, eg. whose last activity time is older than 90 days.
These data in normally cleaned within 24h. Enable this setting in a production environment, keep it
disabled if it is used for test, e.g. playing pcaps

Organization settings
Use Vantage only for license provisioning

Enable or disable synchronization for the

¥ following entities

syne
Alerts ©
Assets (D)
Audit items (D)
Health Logs ()
Nodes ()
Links (D)
Variables (D)
Subnets ()
Sessions (1)
Backup schedules (O
Zones
Captured URLs ()
Smart Polling plans ()
Node points (1)
Asset CPEs (1)
Reports (D)
Data integrations ()

Credentials (1)

Figure 31. Sync page

Data Synchronization Interval

The Data Synchronization Interval setting controls how frequently Vantage receives
updates from sensors. You can use the slider to adjust the interval. Shorter intervals
enable more frequent data transfers and longer intervals reduce the load on the

system.

Although the system attempts to respect the selected interval, Nozomi Networks
might override it if there are performance issues. This ensures system stability while

maintaining data availability.

When choosing a synchronization interval, consider the trade-off between

data freshness and system performance. In high-performance or data-sensitive

environments, shorter intervals may be preferred.

Higher Quality Sync Period Factor

The Higher Quality Sync Period Factor setting defines how many synchronization
intervals must pass without receiving new data for an item before Vantage considers it

stale.

You can use the slider to adjust this setting. A higher factor allows more time before
data is flagged as stale, which is useful for less frequently updated sensors or non-
critical data. A lower factor tightens the threshold, prompting the system to replace
local data views more frequently with those from the downstream appliance.
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Set this value based on the expected reporting frequency of your sensors and the
criticality of the data they provide. Balancing sensitivity and tolerance helps avoid false
positives while maintaining visibility into sensor health.

Discard out of retention data

Enable the Discard out of retention data checkbox to automatically remove sensor
data that falls outside the configured retention window. For example, if a sensor sends
data with a timestamp older than 90 days, Vantage discards it instead of storing or
processing it.

This setting helps maintain data hygiene in production environments by ensuring that
outdated data does not interfere with current analysis. Vantage typically removes this
data within 24 hours.

Disable this setting if you are testing with archived or historical data, such as during
packet capture (pcap) replays or forensic investigations. In production, keep it enabled
to reduce storage usage and maintain data accuracy.

Use Vantage only for license provisioning

This checkbox lets you only use Vantage for license provisioning. If this checkbox is
not selected, you can edit the settings below. Changes made on this page affect this
sensor, but not the default settings for its organization.
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Tags

The Tags page lets you assign tags to assets for access management purposes. This
lets you constrain role assignments into a specific tag.

VANTAGE LICENSEE Nozc

N
v Nozom!

System

Tags (o

(® Tags can be assigned to Assets for access management purposes, so that Role Assignments can be constrained into a specific Tag.

101 columns retresh  Live @
Teams
Updated at Name

2024-02-0910:06:48 AlesTag

2024-03-04 000158 Test

Organization settings

102072 1€ < Pagelofl > oI
Tags

<@

Figure 32. Tags page

Add
This button lets you add a new tag.

Columns

The Columns button lets you select which of the available columns for the current
page will show.

Refresh
The Refresh Q icon lets you immediately refresh the current view.
Live

The Live @ toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Zone Configurations

The Zone Configurations page shows all the zone configurations in your organization,
and lets you add new ones.

VANTAGE LICENSEE Nozomi Networks Acme  DATA LOCATION Europe

oz =

System Zone Configurations i Zone Configurations Tiered Zones

Zone Configurations

Figure 33. Zone Configurations page

Security zones are segmented sections of a network that limit access to the network's
assets. The assets in each zone share some commonality that maps to a meaningful
organizing principle used to categorize your assets. For example, the assets that
compose an individual production line in a factory might be segmented into their own
zone. In this case, you could create a zone configuration for each production line.

In Vantage, a zone configuration includes criteria that identify the assets that should
belong to the zone. The configuration also specifies how Vantage handles these assets.

Zone configurations are propagated to sensors which receive the configuration. Your
sensors rely on these configurations to categorize assets.

Zone configurations determine how Vantage categorizes and handles the
segmentation of the assets and nodes on your network.

The Zone Configuration page has these tabs:

* Zone Configurations (on page 79)
* Tiered Zones (on page 86)
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Zone Configurations

2 - Administration

The Zone Configurations page shows all the zone configurations in your organization,

and lets you add new ones.

Zone Configurations [om-wide

Zone Configurations

Tiered Zones

(D Zones Configurations define network segments to be observed by sensors.
The elements in this list may not be applied, as their application is subject te the machine's current execution policy.

ees [ updatedat ¥

o000 o 2025-03-1115:48:55

ooo O 2025-02-13 08:58:26

Segments

10.41.48102

10.0.05

Il columns {7 Refresh Live @

Matching VLAN Scopes

na [1]
na 1]

Tto20f2 K < Pagelofl >

Figure 34. Zone Configurations page

Add

This button lets you add a new zone configuration (on page 80).

Columns

The Columns button lets you select which of the available columns for the current

page will show.

Refresh

The Refresh o icon lets you immediately refresh the current view.

Live

The Live @ toggle lets you change live view on, or off. When live mode is on, the

page will refresh periodically.
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Add a zone configuration
You can use the Zone Configurations page to add a new zone configuration.

About this task
To create a zone configuration you need to:

* Define criteria that describe the objects that will be assigned to the zone. These
criteria include options such as:

o Network segment
° media access control (MAC) address fallback
o virtual local area network (VLAN) handling

* Specify the attributes that Vantage should apply to these assets and nodes

Procedure
1. In the top navigation bar, select @
Result: The administration page opens.
2. In the Organization settings section, select Zone Configurations.
Result: The Zone Configurations page opens.
3. Select Add.

Result: The Create Zone Configuration page shows.
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4. In the Zone name field, enter a name for the zone.

2 - Administration

< Create Zone Configuration

Defined by

O MAC address matching fallback

Restrict Scope

No scope selected

his veill b propagaed ta al sensors af this ongar

Zation

Zone isclation

D SOt IOnc

Hetwork Throughput History

D Enabled

-~

N

. I
Note:
We recommend that you enter a name that is distinct in the wider
context of your network. For example, enter a name that is meaningful
when nodes in this zone appear in the graph.
/

5. In the Network segments field, specify the portion of the network that belongs

to the zone.

(

Note:

You can enter one or more [P addresses to specify a network segment.
To specify a range of addresses, use either C/DR notation, or enter two /P
addresses that form a range. The range you specify must include both
ends (e.g., 192. 168. 3. 0- 192. 68. 3. 255). To specify multiple network
segments, you should separate them with a commma: 192. 168. 2. 0/ 24,
192. 168. 3. 0- 192. 68. 3. 255

81



2 - Administration Administrator Guide

82

6. Optional: If you use MAC addresses to categorize nodes, select the MAC address

matching fallback checkbox to enable this setting.

(L ™
Note:
For a node to be considered part of a zone, its node /D must match one
of the zone's network segments. In some cases, the node /D might not
be sufficient to correctly categorize nodes. For example, you might want
nodes that use an /P address as their node /D to belong to a zone that is
defined with MAC address ranges instead of /P addresses. In such cases,
enable this fallback matching strategy in order to match against the MAC

address of the node whenever the node /P does not match any segment.
- /

7. Optional: If you use VLAN |Ds to categorize nodes, select the Matching VLAN ID
checkbox to enable this setting.

8. Optional: If the zone only includes nodes that belong to a specific VLAN, select
the Matching VLAN ID checkbox to enable this setting.

(L ™
Note:
You can use VLAN [Ds to determine which nodes are included in this
zone. For example, in a zone where its network segment is defined
as 192. 168. 4. 0/ 24, the VLAN ID is 5. The network has two nodes:
192. 168. 4. 2 belongs to VLAN with /D 5192. 168. 4. 3 doesn't belong to a
VLAN. In this case, when Matching VLAN ID is enabled, only 192. 168. 4. 2

isincluded in the zone.
N\ J

9. In the VLAN IDs field, enter the VLAN |D of nodes that Vantage should include in
this zone.
10. In the Assigned VLAN ID field, enter a VLAN ID to assign to nodes in this zone

that do not already have an ID.

(L ™
Note:

You can also select the Force assigned VLAN ID checkbox to overwrite

the existing VLAN [|Ds of a node. When Vantage adds a node to this zone,

it assigns the VLAN ID you enter in the Assigned VLAN ID field, regardless

of its current value.
L J
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11. Optional: If your organization uses the Purdue Reference Model, select the

appropriate level for the nodes in this zone in the Level dropdown list.

Attention:

In cases where a node belongs to multiple zones with different Purdue

levels, you should use the most restrictive level.

Note:
When you filter the graph, you can select Level to review your Purdue

level assignments.

12. Optional: In the Nodes ownership dropdown, select from:

Choose from:
o Public
o Private

Note:

Private nodes belong to the local network, Public nodes do not.

13. Optional: In the Detection approach dropdown, select from:

Choose from:
o Adaptive Learning (default)
o Strict

14. Optional: In the Learning mode dropdown, select from:

Choose from:

o Protecting
o Learning

Note:

This setting determines whether sensors should monitor the zone against

the existing baseline, or collect data about the zone's nodes and activity.
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15. Optional: In the Security profile dropdown, select from:

Choose from:
o Low - Lowest visibility level. Only the most severe alerts are visible
o Medium - Medium visibility level

o High - High visibility level. All relevant alerts are visible. High is the default
setting

o Paranoid - Additional alerts that may be informational are added

(L ™
Note:
The security profile determines the visibility of alerts that are raised by

sensors monitoring nodes in this zone.

N /
(L ™
Note:
If you change the security profile for a zone configuration, it only affects
newly-generated alerts. It has no effect on existing alerts.
N /
16. In the With Scope section, select the Add Scope dropdown and select from:
Choose from:
° Tag
o Site
° Sensor
(L ™
Note:
This lets you select the type of object that should restrict the scope of this
zone configuration:
° Tags are admin-defined keywords or terms applied to Vantage
objects to provide finer control of system behavior
o Sites represent the real-world locations of your nodes
o Sensors are the downstream applications, such as CMCs and
Guardians, that aggregate and send data to Vantage
- J

Result: A dialog opens.

17. Select the v icon. Select an option to filter for the item you want to select.

18. Optional: If necessary, select Isolate zone.
If selected, this zone's assets will not be merged with assets outside of this zone.

19. Optional: If necessary, in the Network Throughput History section, select
Enabled.

20. Select Confirm.
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21. Optional: To add another item to define the scope, do steps 17 (on page 84)
thru 20 (on page 84) again as necessary.

22. Select Create.

Results

The zone configuration has been created.
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Tiered Zones

Administrator Guide

The Tiered Zones page enables administrators to organize zones into hierarchical
structures for more efficient management and configuration.

B 3 . . Zone Configurations  Tiered Zones
Tiered Zone Configurations [omwide —_—
(i) Tiered zones define hierarchies of zones.
Il columns (73 Refresh Live @
oee = Updated at Name Subzones
ooe na. 2024-09-2519:50:32 TestZonel72 Zonel
cop  na 2024-09-25 07:5417 TestTieredZone
con  na 2024-09-04 10:50:57 NewMixedTieredZone 2
cop  na 2024-08-29 14:58:31 Viad
oo na. 2024-08-27 1416:38 SuperzoneForinternet
T 2024-08-27 13:03:57 NewMixedTieredZone_orig TieredZonel72
ooo  Na 2024-05-17 12:21:32 SuperzoneForinternet Test_zone
coo  Na 2024-0517 11:06:47 TieredZonel72 Newl720.00/8 =
1to8of 8 K < Pagelofl >

Add

Figure 35. Tiered Zones page

This button lets you Add a tiered zone configuration (on page 87).

Columns

The Columns button lets you select which of the available columns for the current

page will show.

Refresh

The Refresh O icon lets you immediately refresh the current view.

Live

The Live LI toggle lets you change live view on, or off. When live mode is on, the

page will refresh periodically.
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Add a tiered zone configuration

Create a tiered zone configuration by assigning zones and subzones that inherit
shared criteria such as network segments, MAC address fallback, and VLAN handling.

About this task
To create a zone configuration you need to:

* Define criteria that describe the objects that will be assigned to the zone. These
criteria include options such as:

o Network segment
o MAC address fallback
° VLAN handling

* Specify the attributes that Vantage should apply to these assets and nodes

Procedure
1. In the top navigation bar, select @
Result: The administration page opens.

2. In the Organization settings section, select Zone Configurations.

Result: The Zone Configurations page opens.

3. Select Tiered Zones.
4. Select Add.

Result: The Created Tiered Zone Configuration page shows.

5. In the Defined by field, enter a name for the tiered zone.

< Create Tiered Zone Configuration
Defined by

Subzones

Add Zone'Tiared Tone s

6. Select Add Zone/Tiered Zone.

Result: A dialog shows.
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7. Choose one of these options:

Subzones

Add Zone/Tiered Zone A

fone

Tiered Zone

Choose from:
o Zone
o Tiered Zone

8. Select one zone/tiered zone.
9. Select Confirm.

10. Select Create.

Results

The tiered zone configuration has been created.
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Imports

The Imports page lets you see the list of imported hardware configuration, or project
files, from which asset information is extracted.

VANTAGE \e  DATA LOCATION Europe

,gi. NOZOMI

NETWORK

System

|mports Org-wide Select import type
(@ You can see the list of imported hardware configuration or project files from which Asset information is extracted.
1l columns Orefresh  Live @
Teams
[ eee Created at User Display name Sensor Host File name Vendor name Contents
v v v v v
O oo 2024-02-28 09:21:00 Alessandro Cavallaro ch-ga-g-std-vm-gen-mast test_import.csv na. {"rules"["vi node 8.8.8.8 is.
O oeo 2024-02-2814:36:26 Cristian Pascottini ch-ga-g-std-vm-upload-n data.csv na. {"rules"["vi node 192168.1.5
©Organization settings
102012 < < Pagelofl > i
Imports

Figure 36. Imports page

Select import type
This button lets you select an type to import.

Columns

The Columns button lets you select which of the available columns for the current
page will show.

Refresh
The Refresh o icon lets you immediately refresh the current view.
Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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The Asset Rules page shows all the asset rules in your organization, and lets you add

new ones.

VANTAGE

LICENSEE Nozomi Networks Acme  DATA LOCATION Europe

System

Asset Rules [orsuwice
(@ Asset Rules provide a way to enrich an Asset when certain constraints are met.
Teams

a Updated at -

o 2024-03-0517:4516

Organization settings

Asset Rules

1t010f1

< ¢ Pagelofl > 1

Figure 37. Asset Rules page

Add
This button lets you add a new asset rule.

Columns

The Columns button lets you select which of the available columns for the current

page will show.

Refresh

The Refresh O icon lets you immediately refresh the current view.

Live

The Live @ toggle lets you change live view on, or off. When live mode is on, the

page will refresh periodically.
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Add an asset rule

You can use the actions menu to add an asset rule.

Procedure

1. In the top navigation bar, select @

Result: The administration page opens.

2. In the Organization settings section, select Asset Rules.

Result: The Asset Rules page opens.

3. Select Add new.

Result: The Create Asset Rule page shows.

4. Configure the asset rule as necessary.

5. Select Create.

Results
The asset rule has been created.

2 - Administration
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Edit an asset rule

You can use the actions menu to edit an asset rule.

Procedure

1. In the top navigation bar, select @

Result: The administration page opens.

2. In the Organization settings section, select Alert Rules.

Result: The Alert Rules page opens.

3. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

4. If you use the **®icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
° Select the checkbox for the item that you want to choose

5. Select Edit.

Results

You can now edit the asset rule.
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Delete an asset rule

You can use the actions menu to delete an asset rule.

Procedure

1. In the top navigation bar, select @

Result: The administration page opens.

2. In the Organization settings section, select Alert Rules.

Result: The Alert Rules page opens.

3. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

4. If you use the **®icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose

5. Select Delete.

Warning: You are about to delete
1item

Confirm Dismiss

Result: A confirmation dialog shows.

6. Select Confirm.

Results
The asset rule has been deleted.
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Security Control Panel
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The Security Control Panel allows administrators to configure security settings across

the organization.

VANTAGE LICENSEE Nozomi Networks Acme  DATA LOCATION Europe

4$4E;>NOZDOML

NETWORK

A Security Control Panel [orswise

(@ The settings in this page can be overriden on a per-sensor basis from the sensor's settings pages.
This feature requires N20S 24.0 or greater.

Teams Security Profile d
The Security Profile controls which alerts are Paranoi
created on Sensors.

Network Learning

Learning scope
Whether the learning strateay should be
focused on the individual nodes or record a
Organization settings gotalios=sine
Phase switching
Whether the engine switches from learning to
protecting upon a manual input or
automatically after a given period of time.

Current phase
the engine learn the baseline or alert
bout deviations right now?

Learning phase duration
How long should the learning phase last before | © tore
the baseline is consolidated. Legend: 1d =1 day,
Security Control Panel w =1 week, Tm =1 month,

Process Learning

Alert on new variables [u]
Alerts will be dynamically raised as events
related to new variables appear

Alert on new values o
Alerts will be dynamically raised if a change in
the behavior of the process is detected

Dynamic flow control
Alerts will be dynamically raised if cyclic access

(read or write) to a new variable becomes

irregular

Figure 38. Security Control Panel page

Security Profile
Choose an option to determine which alerts are generated on Sensors:

* Low
* Medium
* High
* Paranoid

Network Learning
Configure how the system:

* Learns network activity
* Detects anomalies
* Applies security measures

Learning scope: Choose an option to determine what the system should focus on:

e Adaptive Learning (default): This option establishes a global baseline for the
protected environment, and notifies you about deviations. For instance, it
triggers an alert if the system detects a node in the network with a previously
unseen MAC vendor.

e Strict: This option establishes individual baselines for each network entity and
notifies you of every change. For example, it triggers an alert whenever a new
node appears in the network, or when two nodes start communicating.
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(L ™
Note:
The Strict approach is suitable for static networks, where the conditions rarely
change and the nodes have fixed addresses. In all other situations, this mode
will cause too many alerts, especially in networks with dynamic addressing. In
a typical installation, we recommend that you use the default approach, and
only enable the strict mode in zones with static addressing through the Zone

configurations settings.
\_ /

Phase switching: Choose an option to determine whether switching between learning
and protection modes happens manually or automatically:

* Manual

* Dynamic
Current phase: Choose an option to determine whether the engine is learning or
alerting on deviations:

* Learning

* Protecting

Learning phase duration: Specifies the duration before a baseline is finalized.

Process Learning
Process learning enables the system to detect and alert on changes in process
behavior, enhancing security monitoring.

Alert on new variables: Select to raise alerts when the system detects the introduction
of new process-related variables that were not previously observed.

Alert on new values: Select to generate alerts when the system detects a significant
change in process values, indicating a potential anomaly.

Dynamic flow control: Select to trigger alerts when the system detects irregular
patterns in cyclic access (read or write operations) to process variables.
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The Custom Fields page lets you enrich the schema of assets and nodes, and
propagate the information to every sensor.

VANTAGE

,44;, NOZoMI

ETWORKS

System

Teams

Organization settings

Custom Fields

LICENSEE Nozomi Networks Acme  DATA LOCATION Europe.

Custom Fields [orswide

® Add

(@ Custom fields enrich the schema of Assets and Nodes, and are propagated to every sensor. To manage a Custom field that is already defined on sensors, simply redefine a

Custom field with the same name here on Vantage. The data on sensors will be preserved.
This feature requires N20S 24.0 or greater.

Updated at

2025-03-04 18:00:09
2025-03-04 18:00:04
2025-03-04 18:00:01

2025-03-0417:59:56

Name

Category
System-Function
System-Supplier

Main-function

Wl Columns O Refresh | Live @

Tto4of4 & < Pagelofl >

Add

Figure 39. Custom Fields page

The Add button lets you create a new custom field.
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Credentials Manager

2 - Administration

Use the Credentials Manager to define credentials that authorize access to hosts
through Smart Polling or Arc. This enables secure data collection and encrypted

transmission decryption. You can add, customize, and manage credentials for various

device types.

VANTAGE

LICENSEE Nozomi N

jetworks Acme  DATA LOCATION Europe

4y Nozoml
P R a

System

Organization settings

Credentials Manager

Credentials Manager (orswide
@ Define credentials that ser s to access hosts through Smart Polling or Arc and Decrypt encrypted transmissions.
This feature requires N2o "
Il columns. Live @ o
i Name Applicabiiity Scope
v
«  BentiyNevada To2168.4513 bently-nevada-sp
5 P5ESS.E Calling Dom Camera Toa125052 (S
Axis P3245-LVES 21088 nttpsp
Axis PIISY 1210103 http-sp
Wi 216845212 sshep
WMl Is2168.45212 wnisp
chsw-lab-c9300-2ntr networks.com Toassss sompu-sp
SSH ch-int-arc-win2022-noeng 10414817 ssh-sp
.. Schneider SCADAPack 470i Arc Embedded 19216845125 sshesp
o909 K < Pagelofl >

Add

Figure 40. Credentials Manager page

The Add button lets you create a new credential.

Columns

The Columns button lets you select which of the available columns for the current

page will show.

Live

The Live @ toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.

Refresh

The Refresh o icon lets you immediately refresh the current view.
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Add a credential

Add credentials to authorize access to assets through Smart Polling or Arc. Select an
identity, configure options, and confirm to store the new credential. This allows secure,
role-based access management for connected devices.

Procedure

1. In the top navigation bar, select @
Result: The administration page opens.

2. In the Organization settings section, select Credentials Manager.
Result: The Credentials Manager page opens.

3. Select Add.

Result: The Create Credentials page shows.

4. From the Identity dropdown, select the applicable identity.
The identity that you choose will affect the configuration options that show.
5. Configure the credential as necessary.

6. Select Confirm.

Results

The credential has been added.
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Alert Close Options

The Alert Close Options page lets you define custom explanations for closing an alert.

VANTAGE

@ﬁNozow =

LICENSEE Nozomi Networks Acme  DATA LOCATION Europe

System

Alert Close Options (o

(@ Define custom explanations for closing an alert.

10l Columns DRefresh  Lve @

false

Organization settings

To20f2 1< < Pagelofl >

Alert Close Options

Figure 41. Alert Close Options page

Add
This button lets you add a new alert closing option.

Columns

The Columns button lets you select which of the available columns for the current
page will show.

Refresh
The Refresh D icon lets you immediately refresh the current view.
Live

The Live LI toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Add an alert closing option

You can use the actions menu to add an alert closing option.

Procedure

1. In the top navigation bar, select @

Result: The administration page opens.

2. In the Organization settings section, select Alert Close Options.

Result: The Alert Close Options page opens.

3. Select Add new.

Result: The Create Alert Option page shows.
4. In the Reason for closing field, enter a reason.
5. Choose an option:

Choose from:
o Treat as incident
o Learn

6. Select Create.

Results

The alert closing option has been created.
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Alert Playbooks
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The Alert Playbooks page lets you define templates to follow to manage alerts.

An alert playbook defines custom content that instructs alert operators, and other
users, how to manage various types of alerts. Playbooks are associated with alerts
that match criteria specified in an alert rule. When a matching alert is raised, the

playbook's content is included on the new alert's Details page. You and your team can
update this content to record progress and take notes particular to this alert.

GE

VANTA
N
"‘!I." NOZOMI =

System

Alert Playbooks [orswide

@ Alert Playbooks define a template of steps to be followed when managing Alerts. Users will be able to update progress and take notes.

10 cotumns

a Updated at Name

o 2024-05-23 103834 Andy's playbook

Organization settings

Figure 42. Alert Playbooks page

Add
This button lets you add a new alert playbook.

Columns

1< < Pagelofl > I

Grefresh  Lve @

The Columns button lets you select which of the available columns for the current

page will show.
Refresh
The Refresh D icon lets you immediately refresh the current view.

Live

The Live @ toggle lets you change live view on, or off. When live mode is on, the

page will refresh periodically.
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Add an alert playbook

You can use the actions menu to add an alert playbook.

Procedure

1. In the top navigation bar, select @
Result: The administration page opens.

2. In the Organization settings section, select Alert Playbooks.
Result: The Alert Playbooks page opens.

3. In the Organization settings section, select Alert Rules.
Result: The Alert Rules page opens.

4. Select Add new.
Result: The Create Alert Playbook page shows.

5. Configure the alert playbook as necessary.

6. Select Create.

Results
The alert playbook has been created.
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Edit an alert playbook

You can use the actions menu to edit an alert playbook.

Procedure

1. In the top navigation bar, select @

Result: The administration page opens.

2. In the Organization settings section, select Alert Playbooks.

Result: The Alert Playbooks page opens.

3. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

4. If you use the **®icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose

5. Select Edit.
Result: The Edit Alert Playbook page opens.

6. Edit the alert playbook as necessary.
7. Select Update.

Results
The alert playbook has now been edited.
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Delete an alert playbook

You can use the actions menu to delete an alert playbook.

Procedure

1.

In the top navigation bar, select @

Result: The administration page opens.

. In the Organization settings section, select Alert Playbooks.

Result: The Alert Playbooks page opens.

. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
° Select the checkbox for the item that you want to choose

. Select Delete.

Warning: You are about to delete
1item

Result: A confirmation dialog shows.

6. Select Confirm.

Results

The alert playbook has been deleted.
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Alert Rules

The Alert Rules page shows all the alert rules that you have defined, and lets you add
new ones.

VANTAGE LICENSEE Nozomi Networks Acme  DATA LOCATION Europe
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() Alert Rules provide a way to update an Alert when certain constraints are met.

Teams
B updatedat v Rule Note Scopes
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Figure 43. Alert Rules page

General

Alert rules define how a sensor will handle an alert when it occurs. When an alert that
matches the specified conditions occurs, the sensor that raised it will take the specified
action. For example, you might have a sensor where a specific type of alert is expected.
In this case, you could create a rule that identifies this sensor, and the exact type of
alert, and then it will instruct the sensor to mute the alert.

Add
This button lets you add an alert rule.

Columns
The Columns button lets you select which of the available columns for the current
page will show.

Refresh

The Refresh D icon lets you immediately refresh the current view.

Live

The Live LI toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Add an alert rule

You can use the actions menu to add an alert rule.

Procedure

1. In the top navigation bar, select @
Result: The administration page opens.

2. In the Organization settings section, select Alert Rules.
Result: The Alert Rules page opens.

3. Select Add new.
Result: The Create Alert Rule page shows.

4. Configure the alert rule as necessary.

5. Select Create.

Results
The alert rule has been created.

Edit an alert rule

You can use the actions menu to edit an alert rule.

Procedure

1. In the top navigation bar, select @

Result: The administration page opens.

2. In the Organization settings section, select Alert Rules.

Result: The Alert Rules page opens.

3. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

4. If you use the **®icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
o Select the checkbox for the item that you want to choose

5. Select Edit.
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Results

You can now edit the alert rule.
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Delete an alert rule

You can use the actions menu to delete an alert rule.

Procedure

1.

In the top navigation bar, select @

Result: The administration page opens.

. In the Organization settings section, select Alert Rules.

Result: The Alert Rules page opens.

. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
° Select the checkbox for the item that you want to choose

. Select Delete.

Warning: You are about to delete
1item

Result: A confirmation dialog shows.

6. Select Confirm.

Results

The alert rule has been deleted.
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Use the Contents Management page to view, create, and manage detection content
across the organization. Tabs organize content types such as packet rules, Yara rules,
and Sigma rules. This interface helps streamline the application of threat detection

logic in Vantage.
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Figure 44. Contents Management page

The Contents Management page has these tabs:

* Packet Rules (on page 110)

* Yara Rules (on page 111)

* Sigma Rules (on page 112)

* Stix Indicators (on page 113)

* Scriptable Protocols (on page 114)
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Packet Rules

Packet rules identify network traffic patterns and enable detection of specific
behaviors or threats. Use this page to review, enable, disable, or add custom packet
rules. Actions help tailor detection capabilities across the monitored environment.
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Figure 45. Packet Rules page
Refresh
The Refresh D icon lets you immediately refresh the current view.

Live

The Live LI toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.

Add
The Add button lets you add new content.
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Yara Rules

Yara rules define patterns to identify malware or suspicious files based on textual or
binary signatures. Use this page to view, update, and manage Yara detection logic
across your organization. These rules match known indicators within file content to

enhance threat detection.
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Figure 46. Yara Rules page

Refresh

The Refresh o icon lets you immediately refresh the current view.

Live

The Live @ toggle lets you change live view on, or off. When live mode is on, the

page will refresh periodically.

Add
The Add button lets you add new content.
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Sigma Rules

Sigma rules provide a standardized format for describing detection logic based
on event logs. Use this page to manage Sigma rules that identify suspicious
activity across log sources. These rules support consistent threat detection across
heterogeneous environments.

Contents Management (orgwide
Packet Rules Yara Rules Sigma Rules Stix Indicators Scriptable Protocols
Q_ search (SRefresh  Live @ QwAdd
[2 247allentries ./ Odisabled (» 247 update_service (® O user
OT_RAT_{ | i ml "
® oo G o
® ?gz,:g;:?ooL_(tA1zoz4-zl.)Bu5TLEBERM_cmdlme.yml ) Q6
@ MULTISUSPICIOUS Generic_Control-Panclitems.ymi  gregperyy Q&
2024-09-16 update_service r
MULTI_SUSPICIOUS_Generic_COM-AMSI-Override.ym| 5
[ il [[update_service | QB
ENTERPRISE_SUSPICIOUS_Generic_DefenderTampering.ym! 5
® oiococ [ update_service | QA
MULTI_RAT_Caldera_agents-deployment.yml o
® oG [ Update_service | Qa
MULTI_RAT_Caldera_| i h ile.yml .
® oicoe Qa
MULTIRAT_Caldera_DefenseEvasion-VBA-ClearLogsym!  grsrmepgeeyrey
. 2024-09-16 update_service [a 6
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® Zoisie ooa
< 1 2 . 24 25 >

Figure 47. Sigma Rules page
Refresh
The Refresh o icon lets you immediately refresh the current view.
Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.

Add
The Add button lets you add new content.
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Stix Indicators

Stix indicators provide structured threat intelligence data to support automated
detection of malicious activity. Use this page to view and manage indicators sourced
from known attack patterns and threat actor behaviors. These indicators enhance
visibility into emerging threats across your network.

Contents Management (ors-wide
Packet Rules  YaraRules  Sigma Rules  Stix Indicators  Scriptable Protocols
Q_ search (JRefresh  Live @ m
[ siss3allentries ./ Odisabled (o 51552 update_service (@ 1user
o o Ed ke g
@ BleedGreen-BUILDER  [[TT TN La
@  Generic - CLICKER &6
@ KilNet - DDos a &
@ Threat Deltacharle G
@ NoName057(16) Bobik DDoS Attacks G
@ Tsunami-ppos  ([TTETETSTS QA
@ Kv-botnet - DDOS Lo
[ J-LEC-SS LR (pdate_service &
@ FritzFrog - DDOS G
< 1 2 5155 5156 >

Figure 48. Stix Indicators page
Refresh
The Refresh D icon lets you immediately refresh the current view.

Live

The Live LI toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.

Add
The Add button lets you add new content.
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Scriptable Protocols

Scriptable protocols allow custom protocol behavior to be defined through scripting
for specialized network communication. Use this page to view and manage uploaded
scriptable protocol definitions. This enables flexible parsing and monitoring of non-
standard or proprietary protocols in Vantage.

Contents Management (ors-wide

Packet Rules Yara Rules Sigma Rules Stix Indicators Scriptable Protocols
Q search (JRefresh  Live @ ©Add

[0 1allentries ./ Odisabled Q> 0 update_service @ 1user

Ubiquity
2025-02-13 m E& "_// @

Figure 49. Scriptable Protocols page
Refresh

The Refresh D icon lets you immediately refresh the current view.

Live

The Live @ toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.

Add
The Add button lets you add new content.
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Traffic Replays

The Traffic Relays page lets you load demonstration data into your environment so
that you can test various features and explore Vantage. Nozomi Networks provides
several traffic replays, which demonstrate different scenarios, such as an OT-focused

Power Station attack.

VANTAGE

'ﬁ‘ NOZOMI

NETWG

System

Teams

Organization settings

Traffic Replays

Columns

The Columns button lets you select which of the available columns for the current

page will show.

Refresh

Traffic Replays [orswie

(@ You can play a demo - we suggest to do that into a test organization - and when all finished, just delete the traffic replay to clean up all created data

Standard
An environment with a mixture of

OT and IoT traffic representing
various verticals.

Play Demo

Vantage IQ
An IT environment where 1Q can

help you identify and solve issues in
you network

Play Demo

Created at

Substation

An OT-focused environment

demonstrating a Power Substation

attack scenario,

Play Demo

Guardian Air

Asimple wireless environment with

some example threats being

detected

Play Demo

Name

Healthcare
An IoT environment representing

various healthcare devices and
protocols.

Play Demo

No Traffic replays available.

v v

2 - Administration

Printers
An IT environment focused on

printers, often forgot to be updated
and managed,

Play Demo

18l columns ORefresh  Lve @

Status

010000 I < Page0ofo > I

Figure 50. Traffic Replays page

The Refresh D icon lets you immediately refresh the current view.

Live

The Live @ toggle lets you change live view on, or off. When live mode is on, the

page will refresh periodically.
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CLI

The CLI page lets you select sensors and use the text field to enter a command to
execute. Vantage shows the output of sensors in the web Ul.

VANTAGE

LICENSEE Nozom Networks Acme  DATA LOCATION Eurape.
) NoZOM|
NP NeTwors
System
CLI  orgwide
() Use this page to send CLI commands to the N20S Sensors. Please refer to the N20S User Manual for CLI syntax reference.
Sensors selection: O sensors ~
Teams
[ Host site Type Model
v v v v
[ Lspwz2o1o Mendrisio (CH) arc ARC/WINDOWS
() TXO3DXWXQN-MacBook-Pro-14-inch-..  Mendrisio (CH) arc ARC/MACOS
Organization settings [ tocalhost Mendrisio (CH) arc ARC/LINUX
[ INT-ARCA Mendrisio (CH) arc ARC/WINDOWS
[} DESKTOP-JBVKT46 Mendrisio (CH) arc ARC/WINDOWS
Tto50f59 1€ < Pagelofiz >
Send comman: d to 0 sensors

Figure 51. CLI page
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Migration tasks

The Migration tasks page lets you update your VVantage instance and downstream

sensors to adapt to changes in new versions of N20OS.

VANTAGE LICENSEE Nozomi Networks Acme  DATA LOCATION Europe

System

1l Columns Dretresh Lve @

[J ees  sensorHost status Migration tasks Updated at Finished at Site Name

No Migration tasks available.

Organization settings

010000 1< < Page0ofo > I

Migration Tasks

Figure 52. Migration tasks page

Columns

The Columns button lets you select which of the available columns for the current
page will show.

Refresh
The Refresh D icon lets you immediately refresh the current view.
Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.

117



2 - Administration Administrator Guide

Audit Logs

The Audit Logs page shows detailed operational information about your sensors and
the activities that they monitor.

VANTAGE LICENSEE Nozomi Networks Acme  DATA LOCATION Europe
A NOZOM
N e
Svater Audit Logs (e
site 1) Name (25)
Mendrisio (23527} Failed login (15660)
Ingested peap: 2 o peapng’ 1004)
Replay ingest peap called through Open AP (1002)
Teams User root logged i via sch from host 1041236127 (780]
Expand
Groups 10 columns (GRefresh  Live @
Time ¥ & Sensor Host Name Event Username Site Name
2024-06-20 16:41 v v v v v v

Organization settings 163603 ch-ga-g-std-vm-qualys-mas  User root logged inviassh  User root logged inviasshf  root Mendrisio
163478 ch-qa-g-stdvm-upload-ma:  Remove label for interface ' Remove labelfor interface . giacomomatteucci@nozom  Mendrisio
163350 ch-qa-g-stdvm-upload-ma:  User root logged inviassh  User rootlogged inviasshf oot Mendrisio
163337 ch-qa-g-stdvm-upload-ma:  Setup new label forinterfa  Set up new label for interfac  giacomomatteucci@nozom  Mendrisio
163315 ch-qa-cmc-std-vm-gen-ma:  User signed in User signed in giacomomatteucci@nozom  Mendrisio
163315 ch-qa-cmc-std-vm-gen-ma:  Login via SAML Login via SAML, User ‘giacor  giacomomatteucci@nozor  Mendrisio
163315 ch-qa-g-std-vm-upload-ma:  User signed in User signed in giacomomatteucci@nozom  Mendrisio
163315 ch-qa-g-std-vm-upload-ma:  Login via SAML Login via SAML, User'giacor  giacomomatteucci@nozom  Mendrisio
163251 ch-qa-g-stdvm-ha-master-  User signed in User signed in giovannimasullo@nozomin  Mendrisio
163251 ch-qa-g-std-vm-ha-master-  Login via SAML Login via SAML, User'giovar  giovannimasullo@nozomin  Mendrisio
163246 ch-qa-cmc-std-vm-gen-ma:  User signed in User signed in giovannimasullo@nozomin  Mendrisio
163246 ch-qa-cme-std-vm-gen-ma:  Login via SAML Login via SAML, User ‘giovar  giovannimasullo@nozomin  Mendrisio
163225 ch-qa-g-stdvm-hamaster-  Deleted reportfile from list  Deleted reportfile from list1  guglielmofachini@nozomir  Mendrisio
163221 ch-qa-g-std-vm-ha-master-  Deleted report Validation ¢ Deleted report Validationof  guglielmofachini@nozomir  Mendrisio
163215 ch-qa-g-std-vm-ha-master-  User signed in User signed in guglielmofachini@nozomir  Mendrisio
163142 ch-qa-g-stdvm-upload-ma:  Scheduled backup filecrea  Scheduled backupfile creat  System:Backup. Mendrisio
1630559 ch-qa-g-stdvm-upload-ma:  Found 3 backup files (max:  Found 3 backup files (max3  System:Backup Mendrisio
163017 ch-qa-g-std-vm-upload-ma:  Ingested pcap: ‘ch-qa-g-sta  Ingested pcap:‘ch-qa-g-std:  labrests Mendrisio
163017 ch-qa-g-std-vm-upload-ma: _ Replay ingest pcap calledt Replay ingest pcap called tt _labtests Mendrisio

Figure 53. Audit logs page

Name
This section shows a list of the different types of audit logs.

Columns
The Columns button lets you select which of the available columns for the current
page will show.

Refresh

The Refresh O icon lets you immediately refresh the current view.

Live

The Live LI toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Backup Schedules

The Backup Schedules page lets you manage, view, add, edit, and delete backup

schedules.

VANTAGE

@ Nozom

system

Teams

Organization settings

 Backup Schedules
L

LICENSEE Noz me DATA LOCATION Europe

Backup Schedules [esvie
(@ Define backup archive generation schedules on sensors
(@ This feature requires N20S 24.2 or greater.
Il columns (5 Refresh Live @
O B Name Frequency Strategy Include traces Max backups number Enc
v v v v v
O o 0 GenMasterBackup_edite daily at 13:00 local false 1 true
O - 0 HourlyBackup hourly at minute 30 local false 3 false
O - 0 BackupCmcLabMaster daily at 1310 local false 4 false
1to30f3 K < Pagelofl > 1
®

Add

Figure 54. Backup Schedules page

This button lets you Add a backup schedule (on page 120).

Columns

The Columns button lets you select which of the available columns for the current

page will show.

Refresh

The Refresh D icon lets you immediately refresh the current view.

Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Add a backup schedule

You can use the actions menu to add a new backup schedule.

Procedure
1. In the top navigation bar, select @
Result: The administration page opens.

2. In the Organization settings section, select Backup Schedules.

Result: The Backup Schedules page opens.

3. Select Add.

Result: The Create Backup Schedule page shows.

4. Configure the backup schedule as necessary.

5. Select Create.

Results
The backup schedule has been created.
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Edit a backup schedule

You can use the actions menu to edit a backup schedule.

Procedure
1. In the top navigation bar, select @
Result: The administration page opens.
2. In the Organization settings section, select Backup Schedules.
Result: The Backup Schedules page opens.
3. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon
4. Select Edit.

Results
You can now edit the backup schedule.
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Delete a backup schedule

You can use the actions menu to delete a backup schedule.

Procedure

1.

In the top navigation bar, select @

Result: The administration page opens.

. In the Organization settings section, select Backup Schedules.

Result: The Backup Schedules page opens.

. Choose a method to open the actions menu.

Choose from:
o In the table, select the hyperlink to open the details page. Select Actions

o In the table, select the **® icon

. If you use the **® icon in the table, choose a method to select one, or more, items.

Choose from:
o Select the top checkbox to select all the items in the current table view
o Select multiple checkboxes for the items that you want to choose
° Select the checkbox for the item that you want to choose

. Select Delete.

Warning: You are about to delete
1item

Result: A confirmation dialog shows.

6. Select Confirm.

Results

The backup schedule has been deleted.
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Upload Traces

The Upload Traces page lets you upload a trace, or packet capture (pcap) file, that is
related to the active organization.

'VANTAGE LICENSEE Nozomi ne DATALOCATION Europe

M NET W

ﬂ‘ ,NOZO

System

Upload Traces [oruwide

(@ Upload and play a trace on a virtual Sensor

Use trace timestamp | Replay speed = Maximumspeed v Auto play trace after upload | Security Profile: Low

Teams

Choose a file from your computer or drop one here
Organization settings

Maximun file size: 50.0 MB

Allowed formats:

Packet Capture (pcap, peapna)

Il cotlumns (5 Refresh Live @

[ eee Filename Createdat Last played at

No Trace files available.

010000 1K < Page0ofo >

Upload Traces

Figure 55. Upload Traces page

When a pcap is played for the first time, a Play Context is created automatically. This
consists of a:

e Site
e Network domain
e Virtual sensor

When other pcaps are played, they play over the same Play Context until the sensor, or
the site, is deleted. In that case, a new context will be generated when playing a file.

The sensor is named Trace Sensor XXX where XXX is a randomized value. This is placed
in the sensor list like the others. There is no separation of pcap data versus production
data.

For each organization, there can be only be one Trace Sensor. \We suggest that you
create a separate organization to avoid mixing pcap data with production data.

The Trace Sensor is a real Guardian running in the cloud. Therefore, it goes through the
standard synchronization process. For this reason, data will only show in the U/ after a
few seconds.

Use trace timestamp
Select this to keep the original timestamps from the trace logs. This will ensure
accurate event timing during analysis.
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Replay speed
This dropdown lets you select the playback speed of the trace.

+ Maximum speed
Packet speed
1 Mbitfs
2 Mbit/s
5 Mbit/s

10 Mbitfs
20 Mbit/fs
50 Mbitfs
100 Mbit/s

Figure 56. Replay speed dropdown

Auto play trace after upload
This lets you choose whether or not the trace will automatically play after it has been

uploaded. If it is not selected, you have to manually select the @ icon to the left of the
file that you've just uploaded. Alternatively, you can select multiple files to play and
select the Play Traces option.

Security Profile
This shows the security level applied to the trace upload.

Columns

The Columns button lets you select which of the available columns for the current
page will show.

Refresh
The Refresh o icon lets you immediately refresh the current view.
Live

The Live L) toggle lets you change live view on, or off. When live mode is on, the
page will refresh periodically.
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Chapter 3. SAML integration
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SAML integration configuration

It is important to understand how Vantage uses security assertion markup language
(SAML) single sign-on (SSO) for authentication.

General
Vantage supports SAML SSO authentication. Our integration requires your /dP to be
compatible with SAML 2.0. To authenticate, Vantage requires the user's:

* Email address

e Entity ID attributes

The SAML configuration process is often error prone. This section assumes that you're
familiar with:

* The SAML protocol
* Your IdP software
* The exact details of your specific IdP implementation

You will need to configure:

* Configure your IdP for SAML integration (on page 129)
* Configure Vantage for SSO (on page 130)

Group creation
Before authentication can work correctly, you will need to have a Vantage group that
matches your /dP's roles.

You can use the roles SAML ID or SAML name as defined in your /dP.

When you create a group in Vantage, enter the SAML ID or SAML name of the
corresponding /dP role. If a Vantage group isn't mapped to an /dP role, authentication
will fail for users assigned that role.

When a user logs into Vantage and authenticates, if the Vantage group doesn't include
that user, Vantage will automatically add the user to the group.

For more details, see Group membership (on page 32).
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IdP configuration for SAML integration

It is important to understand the different parameters that are needed to configure
your identity provider (IdP) for security assertion markup language (SAML) integration
in Vantage.

Assertion Consumer Service

An ACS specifies an / aut h path, such as

https://YOUR VANTAGE URL/ api/v1l/ sanm / aut h, where YOUR_VANTAGE_ URL
is the custom URL you use to access Vantage. For example,

custonmer 1. cust omers. usl. vant age. nozomni net wor ks. i o

In your /dP, you should define this in the attribute statement.

If your Vantage instance is FIPS-compliant, it uses a different ACS URL. For more details,
see FIPS support (on page 10).

Entity ID

The entity ID will be declared in the metadata XML file that you download from your
IdP.

Nozomi Networks frequently sees entity IDs in the form:

https://YOUR | DP_URL/ UNl QUE_I D, where:

* YOUR | DP_URL is the URL of your /IdP and
* UNI QUE_I Dis the identifier that your /dP assigns to Vantage

(4 ™
Note:
The Entity ID can also be known as:
* Audience URI
* |ssuer
* Reply URL
* SP Entity ID

N /

Your IdP vendor and SAML implementation determine the content and format of an
entity ID. The htt ps: // YOUR_I DP_URL/ UNI QUE_I| Dformat is common, but your /dP or
specific SAML implementation might require different values.

When configuring your /dP, use the following values:

* ACS URL: https://YOUR VANTAGE _URL/ api/vl/sam /auth
* Entity ID: htt ps: // YOUR_VANTAGE URL/ api / vl/ sam / net adat a

Replace YOUR_VANTAGE_URL with the actual domain for your Vantage deployment (for
example, cust oner 1. cust oner s. usl. vant age. nozoni net wor ks. i 0).

Vantage can integrate with many /dP. For more details about specific /dP, see:

e Configure an Azure Active Directory enterprise application (on page 137)
* Configure an Okta enterprise application (on page 135)
* Configure a Google Workspace SAML application (on page 133)
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Configure your IdP for SAML integration

Before you configure Vantage's settings for single sign-on (SSO), you need to define a
new application in your identity provider (IdP).

Before you begin
Before you do this procedure, you should familiarize yourself with IdP configuration for
SAML integration (on page 128).
Procedure
1. Configure the ACS URL for Vantage.
2. Define the entity ID in the attribute statement of your /dP.
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Configure Vantage for SSO

Before you can use single sign-on authentication in Vantage, you must configure
Vantage.

Before you begin

Before you do this procedure, make sure that you have:
* Completed the Configure your IdP for SAML integration (on page 129) procedure
¢ Downloaded an XML file from your /dP to a location that your browser can access

( Note:

In order for SAML to work correctly, groups that correspond to your SAML
roles must already exist in Vantage. Groups are found using the role's
name; for example, if the SAML name attribute specifies daf Of f 75-

d045- 4a5a- 8747- 6d2a2ee47cdd, the IdP looks for the daf Of f 75-

d045- 4a5a- 8747- 6d2a2ee47cdd role when authorizing an authenticating

user.
- /

~

Procedure
1. Log in to Vantage as an administrator.
2. In the top navigation bar, select @
Result: The administration page opens.
3. In the System section, select SSO.

Result: The SAML Single Sign On page opens.

4. Select the Enable SAML Single Sign on checkbox.
5. To the right of the Metadata XML field, select Choose File

6. Locate and select the metadata file that you downloaded from your /dP.

Note:

This file gives Vantage the necessary parameters to configure SAML for

your [dP.

7. In the Entity ID field, enter the /D assigned to the Vantage application in the /dP.

(L ™
Note:
The form of this /D determines how authentication is processed. For
example, if the value you enter specifies hypertext transfer protocol

secure (HTTPS), Vantage uses the HTTPS protocol when it processes login

requests.
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8. In the Role attribute field, enter a string that will be used to map role names in
your [dP to groups in Vantage.

o ™
Note:
The value in this field is used to compare groups defined
in Vantage with those defined in your /IdP. The nature of
this value depends on your IdP. For example, if you are
use Microsoft Office 365 as your /dP, the value might be:

http://schemas. mi crosoft.com ws/2008/identity/clainms/role
N J

9. Select Save.

10. Test the integration.

a. On the Vantage login page, enter a SAML user name.
b. Select Next.
c. Select Single Sign On.

( Note: )

Nozomi Networks products do not support the logout SAML protocol.
J

~

Note:

s\ a

Before authentication can succeed, Vantage groups that match your /[dP's
roles must exist . To map groups to roles, you can use the role's SAML ID or
SAML name, as defined in your IdP . When you create a group in Vantage,
you enter the SAML ID or SAML name of the related /dP role. If a Vantage
group isn't mapped to an /dP role, authentication fails for users assigned

that role.

Note:

When a user logs in to Vantage and authenticates, and the Vantage

group doesn't include that user, Vantage adds the user to the group

automatically.

131



3 - SAML integration Administrator Guide

Troubleshooting SAML integration

Methods that you can use to test that the security assertion markup language (SAML)
integration has been successful.

Once SAML is configured, the login page displays a new Single Sign On button.
You can test the integration with Vantage as you would other applications that
authenticate through your /dP.

If authentication fails, Vantage writes errors to the audit logs. Please contact Nozomi
Networks for help troubleshooting SAML issues.

Note:
To troubleshoot authentication in real-time, you should install a browser plug-

in such as SAML Chrome Panel. Such developer tools can provide helpful SSO
information
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Configure a Google Workspace SAML application

You can integrate Google Workspace with Vantage to provide single sign-on (SSO)
services. You should also refer to the Google Workspace documentation for more
details on their solution. This topic describes Vantage-specific configuration details
when using Google Workspace as your identity provider (IdP).

About this task

The Google Workspace group that is used for SSO with Vantage must have the same
name as the group in Vantage.

Procedure
1. In the Google Workspace Admin console Home page, navigate to Apps > Web
and Mobile Apps
2. Select Add App.
3. Select Add custom SAML app.
4. Enter a name such as Vantage.

5. Optional:

Upload an image to use as an icon in the SAML app.

°

6. Select Continue.
7. Under Option 1: Download IdP metadata, select Download Metadata.
8. Save this file to a location that the browser that you use for Vantage can access.
9. Select Continue.
10. In the Service Provider Details window, specify the Google Identity Provider

details for the app.
a. In the ACS URL field, enter the Assertion Consumer Service (ACS) URL for
Vantage: https:// YOUR VANTAGE URL/ api/v1l/sam /auth
b. In the Entity ID field, enter the Service Provider (SP) Entity ID for Vantage:
https://YOUR_VANTAGE _URL/ api /vl/sanl / met adat a

c. In the Name ID section, from the Name ID format dropdown, select
EMAIL .
d. In the Name ID dropdown, select Basic Information > Primary Email.

11. Select Continue.
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12. Specify how Google's directory attributes are mapped to the Vantage app's
attributes.

a. On the left, select an attribute from those defined in Google Workspace.
b. On the right, enter nozoni net wor ks- gr oup- nane

c. Select ADD MAPPING.

Attributes

Add and select user fislds in Google Directory, then map them 1o service provider atiributes. attnbutes marked with * are mandatary, Learn mors
Google Directary attribules App atlributes

Frnplayea Datails =

Department hd nozominetworks-group-name X

ADD MAPPING

13. Select Finish.

14. Before you continue, make sure that you grant your users access to the new

Vantage application. The simplest approach is to enable ON for everyone for
Google Workspace's User access option.

15. Configure Vantage for SSO (on page 130).

Results

The application has been configured.
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Configure an Okta enterprise application

You can integrate Okta with Vantage. To do this you must create an enterprise
application in Okta and assign users to it.

About this task

Okta groups are mapped to groups in Vantage using the group identifier. The group
must exist in both Vantage and Okta and its Group ID in Okta must match its SAML
Name or ID in Vantage. During authentication, Okta passes the Okta attribute
statements defined for the authenticating user. Vantage ignores those for groups that
don't match any of its own. For more details, see Group creation (on page 127).

Procedure

1.
. Select SAML 2.0.

O s~ W N

In the Okta Admin console, select Applications > Create App Integration.

. Enter a name such as Vantage
. Select Next.
. Enter the Single sign on URL that corresponds to the ACS URL for Vantage:

https://YOUR VANTAGE _URL/ api/vl/sam /auth

. Enter the Audience URI: ht t ps: // YOUR_VANTAGE_URL/ api / v1/ sam / met adat a

The Audience URI is also known as Audience Restriction or SP Entity ID.

. Define Group Attributes Statements.

" ™
Note:
Vantage authentication relies on group attribute statements. You must

create such statements for all group that are used for authentication.

Users that belong to the group pass the statement you define. XREF
- /

8. After you have entered these values, confirm your choices and select Save.

9. Assign users to the enterprise application to grant them access. For more details,

10.

see the Okta documentation.

Download the Okta /dP metadata file.
a. In Okta, select the Vantage enterprise application's Sign On tab.

b. Select the Identity Provider Metadata link.

SAML 2.0 is not configured until you complete the setup instructions.

View Setup Instructions

Identity Provider metadata is avallable if this application supports dynamic configuration.
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11. Save this file to a location that the browser that you use for Vantage can access.

12. Configure Vantage for SSO (on page 130).

136



Administrator Guide 3 - SAML integration

Configure an Azure Active Directory enterprise
application

You can integrate Azure Active Directory with Vantage. To do this you must create an
enterprise application in Azure Active Directory and assign users to it.

Before you begin
An Azure Active Directory group that is to be used with Vantage must:

* Be of type office 365mail enabled security or security
* Have the AuthNContext property set to true

Note:

Users, guests, and applications contained directly in this group are
granted access to Vantage. Azure denies access to users contained in the
group's subgroups.

About this task
During authentication, Azure passes the universally unique identifier (UUID) of all the
security groups that are defined for the authenticating user. Vantage ignores those

that don't match any of its own groups. For more details, see Group creation (on page
127).

Procedure

1. Select My Dashboard > Enterprise applications | All Applications.

Azure Active Directory admin center
My Dashboard

™ === Enterprise applications | All applications

Jet

New application Refresh Download

Overview
® Overview View, filter, and search applications in your organizati

X Diagnose and solve problems

Euaw, h by application name or object ID

Manage 257 applications found

All applications Name Ty  ObjectID

2. Select + New application.

Result: A dialog shows.

3. Select Create your own application.

Result: A dialog shows.
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4. In the What's the name of your app? filed, enter a name such as: Nozomi Networks

Vantage.

Create your own application

Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.
What's the name of your app?

Nozomi Networks Vantage

What are you looking to do with your application?
8 Configure Application Proxy for secure remote access to an on-premises application
) Register an application to integrate with Azure AD (App you're developing)

Integrate any other application you don't find in the gallery (Non-gallery)

5. Select Integrate any other application you don't find in the gallery (Non-
gallery).
6. Enter any other Azure Active Directory details that are needed to complete the

configuration of the new application. Select Create.

Result: The application has been created.

7. Open the application.
8. Select Single sign-on > SAML.

Ansen Avive Durmcnoy e saroer

! Vantage Test AP1 | Single sign-on

9. Specify the Reply URL which corresponds to the ACS URL for Vantage:
https://YOUR_VANTAGE_URL/ api /v1l/sam /auth
10. Define the Entity ID for Vantage:
https://YOUR VANTAGE URL/ api/v1l/ sanl / met adat a
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11. Define attributes and claims.

( Note: )

Vantage authentication relies on user group claims. You must create such
claims for any group used for authentication. Users that belong to the

group pass the claim that you define.
N /

12. Optional:

Upload an image to use as an icon in the SAML app.

13. After the application has been configured, it will show in Azure.

§ Vantsge Production US1 | Overview
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14. Download the Azure Active Directory metadata file.

a. In the SAML Signing Certificate section, to the right of Federation
Metadata XML, select Download.

Arure Active Directory sdemin conter

Vantage Test AP1| SAML-based Sign-on

b. Save this file to a location that the browser that you use for Vantage can
access.

15. Configure Vantage for SSO (on page 130).

Results

The application has been configured.
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Adaptive Learning

Adaptive Learning is when
deviations are evaluated at

a global level, rather than

at the level of a single node.
For example, using adaptive
learning approach, the
sensor doesn't raise an alert
when it detects a device
similar to those already
installed in the network.

This also applies for newly-
detected communications
that are similar to those
previously detected. Adaptive
learning is especially powerful
and offers its best effect
when combined with Asset
Intelligence.

Application
Programming Interface

An APl is a software
interface that lets two or
more computer programs
communicate with each
other.

Artificial Intelligence

Al is computer intelligence,
as opposed to human or
animal intelligence. It is
artificial because it is a digital
computer that can perform
tasks that are commmonly
associated with intelligent
beings. Intelligence is the
ability to learn and to reason.

Assertion Consumer
Service

An ACS is a version of the
SAML standard that is used
to exchange authentication
and authorization identities
between security domains.

Asset Intelligence™

Asset Intelligence is a
continuously expanding
database of modeling asset
behavior used by N2OS to
enrich asset information, and
improve overall visibility, asset
management, and security,
independent of monitored
network data.

Authorization to Operate

ATO is a formal declaration
by a designated authorizing
official that authorizes
operation of an information
system and explicitly accepts
the risk to organizational
operations, organizational
assets, individuals, or other
organizations based on

the implementation of an
agreed-upon set of security
controls.

Central Management
Console

The Central Management
Console (CMC) is a Nozomi
Networks product that has
been designed to support
complex deployments that
cannot be addressed with
a single sensor. A central
design principle behind
the CMC is the unified
experience, that lets you
access information in a
similar way as on the sensor.

Classless Inter-Domain
Routing

CIDR is a method for IP
routing and for allocating IP
addresses.

Command-line interface

A command-line processor
uses a command-line
interface (CLI) as text input
commands. It lets you invoke
executables and provide
information for the actions
that you want them to do. It
also lets you set parameters
for the environment.

Comma-separated Value

A CSV file is a text file that
uses a comma to separate
values.

Common Vulnerabilities
and Exposures

CVEs give a reference
method information-security
vulnerabilities and exposures
that are known to the public.
The United States' National
Cybersecurity FFRDC
maintains the system.
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Controlled Unclassified
Information

CUl is information that
requires safeguarding or
dissemination controls
pursuant to federal law,
regulations, and government-
wide policies, but is not
classified under Executive
Order 13526.

Coordinated Universal
Time

Coordinated Universal Time
(UTC) is the primary time
standard by which the world
regulates clocks and time.

It is based on International
Atomic Time (TAI) with

leap seconds added to
synchronize with Earth's
rotation.

curl

curlis a command-line tool
and library used to transfer
data to or from a server. It
supports many protocols,
including HTTP, HTTPS, FTP,
and more. In API contexts,
curlis commonly used to test
and interact with endpoints
by sending requests and
receiving responses.

cURL

Department of Defense

DoD is the executive branch
department of the United
States federal government
responsible for coordinating
and supervising all agencies
and functions directly related
to national security and the
United States Armed Forces.

Exploit Prediction Scoring
System

EPSS is a cybersecurity risk
assessment framework that
predicts the likelihood of a
software vulnerability being
exploited in the wild. It uses
data-driven models based
on real-world exploit activity,
vulnerability metadata, and
other threat intelligence
sources to help organizations
prioritize patching efforts.
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Extensible Markup
Language

XML is a markup language
and file format for the storage
and transmission of data.

It defines a set of rules for
encoding documents in a
format that is both human-
readable and machine-
readable.

Federal Information
Processing Standards

FIPS are publicly announced
standards developed by

the National Institute of
Standards and Technology
for use in computer systems
by non-military American
government agencies and
government contractors.

Federal Information
Security Management
Act

FISMA is a United States
federal law that defines a
framework of guidelines
and security standards

to protect government
information and operations.
It requires federal agencies
to develop, document, and
implement programs to
provide information security
for their data and information
systems.

Federal Risk and
Authorization
Management Program

FedRAMP isa U.S.
government-wide program
that provides a standardized
approach to security
assessment, authorization,
and continuous monitoring
for cloud products and
services used by federal
agencies.
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Hypertext Transfer
Protocol Secure

HTTPS is an extension of the
Hypertext Transfer Protocol
(HTTP). It is used for secure
communication over a
computer network, and is
widely used on the Internet.
In HTTPS, the communication
protocol is encrypted using
Transport Layer Security (TLS)
or, formerly, Secure Sockets
Layer (SSL). The protocol is
therefore also referred to as
HTTP over TLS, or HTTP over
SSL.

Identifier

A label that identifies the
related item.

Identity Provider

An IdP is a system entity
that creates, maintains,
and manages identity
information. It also provides
authentication services

to applications within a
federation, or a distributed
network.

Industrial Control
Systems

An ICS is an electronic
control system and related
instrumentation that is
used to control industrial
processes.

Information Technology

IT is the use of computers
to process, create, store,
and exchange data and
information.

Internet of Things

The loT describes devices
that connect and exchange
information through

the internet or other
communication devices.

Internet Protocol

An Internet Protocol address,
or |IP address, identifies a
node in a computer network
that uses the Internet
Protocol to commmunicate.
The IP label is numerical.

Administrator Guide

JavaScript Object
Notation

JSON is an open standard file
format for data interchange.
It uses human-readable text
to store and transmit data
objects, which consist of
attribute—value pairs and
arrays.

JSON web token

AJWT is an internet standard
to create data with optional
encryption and/or optional
signature whose payload
holds JSON that asserts some
number of claims. The tokens
are signed either using a
private secret or a private/
public key.

Known Exploited
Vulnerabilities

A list of software
vulnerabilities that threat
actors have actively exploited.
Cybersecurity organizations
track KEVs to help prioritize
patching and mitigate
security risks.

Link Layer Discovery
Protocol

LLDP is a vendor-neutral

link layer protocol used

by network devices for
advertising identity,
capabilities, and neighbors on
a local area network.

Management
Information Base

An MIB is a collection of
definitions that specify the
properties of the managed
resources within a network
device (like routers or
switches) and how they
can be accessed using
SNMP (Simple Network
Management Protocol).
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Media Access Control

A MAC address is a unique
identifier for a network
interface controller (NIC).

It is used as a network
address in network segment
communications. A commmon
use is in most IEEE 802
networking technologies,
such as Bluetooth, Ethernet,
and Wi-Fi. MAC addresses are
most commonly assigned by
device manufacturers and are
also referred to as a hardware
address, or physical address.
A MAC address normally
includes a manufacturer's
organizationally unique
identifier (OUI). It can be
stored in hardware, such as
the card's read-only memory,
or by a firmware mechanism.

National Institute
of Standards and
Technology

NIST is an agency of the
United States Department
of Commmerce. NIST's mission
is to promote American
innovation and industrial
competitiveness.

Nozomi Networks
Operating System

N2OS is the operating system
that the core suite of Nozomi
Networks products runs on.

Operating System

An operating system is
computer system software
that is used to manage
computer hardware, software
resources, and provide
common services for
computer programs.

Operational Technology

OT is the software and
hardware that controls and/
or monitors industrial assets,
devices and processes.

Packet Capture

A pcap is an application
programming interface (API)
that captures live network
packet data from the OSI
model ( layers 2-7).

Plan of Action and
Milestones

POA&M is a document

that identifies tasks that
need to be accomplished to
address security weaknesses
or deficiencies. It details
resources required,
milestones for completion,
and scheduled completion
dates for each task. Itis a
key tool for tracking and
managing remediation
efforts in federal security
compliance programs.

Portable Document
Format

PDF is a Adobe file format
that is used to present
documents. It is independent
of operating systems

(OS), application software,
hardware.

Programmable Logic
Controller

A PLC is a ruggedized,
industrial computer used in
industrial and manufacturing
processes.

Remote Terminal Unit

An RTU is a microprocessor-
controlled electronic

device that acts as an
interface between a SCADA
(supervisory control and
data acquisition) system, or
distributed control system, to
a physical object. It transmits
telemetry data to a master
system, and uses messages
from the master supervisory
system to control connected
objects.

Security Assertion
Markup Language

SAML is an open standard,
XML-based markup language
for security assertions. It
allows for the exchange

of authentication and
authorization data different
parties such as a service
provider and an identity
provider.
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Security Assessment
Report

SAR is a comprehensive
document that details the
results of an independent
security assessment of

an information system.

It includes findings,
vulnerabilities, and
recommendations from the
assessment process and is a
required component of the
FedRAMP authorization.

Security Information and
Event Management

SIEM is a field within the
computer security industry,
where software products and
services combine security
event management (SEM)
and security information
management (SIM). SIEMs
provide real-time analysis of
security alerts.

Security Requirements
Guide

SRG is a Department

of Defense publication

that provides security
requirements and controls
for information systems and
cloud computing services at
various impact levels.

Simple Network
Management Protocol

SNMP is an Internet
Standard protocol for the
collection and organization of
information about managed
devices on IP networks. It
also lets you modify that
information to change device
behavior. Typical devices that
support SNMP are: printers,
workstations, cable modems,
switches, routers, and servers.

Single Sign-on

SSO is an authentication
method that lets users log
in to one or more related,
but independent, software
systems.

Software as a Service

SaaS is a software licensing
and delivery model. This
type of software is hosted
centrally and licensed on a
subscription basis.
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Strict (Learning)

Strict (Learning) is a mode
which relies on a detailed
anomaly-based approach.
Each node is evaluated

at the node level; when
deviations from the baseline
are detected, the sensor
raises alerts. This approach
is called strict because once
a system is learned, it is
expected to always behave
as it did during the learning
phase; maintaining systems
with the Strict approach
requires detailed knowledge
of your system.

Structured Threat
Information Expression

STIX™ is a language and
serialization format for the
exchange of cyber threat
intelligence (CTI). STIX is free
and open source.

System Security Plan

SSP is a formal document
that provides an overview of
the security requirements
for an information system
and describes the security
controls in place or planned
to meet those requirements.
It is a key component of the
FedRAMP authorization
process.

Threat Intelligence™

Nozomi Networks Threat
Intelligence™ feature
monitors ongoing OT and
loT threat and vulnerability
intelligence to improve
malware anomaly detection.
This includes managing
packet rules, YARA rules,
STIX indicators, Sigma rules,
and vulnerabilities. Threat
Intelligence™ allows new
content to be added, edited,
and deleted, and existing
content to be enabled or
disabled.

Transport Layer Security

TLS is a cryptographic
protocol that provides
communications security
over a computer network.
The protocol is widely used
in applications such as:
HTTPS, voice over IP, instant
messaging, and email.
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Two-factor
authentication

2FA is a method that lets you
add additional security to

an account. The first factor

is a standard password, the
second factor is a code that is
used on an app on a mobile
device or computer that
verifies the user.

Uniform Resource
Identifier

A URI is a unique string of
characters used to identify a
logical or physical resource on
the internet or local network.

Uniform Resource
Locator

An URL is a reference to

a resource on the web
that gives its location on a
computer network and a
mechanism to retrieving it.

Universally unique
identifier

A UUID is a 128-bit label that
is used for information in
computer systems. When

a UUID is generated with
standard methods, they are,
for all practical purposes,
unique. Their uniqgueness

is not dependent on an
authority, or a centralized
registry. While it is not
impossible for the UUID to
be duplicated, the possibility
is generally considered to be
so small, as to be negligible.
The term globally unique
identifier (GUID) is also used
in some, mostly Microsoft,
systems.

User Interface

An interface that lets humans
interact with machines.

Virtual Local Area
Network

A VLAN is a broadcast
domain that is isolated and
partitioned in a computer
network at the data link layer
(OSlI layer 2).
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